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Abstract

Local Differential Privacy (LDP) is a privacy model that enables users to perturb their data locally
before sharing it with untrusted data collectors for analysis. This privacy model provides provable
privacy guarantees for each individual user. Owing to these guarantees, LDP has been widely
deployed by major technology companies, including Apple, Google, and Microsoft, to protect
user privacy while still enabling data collection for analytics and machine learning. However, a
fundamental challenge in LDP is the tradeoff between privacy and data utility: stronger privacy
guarantees typically lead to lower utility for the data collector. To address this challenge, one central
direction in theoretical LDP research is to design mechanisms that achieve better utility under the
same privacy guarantee. This dissertation advances this direction by refining mechanism design and

utility analysis under LDP.

This dissertation proceeds in four steps: (i) It examines whether correlated perturbation can improve
the privacy—utility tradeoff beyond the standard assumption of independent per-user perturbations.
(ii) Since optimizing this tradeoff is the central objective of mechanism design, it investigates optimal
designs within a widely used class of LDP mechanisms for bounded numerical data. (iii) Motivated
by trajectory data—a representative form of bounded numerical data that prior LDP studies often
handle via discretization—it shows that operating directly in continuous space avoids privacy and
efficiency issues. (iv) Moving beyond mechanism-level utility metrics toward downstream tasks, it
studies how to theoretically quantify the utility of classifiers under LDP-perturbed inputs, taking a

first step toward connecting LDP mechanisms with robustness.

iii



Acknowledgments

This is the acknowledgements text

v



To the three cold, sober years I lived in Rochester,

whose quiet formed me and whose memory I shall always carry.



Contents

1 Introduction

2 Background

2.1

2.2

Local Differential Privacy . . . . . . . . . . . . . . .. ... .o

Properties of LDP Mechanisms . . . . . . . .. . ... ... ... ... ... ...

3 Research Questions and Technical Overview

3.1

3.2

3.3

3.4

4.1

4.2

4.3

Correlated Perturbation for LDP . . . . . . . . . . ... .. ... .. ... ... ...
Optimal Piecewise-based Mechanism . . . . . . . . . . . .. ... ... .. ......
Trajectory Collection in Continuous Space under LDP . . . . . . ... ... ... ..

Quantification of Classifier Utility under LDP . . . . . . . ... ... ... ... ...

Correlated Perturbation for LDP

Preliminaries . . . . . . . L o
4.1.1 Problem Formulation . . . . .. .. .. ... . ... ... .. ...
4.1.2 Review of Randomized Response . . . . . . .. .. ... ... ... ...,
Impact of Correlated Perturbation . . . . . .. ... ... ... .. .. ...

Joint Randomized Response . . . . . . . . . ...

vi

10

10

11

13

15

18



CONTENTS vii

4.3.1 General JRR Mechanism . . . ... ... ... ... ... .. ... ..., 22
4.3.2 Data Privacy Analysis . . . . . . . . .. 23
4.3.3 Data Utility Analysis . . . . . . ... . 25
4.3.4 Choosingpandpfor JRR . . . . . .. .. 26

4.4 Deployable Instantiation of JRR . . . . . .. .o oo o 29
4.4.1 Secure Random Grouping via MPC . . . . . ... ... ... ... ..., 29
4.4.2 Secure Correlated Perturbation via 2PC . . . . . . ... ... ... .. ... 30
4.4.3 Correspondence to JRR’s Privacy Proof . . . . . . ... ... ... .. ... 32

4.5 Extensions and Discussions . . . . . . . ... Lo 32
4.6 Experiments. . . . . . . .. 35
4.6.1  Setup . . . .. 35
4.6.2 Results on Real-world Datasets . . . . . .. .. ... ... ... ... ..., 37
4.6.3 Results on Synthetic Datasets . . . . . . . . .. . ... ... ... ... ... 37
4.6.4 Summary of Evaluation Results . . . . . .. ... ... ... ... . ...... 38

4.7 Related Work . . . . . . . . 39
4.8 Conclusions . . . . . . . . e e e 40
5 Optimal Piecewise-based Mechanism 41
5.1 Preliminaries . . . . . . . .. 41
5.1.1 Problem Formulation . . . . ... ... ... ... ... . 41
5.1.2 Piecewise-based Mechanisms . . . . . . .. ... ... L. 42

5.2 Generalized Piecewise-based Mechanism . . . . . ... ... ... ... ... ... 43

5.2.1 Framework for Deriving the Optimal GPM . . . . . . ... .. ... ... .. 44



CONTENTS viii

6

5.2.2 Detailed Solutions . . . . . . . ... 46
5.2.3 Closed Form for Classical Domain . . . . . . ... ... ... ... ...... 49
5.3 Optimal GPM for Circular Domain . . . . . . . . ... ... ... ... ........ 52
5.3.1 Reduced Forms . . . . . . . . . . 52
5.3.2 Closed Form for Circular Domain . . . . . . . . . .. .. ... ... .. .... 54
5.4 Distribution and Mean Estimation . . . . .. . ... ... . o000, 55
5.4.1 Distribution Estimation . . . . . .. ... ... o000 56
5.4.2 Mean Estimation . . . . . . ... L o 56
5.5 Discussion and Extension . . . . . . .. ..o Lo 58
5.6 Evaluations . . . . . . . . . 59
5.6.1 Expected Errors . . . . . . .. 61
5.6.2 Distribution and Mean Estimations. . . . . . . . . ... ... ... ... 67
5.7 Related Work . . . . . . . . e 69
5.8 Conclusions . . . . . . . . e 71
Trajectory Collection in Continuous Space under LDP 72
6.1 Preliminaries . . . . . . . .. 72
6.1.1 Problem Formulation . . .. ... ... ... ... ... ... 72
6.1.2 Local Differential Privacy . . . . . .. . . .. ... oo 73
6.1.3 Existing Methods . . . . . . . . . . . 75
6.2 The Proposed Method: TraCS . . . . . . . . . . . . . . . . . . .. .. ..., 77
6.2.1 Location Space . . . . . . . . e 77

6.2.2 TraCS-D . . . . . . s 77



CONTENTS ix

6.2.3 TraCS-C. . . . . . e 84
6.2.4 Rounding to Discrete Space . . . . . . . . . ..o 86
6.2.5 Discussions and Extensions . . . . . . .. ... Lo oo 87

6.3 Evaluation . . . . . . . . .. 91
6.3.1 Results on Continuous Space . . . . . . . . . . . . . 91
6.3.2 Results on Discrete Space . . . . . . . . . ... L 95
6.3.3 Summary of Evaluation . . . . . .. ... ... ... 101

6.4 Related Work . . . . . . . . 101
6.5 Conclusions . . . . . . . . e 103
7 Quantification of Classifier Utility under LDP 105
7.1 Preliminaries . . . . . . . . . Lo e 105
7.1.1 Problem Formulation . . .. .. ... ... ... ... ... ... 105
7.1.2  Sensitivity in LDP Mechanisms . . . . . . . .. ... ... 0oL 106
7.1.3 Classifier and Robustness . . . . . . . . . .. ... oo 106

7.2 Tllustrating the Framework: An Example. . . . . . .. . ... ... ... ... .... 107
721 Example. . . . . . e 107
7.2.2 Further Steps . . . . . . . . e 108

7.3 Formal Framework . . . . . . . . . . . L 109
7.3.1 Concentration Analysisof LDP . . . . .. . ... ... oo, 109
7.3.2 Robustness Analysis of Classifier . . . . .. .. ... ... ... ........ 112
7.3.3 Utility Quantification . . . . . . . . . . ... .. 115

7.4 Refinement Techniques . . . . . . . . . . .. 117



CONTENTS

7.5

7.6

7.7

7.8

7.4.1 Robustness Hyperrectangle .
74.2 PAC Privacy . .. .. .. ..
Discussions . . . ... ... ... ..

Case Studies . . .. ... ... ...

7.6.2  Utility Quantification Results
7.6.3 Summary of Case Studies . .
Related Work . . . . ... ... ...
7.7.1 Closely Related Concepts . .
7.7.2 Broader Related Work . . . .

Conclusions . . . . . . .. ... ...

Appendices

A Appendix of Background (Chapter 2)

Al

A2

Proofs . . .. .. ... L.
A.1.1 Proof of Proposition 1 . . . .
A.1.2 Proof of Theorem 1 . . . ..
A.1.3 Proof of Theorem 2 . . . ..
Complementary Materials . . . . . .

A.2.1 Definition of LDP When € < 0

A.2.2 Mutual Information Bound for LDP . . . . . . . . . . ... ... ... ...

B Appendix of Chapter 4

B.1

Proofs . . . ... ... ... ...

118

120

123

125

125

127

132

132

132

134

135

155

156

156

156

157

157

158

158

158

160



CONTENTS xi

B.1.1 Correlation Coefficient of JRR (Section 4.3.1) . . . . . .. .. ... ... ... 160
B.1.2 Unbiasedness of the Estimator under JRR (Section 4.3.1) . . . .. ... ... 161
B.1.3 Proof of Theorem 3 . . . . . . . . . .. . . ... 162
B.1.4 Proof of Theorem 4 . . . . . . . . . .. . 164
B.1.5 Redesign the Joint Reporting Probability . . . . . ... ... ... ... ... 167
B.1.6 Proof of Theorem 5 . . . . . . . . . . . . .. 168

B.2 Complementary Materials . . . . . . . .. ... L 168
B.2.1 Effect of ni/n (Section 4.3.4) . . . . . ... 168
B.2.2 Details of Real-world Datasets . . . . . .. ... ... ... ... ....... 168

C Appendix of Chapter 5 170
C.1 Proofs . . . . . e e 170
C.1.1 Proofof Lemma 1l . ... . ... . ... . 170
C.1.2 Proofof Lemma 2 . . . . . ... .. 172
C.1.3 Proofof Theorem 6 . . . . . . . ... . .. .. .. ... 173
C.1.4 Proof of Theorem 7 . . . . . . . ... . . 174
C.1.5 Proofof Lemma 3 . . . . . . ... . . .. 175
C.1.6 Proof of Theorem 10 . . . . . . . . . . . . . 176

C.2 Complementary Materials . . . . . . . . ... oo 176
C.2.1 Detailed Comparison with PTT (Section 5.1.2) . . . . . ... ... ... ... 176
C.2.2 Related Optimality (Section 5.2.1) . . . . . . . . .. .. 177
C.2.3 Directions for Analytically Proving Optimal m = 3 (Section 5.2.2) . . .. .. 178

C.2.4 Analytical Deduction for the Optimal GPM (Section 5.2.2) . . .. ... ... 179



CONTENTS

C.2.5 MSE of the Optimal GPM (Section 5.2.3) . . . . ... .. ... ... .....
C.2.6 Optimal Assignment of Privacy Parameter and an Example (Section 5.5)
C.2.7 Comparison under Small £ (Section 5.6.1) . . . . ... .. ... ... .....

C.2.8 Expected Error of the B-Laplace Mechanism (Section 5.6.1) . . . . . . .. ..

D Appendix of Chapter 6
D.1 Proofs . . . . . .. e
D.1.1 LDP Proof of Definition 9 . . . . . ... ... ... ... .. ... ...
D.1.2 Proof of Theorem 12 . . . . . . . . .. ... ... .. .. ... ...
D.1.3 Proof of Theorem 13 . . . . . . . ... ... ... .. .. ... ...
D.1.4 Proof of Theorem 14 . . . . . . . . ... ... ... Lo
D.2 Complementary Materials . . . . . . .. .. .. L
D.2.1 Space-Dependence of Indistinguishability (Section 3.3) . . . . . ... ... ..
D.2.2 Limitations of the Exponential Mechanism (Section 3.3 and Section 6.1.3) . .
D.2.3 Limitations of Applying Discrete LDP Mechanisms (Section 3.3) . . . . . . .
D.2.4 Dominant Sector Comparison (Example 10) . . . . .. .. .. ... ... ...
D.2.5 Detailed Form of |D,,)| (Section 6.2.2) . . .. ... ... ... ...
D.2.6 Redesigned SW (Section 6.2.5) . . . . . . . ... ...
D.2.7 Experimental Results for Extensions (Section 6.2.5) . . . .. ... ... ...
D.2.8 2D Laplace Mechanism with Truncation (Section 6.3.1) . . . ... ... ...
D.2.9 Privacy Parameter Assignment in TraCS-D (Section 6.3.1) . . . . . . . . . ..

D.2.10 Privacy Parameter Assignment for a Whole Trajectory (Section 6.3.2)

E Appendix of Chapter 7

xii

180

. 181

182

182

184

184

184

184

185

186

186

186

187

189

190

191

192

193

194

195

. 195

198



CONTENTS xiii

E.1

E.2

Proofs . . . . 198
E.1.1 Proof of Theorem 17 . . . . . . . . . . . .. 198
E.1.2 Proof of Theorem 18 and Discussion . . . . . ... ... .. .. ... ..... 198
E.1.3 Proof of Theorem 16 . . . . . . . . . . ... .. . 201
Complementary Materials . . . . . . .. ... L o 201
E.2.1 Deterministic Robustness of White-box Classifiers (Section 7.3.2) . . . . . . . 201
E.2.2 Explanation of Definition 17 . . . . . . . . . . .. ... L. 203
E.2.3 LDP Mechanisms in Figure 7.3 . . . . . . . ... ... 0. 203
E.2.4 PAC LDP vs (g,0)-LDP (Section 7.4.2) . . . . .. ... .. .. ... ..... 205
E.2.5 More Case Studies for the Stroke Prediction Dataset (Section 7.6.2) . . . . . 206

E.2.6 More Case Studies for the Bank Customer Attrition Dataset (Section 7.6.2) . 209

E.2.7 More Details for the MNIST Classifier (Section 7.6.2) . . . . ... ... ... 211



List of Figures

1.1

1.2

2.1

3.1

3.2

3.3

4.1

4.2

4.3

4.4

4.5

4.6

5.1

5.2

5.3

LDP system model. . . . . . . .. L 1
Privacy—utility curves. . . . . . ... 3
The RR and Laplace mechanisms. . . . . . .. .. .. ... .. ... ... 7
Correlated perturbation. . . . . . . . . . ... 11
Illustration of piecewise distributions. . . . . . . . . .. . .. ... ... ....... 12
From empirical to theoretical utility analysis. . . . . . . . . ... ... ... ..... 16
Heatmap of JRR’s variance . . . . . . . . . . . . . . . .. ... ... 27
Variance comparison: JRR (optimal/heuristic) vs. RR . . .. .. ... ... ... .. 29
Comparison of MSE under RR and JRR on four real-world datasets. . . . . ... .. 36
Percentiles of ARE under RR and JRR on four real-world datasets. . . . . . ... .. 36
Comparison of MSE under RR and JRR on synthetic datasets. . . . ... ... ... 38
Comparison of ARE under RR and JRR on synthetic datasets. . . . ... ... ... 38
Solving flow for the optimal m-GPM. . . . . . . . .. .. ... oo, 45
Example of optimal 4-GPM and 5-GPM whene =1and x=03. . . . ... ... .. 48
Solving flow for the optimal closed form. . . . . . . . .. .. ... 0oL, 49

Xiv



LIST OF FIGURES XV

5.4

5.5

5.6

5.7

5.8

5.9

5.10

5.11

5.12

5.13

5.14

5.15

5.16

5.17

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

Optimal GPM (Theorem 7) whene =1,z =0and z=05. . . ... ... ... ... 51
Reduced forms for solving the optimal p;, lg‘;d and rg‘l?d ................. 53
Optimal GPM (Theorem 8) for the circular domain withe =1. . . . . .. ... ... 55
Optimal GPM for 2D polar coordinates . . . . . . . .. .. ... ... .. ...... 60
Whole-domain error comparison in the classical domain. . . . . . .. ... ... ... 62
Worst-case error comparison in the classical domain. . . . . . . . .. ... ... ... 62
Whole-domain error comparison in the circular domain. . . . . . . . ... ... ... 63
Worst-case error comparison in the circular domain. . . . . .. ... ... ... ... 64
Whole-domain error comparison with PM and SW on their data domains. . . . . . . 65
Whole-domain error comparison with other mechanisms. . . . . . . . ... ... ... 65
Worst-case error comparison (continued from Figure 5.13). . . . . . ... . ... ... 66
Comparison with the Purkayastha mechanism [160] for sphere S*~1. . . . . . . ... 66
Comparison of distribution estimation error. . . . . . . . . . . .. ... ... ... .. 69
Comparison of mean estimation error. . . . . . . . . . . .. . ... ... ... .. 69
Two decompositions of location space S at 7. . . . . . . . .. ... oL 78
Comparison of the dominant sectors of the strawman approach and TraCS-D. . . . . 80
Two cases of [D,(,)| at 7; (blue lines). . . ... ... ..... 82
Comparison on synthetic datasets. . . . . . . . . . .. ... ... .. .. ... ... 93
Condition TraCS-D outperforms TraCS-C. . . . . . . . . . . .. . ... ... ..... 93
TraCS-D vs k-RR + uniform sampling. . . . . . . . .. .. ... ... 93
Comparison on real-world datasets. . . . . . . . . . .. ... .. ... ... ... ... 94

Comparison on synthetic datasets. . . . . . . . . . .. ... .. ... .. ... .... 97



LIST OF FIGURES xvi

6.9 Comparison on real-world datasets. . . . . . . . . ... ... ... .. ... ... ... 98
6.10 Comparison of other trajectory metrics on the CHI dataset. . . . . . . ... ... .. 100
7.1 Example of utility quantification of a classifier under the Laplace mechanism. . . . . 107
7.2 Robustness radius 0 of a 2D classifierat .. . . . . . .. .. 0oL 114
7.3 Comparison of the robustness probability for different LDP mechanisms. . . . . . . . 116
7.4 Robustness hyperrectangles for a 2D classifier. . . . .. .. ... ... ... ... .. 119
7.5 Utility for two classifiers trained on the Stroke Prediction dataset. . . ... ... .. 127
7.6 Utility for two classifiers trained on the Bank Customer Attrition dataset. . . . . . . 130
7.7 Utility for a Neural Network classifier trained on the MNIST-7x7 dataset. . . . . . . 131
B.1 Effect of nj/n: Comparison of variance. . . . . . . . . ... ... ... ... ... 169
C.1 Examples of Liodq(y, @) Worite @ . o o 000 0oL 175
C.2 Non-staircase distribution vs staircase distribution. . . . . . . . .. .. ... ... .. 179
C.3 Whole-domain error comparison in the classical domain. . . . . . . .. ... ... .. 181
D.1 The Exponential mechanism on two discrete location spaces.. . . . . . . . ... ... 188
D.2 TraCS-C mechanism on the continuous space. . . . . . . . . . .. . .. ... ..... 188
D.3 Performance of the gridding approach with different cell sizes. . . . . . . . . .. ... 190
D.4 Comparison of the dominant sector. . . . . . . . . . . ... ... ... ... ..... 191
D.5 Different piecewise-based mechanisms. . . . . . .. .. .. .. ... ... ..., 194
D.6 Samples of TraCS-D at 7 = (m,0.5) for circular area. . . . . . .. .. ... ... ... 194
D.7 Comparison with trajectory-level € assignment. . . . . . . . ... ... ... ... .. 196
D.8 Location spaces for TKY and CHI datasets. . . . . . . . . ... ... ... ...... 196



LIST OF FIGURES xvii

E.1 Utility for two classifiers trained on the Stroke Prediction dataset. . . . ... .. .. 206
E.2 Projected decision boundary of the two classifiers on the stroke dataset. . . . . . .. 208

E.3 Average-case and worst-case utility for the Logistic Regression classifier trained on
the Stroke Prediction dataset. . . . . . . . . . ... o 209

E.4 Average-case and worst-case utility for the Random Forest classifier trained on the
Stroke Prediction dataset. . . . . . . . . . ... 209

E.5 Average-case and worst-case utility for the Logistic Regression classifier trained on
the Bank Customer Attrition dataset. . . . . . . . .. .. .. ... ... ....... 210

E.6 Average-case and worst-case utility for the Random Forest classifier trained on the

Bank Customer Attrition dataset. . . . . . . . . . . ... 211

E.7 Average-case and worst-case utility for the Neural Network classifier trained on the
MNIST-7x7 dataset. . . . . . . . . . o 212



List of Tables

1.1

4.1

4.2

4.3

5.1

5.2

6.1

6.2

7.1

7.2

B.1

Comparison of typical privacy-enhancing techniques (PETs). . . ... ... ...

Joint reporting probability in Example 3. . . . . . ... ..o
Joint reporting probability in JRR . . . . . . ... oo

Summary of the datasets. . . . . . . . . ...

This dissertation (OGPM) vs existing instantiations of TPM. . . . . . . ... ..

Optimal distribution and mean estimation in three domain types under GPM.

Comparison with existing methods. . . . . . . . . . ... ... ... ..

Time cost comparison (in milliseconds). . . . . . . .. ... ... ... ...

Summary of setups in the case studies. . . . . . . .. ..o

Time cost comparison (in milliseconds). . . . . . ... ... .. ... .. .....

Notations in the privacy and utility proofs. . . . . . .. ... ... .. ... ...

xviil



Terminology

Privacy and utility. Privacy refers to protecting individuals’ sensitive information from untrusted
entities or adversaries. Utility refers to the usefulness or accuracy of the outputs obtained after

applying privacy-preserving mechanisms.

Privacy guarantee and privacy parameter. These terms are used to describe the strength of
privacy protection provided by a specific € value in Local Differential Privacy (LDP) mechanisms.
Among them, “privacy parameter” specifically refers to the numerical value € that quantifies the

privacy guarantee.

Randomization and perturbation. These terms are used interchangeably to describe the process

of adding randomness or noise to data to protect privacy.

Domain and space. A domain is the set of admissible inputs for a function or mechanism (e.g.
the input domain of an LDP mechanism). A space is a structured set of elements (e.g. continuous

spaces, the distance space in TraCS (Chapter 6), etc).

Original data, raw data, and sensitive data. These terms refer to the data held by individuals
before any privacy-preserving mechanism is applied. Raw data is an umbrella term for unprocessed

data, whereas sensitive data specifically denotes information that is private or confidential.

Perturbed data, randomized data, and reported data. These terms refer to data that has
been modified by adding randomness or noise through privacy-preserving mechanisms. They are

used interchangeably for consistency with the context in which they appear in.

User. A user is an individual or entity that holds data and applies an LDP mechanism to protect

privacy before sharing data with a server or data collector.

Data collector and server. A data collector (or server) is an entity that collects data from users,
typically for analysis or aggregation. The term “server” is broader and may refer to entities beyond

data collection.

Xix



Adversary model. An adversary is an entity that attempts to compromise users’ privacy by
analyzing collected data or exploiting system vulnerabilities. In the context of LDP, the server and
other users may be potential adversaries. An adversary model specifies the adversary’s capabilities
and knowledge in a given scenario (i.e. what information they can access and what actions they can
take).



Notations

General notations and their meanings.

Notation Meaning
M (z) LDP mechanism with privacy parameter € applied to input x
Y Output of an LDP mechanism, i.e. y + M. ()
X,y Input and output domains of an LDP mechanism
R Real number domain
n Number of users in the system
pdf[] Probability density function of a random variable
MSE[] Mean Squared Error of a random variable
Notations in Chapter 4 (JRR).
Notation Meaning
Mgy Mg Number of users with original value x, and its estimator
U; User i, where ¢ € {1,...,n}
I, The number of x in the reported values from all users
pand g:=1—0p Probabilities in RR, i.e. reporting truthfully with probability p
To;, To;_1 Reporting truthfulness indicators of users 2¢ and 2i — 1 in JRR
P Correlation coefficient between two users in a group in JRR
Var|[-] Variance of a random variable
Covl-, ] Covariance of two random variables
C Set of colluding users with size m = |C|

xx1



Notations in Chapter 5 (OGPM).

Notation Meaning

L(y,x) A loss metric measuring the “distance” between y and =z

Err(z) Expected error (of y) w.r.t. ground truth z

Pr(a) Probability density function of y = M(x)

Pe Sampling probability w.r.t.

loesTae) Sampling interval w.r.t. x and e

[lgjgd, f;}gd) Sampling interval in the circular domain [0, 27)
Notations in Chapter 6 (TraCS).

Notation Meaning

T Sensitive trajectory, 7 = {11,...,7n}

T Perturbed trajectory, 7' == {7{,..., 7.}

S Rectangular continuous location space, S = [agta, Gend] X [Dstas bend)

Direction & direction space
Perturbed direction

Distance & distance space along ¢

() Perturbed distance along ¢

7(p) €10,1) Normalized distance over D,

Mo (p) Direction perturbation mechanism applied on direction ¢

M_(r) Distance perturbation mechanism applied on distance r
Notations in Chapter 7.

Notation Meaning

h Classifier function; h : RY — {1,..., K} is called a d-dimensional classifier

By(x) f-ball centered at x

z Perturbed version of x

p(e,0) Utility quantification for a classifier (w.r.t. € and 6)

Fa() Cumulative distribution function of LDP mechanism M

w Confidence parameter; 1 — w indicates the confidence level

T Robustness tolerance
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Chapter 1
Introduction

Local differential privacy (LDP) mechanisms protect individual users’ data privacy against untrusted
data collectors by allowing each user to locally perturb their data before sharing it [42,48, 81].
Though the data collector receives only perturbed data, they can still learn valuable statistics while
being unable to infer much about any individual user’s original data that would compromise privacy,
with privacy guarantees quantified by the privacy parameter €. Due to these provable privacy
guarantees, LDP mechanisms have been widely adopted by major technology companies, including
Apple’s operating systems [132], Google Chrome [50], and Microsoft Office [137] for collecting user
statistics on-device. Furthermore, LDP is a key privacy-enhancing component in federated learning,
a decentralized machine learning paradigm where users collaboratively train a global model without

sharing sensitive data with a central server [4,85].

Figure 1.1 illustrates the LDP system model, in which an untrusted data collector may attempt to

infer users’ true (sensitive) data. The LDP mechanism M acts as a guard at the trust boundary,

Sensitive data ~ Randomization Data analysis

[ )
- fﬂlﬁM(wl)%
%M()—'ﬁ
T, —> /\/[(1“) % l.LlJ.L

Figure 1.1: LDP system model. The dashed red line indicates the trust boundary. Each user locally perturbs
their original data z; using an LDP mechanism M before sending it to the untrusted data collector. The data

collector has access only to the perturbed data y; = M(z;), which it uses to perform statistical analysis.



Table 1.1: Comparison of typical privacy-enhancing techniques (PETS).

Threat Model ‘ Technique Privacy Guarantee Complexity Data Utility
k-anonymity [143] Syntactic Medium High
Trusted Collector } i
Central DP [47] Semantic (e-DP) Simple  e-dependent
HEP [133] Semantic (IND-CPA) Complex High
Untrusted Collector®| MPC€ [173] Semantic (Real/Ideal) Complex High
LDP [42] Semantic (e-LDP) Simple  e-dependent

# In practice, the untrusted data collector may need to be honest-but-curious (HBC) to ensure correct external
service functionality. Note that this assumption is not always required for the internal privacy guarantees.

® Homomorphic Encryption (HE) typically requires that the service functionality be expressible using operations
supported by the encryption scheme.

¢ Secure Multi-Party Computation (MPC) usually assumes a threshold of dishonest parties to guarantee privacy.

preserving privacy by injecting unreversible randomness (quantified by €) into each user’s original

data x; before it leaves their device.

Advantages over other privacy-enhancing techniques. Orthogonal to LDP, various privacy-
enhancing techniques (PETSs) have been proposed to protect user data privacy in data collection
and analysis. They are designed under different threat models and offer different senses of privacy

guarantee. Table 1.1 summarizes and compares typical PETs.

k-anonymity [143] and central DP [47] assume a trusted data collector with direct access to users’
original data, and place the responsibility for safeguarding individual privacy against external
inference attacks on the collector. Among them, (i) k-anonymity is a syntactic privacy model that
protects the linkage between users’ identities and their data by masking quasi-identifiers in the
dataset, rather than directly protecting the sensitive data themselves. Designing an effective masking
scheme is often difficult for high-dimensional data, and such syntactic models have been shown to be
vulnerable to various attacks [83,89,118]. (ii) Central DP, in contrast, provides a semantic privacy
guarantee by adding randomness to aggregated statistics before releasing them, making it difficult
to infer any individual user’s data from the published statistics. A subtle but important issue in
central DP is the definition of “neighboring datasets” (e.g. record removal vs record replacement),

which can lead to different required noise levels under the same privacy parameter  [119,125,127].

Homomorphic Encryption (HE) [133] and Secure Multi-Party Computation (MPC) [173] are
cryptographic techniques that can also protect user data privacy when the data collector is untrusted.
(i) HE enables certain function evaluations to be performed directly on encrypted data without

decryption. Its privacy guarantee relies on indistinguishability under chosen-plaintext attack (IND-



CPA), which ensures that an adversary cannot distinguish the encryptions of any two chosen
plaintexts. (ii) MPC allows multiple parties to jointly compute a function over their private inputs
without revealing those inputs to one another, typically by operating on secret shares. Its privacy
guarantee is formalized via the real/ideal simulation paradigm, which requires that an adversary’s
(e.g. a malicious party’s) view during protocol execution can be simulated using only its own input
and output, implying that the protocol leaks no additional information beyond what is inherently
revealed by the prescribed outputs. Both HE and MPC typically require sophisticated protocol

design and often rely on honest assumptions about the participating parties in practice.

Compared with these PETSs, LDP offers several advantages. It provides semantic privacy guarantees
for individual users’ data, quantified by the clean e-LDP notion, agnostic to the data collector and

has low computational complexity, making it suitable for resource-constrained devices.

Privacy—utility tradeoff in LDP. Despite these advantages, LDP mechanisms are fundamentally
constrained by a privacy—utility tradeoff: achieving stronger privacy guarantees (i.e. smaller ¢)
requires injecting more randomness into users’ data, which in turn degrades the utility of the
collected data for downstream statistical analysis. Figure 1.2 illustrates this tradeoff by showing the

worst-case expected error of M. (x) for four LDP mechanisms on

a numerical data domain x € [0, 1]. As ¢ increases, the worst-case Worst-case expected error
expected error decreases for all mechanisms, indicating improved 08 —— Laplace
data utility. However, for a fixed privacy parameter ¢, the utility ' ~7" Stairease
: : . - 0.6 —— T-Laplace
(error) achieved by different mechanisms can vary significantly. OGPM

Some mechanisms, such as OGPM, achieve lower expected error

across most € values than others, demonstrating a better privacy—

utility tradeoff. One central direction of theoretical LDP research

1 2 3 4 5 6 7 8
Privacy parameter ¢

is therefore to design mechanisms that optimize this tradeoft,
as they directly determine the building blocks of practical LDP
systems deployed in real-world applications. Beyond this, it is Figure 1.2: Privacy-utility curves.
also important to quantify the utility of complex data analysis
tasks under LDP, such as classifier performance. Such utility cannot be inferred solely from the
expected error of the underlying LDP mechanism, since many classifiers can tolerate moderate
perturbations and may degrade non-linearly as noise increases. A clear understanding of these

implications is essential for selecting and configuring LDP mechanisms in practice.

To summarize, there are two fundamental challenges in advancing current LDP research:

e Designing LDP mechanisms with optimized privacy—utility tradeoffs.

e Quantifying the utility of complex data analysis tasks under LDP.



To address these fundamental challenges, this dissertation proceeds in four steps. (i) It examines
whether correlated perturbation can improve the privacy—utility tradeoff beyond the standard
assumption of independent per-user perturbations. (ii) Since optimizing this tradeoff is the central
objective of mechanism design, it investigates optimal designs within a widely used class of LDP
mechanisms for bounded numerical data. (iii) Motivated by trajectory data—a representative form
of bounded numerical data that prior LDP studies often handle via discretization—it shows that
operating directly in continuous space avoids privacy and efficiency issues. (iv) Moving beyond
mechanism-level utility metrics toward downstream tasks, it studies how to theoretically quantify

the utility of classifiers under LDP-perturbed inputs.

Contributions of this dissertation. In summary, to advance mechanism design and utility

analysis in LDP research, this dissertation makes the following contributions:

e Chapter 4 introduces correlated perturbation into LDP mechanisms for multiple users’ data,
which generalizes existing LDP mechanisms that perturb each user’s data independently and

achieves improved privacy—utility tradeoffs.

e Chapter 5 establishes the optimality of piecewise-based mechanisms, state-of-the-art category

of LDP mechanisms for collecting bounded numerical data.

e Chapter 6 proposes two mechanisms for collecting individual trajectory data, which achieve
higher efficiency and data utility by operating in continuous space instead of previously studied

discrete space.

e Chapter 7 provides a quantification framework for theoretically analyzing data utility of classi-
fiers under LDP-perturbed inputs, making a first step towards connecting LDP mechanisms

with robustness.

Open source resources. All implementations and evaluations are available at https://github.
com/ZhengYeah/.

Dissertation structure. The remainder of this dissertation presents the necessary background
on LDP in Chapter 2, briefly overviews the research questions and key ideas underlying each
contribution in Chapter 3, followed by four chapters that each address one of the research questions
in detail. Each chapter begins by formulating the problem and outlining the key ideas, followed by
the proposed methods, discussion, and experimental evaluation. Related work for each research

question is reviewed at the end of the corresponding chapter.
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Chapter 2

Background

This chapter presents necessary background on LDP, including its formal definition, common

mechanisms, and properties used in this dissertation.

2.1 Local Differential Privacy

Local Differential Privacy (LDP) [42,81] is a formal privacy definition providing provable privacy
guarantees for data collection in scenarios where users do not trust the data collector. Such privacy
guarantees are defined in terms of the indistinguishability of outputs from a randomized algorithm

when given different inputs.

Definition 1 (¢-LDP). A randomized algorithm M : X — Y satisfies e-LDP if, for any two inputs

r1, T2 € X and any measurable output event Vg, C YV:

Vai, 29 € X, VVeub C Y, PI‘[M(QJl) S ysub] <e- Pr[M($2) € ysub]-

Intuitively, Definition 5 requires that for any two inputs x1 and s, the probability of the mechanism
M producing any output in YVs,p should be similar (thus indistinguishable) up to a multiplicative

factor of e°.

For guidance of mechanism design and cleanness of proof, Definition 5 is often equivalently stated

in terms of individual output y € ) in discrete or continuous output domains.

Definition 2 (Equivalent definitions of e-LDP). A randomized algorithm M : X — Y with discrete



output domain Y satisfies e-LDP if, *

PriM(z1) = y]
Ve, z0 € X, Vy €)Y, —————= <e.
T EWEY M) =y =
Stmilarly, a randomized algorithm M : X — Y with continuous output domain Y satisfies e-LDP if,
pdf[M(z1) = y]
Ve, 20 € X,Vy €Y, < €.
pdf[M(z2) = y]

Proposition 1. Definition 5 is equivalent to the discrete-domain and continuous-domain definitions

in Definition 2.

Proof. (Sketch) Enumerate over all possible output events Vs, (discrete case) or integrate over all

possible output events Vs, (continuous case). Refer to Appendix A.1.1 for full proof. O

Under Definition 2, we refer to M as a discrete-domain LDP mechanism when its input domain
X is discrete, and as a continuous-domain LDP mechanism when X is continuous. Unless stated
otherwise, we use discrete-domain mechanisms for exposition and proofs; the corresponding results

typically extend to the continuous case by replacing probabilities with probability density functions.

Interpretations of LDP. The privacy guarantee of e-LDP can be interpreted in multiple ways. (i)
In the definition view, the output distribution is somewhat independent of the true input. (ii) In
a Bayesian-adversarial view, an adversary observing output y and trying to distinguish between
two possible inputs z; and xg, has limited likelihood of success, i.e. Prly|z;]/ Pr[y|za] < e®. (iii) In
an information-theoretic view, the mutual information between the input and output is bounded
by O(e) [32]. All these interpretations point to the same conclusion: the output reveals limited
information about the input, despite the mechanism and the privacy parameter € being known to

the adversary.

Choice of . The privacy parameter £ controls the strength of the privacy guarantee provided
by an LDP mechanism. A smaller value of ¢ indicates a stronger privacy guarantee, i.e. smaller
distinguishability between outputs corresponding to different inputs. Conversely, a larger value of
¢ indicates a weaker privacy guarantee, but preserves more information about the original data.

Generally, we consider € > 0:f

e When ¢ = 0, it means Pr[M(z;) = y] = Pr[M(z2) = y] for any inputs z1, 2 and output y,
which implies that the mechanism’s output distribution is identical for all possible inputs,

providing perfect privacy.

*This formula adopts conventions 0/0 := 0 and ¢/0 := oo for any ¢ > 0.
fe < 0 makes the definition trivial; see Appendix A.2.1.
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Figure 2.1: The RR mechanism (left) on binary inputs « € {0,1} when ¢ = 1 and the Laplace mechanism
(right) on real-valued inputs = € [0, 1] when € = 1. Note that the Laplace mechanism’s output domain is
continuous and larger than the input domain. In practice, its outputs are often post-processed (e.g. truncation

or discretization) to fit the application needs while preserving LDP guarantees, as discussed in Theorem 1.

e When ¢ — oo, it allows Pr[M(z1) = y| or Pr[M(z2) = y| approaches to zero or one, which

means the mechanism can reveal the input deterministically without any privacy protection.

Note that although e provides a unified measure of privacy across different LDP mechanisms
and data domains, the effective privacy guarantee may vary depending on the domain size. For
example, ¢ = 1 leaks noticeable information when the input domain size is 2, while it provides
strong uncertainty when the input domain size is 102.% In literature and practice, ¢ is often chosen

between 0.01 and 10, but the exact value depends on the specific application.

Typical LDP mechanisms. The most classical discrete-domain LDP mechanism is the Randomized
Response (RR) mechanism [159] for Yes/No questions. Given a binary input « € {0, 1}, RR outputs
the true value x with probability p = /(e + 1), and outputs the flipped value 1 —z with probability
1—p=1/(ef +1). RR satisfies e-LDP because

PrMggr(z1) =

I ]
PrMggr(z2)

y
Yl

The most classical continuous-domain LDP mechanism is the Laplace mechanism [47]. It can be

= e°.

Vrq, 29 € {0,1},Vy € {0,1},

66
<
-1

applied to real-valued inputs x € [0, 1]§ by adding Laplace noise with scale 1/e, i.e. outputting
x +n, where n ~ Lap(0,1/¢). The Laplace mechanism satisfies e-LDP because

pdf [MLap (1'1)
pdf[Mpap(x2)

V1, zo € [0,1],Vy € R,

y] < 6E|x1—x2| < et
)

#This is because LDP enforce pairwise indistinguishability, but does not accumulate uncertainty across many
alternatives. From the information-theoretic view, the privacy guarantee is domain-dependent, and a more precise
bound is Z(z; M(z)) < min{log |X|, O(e)}. See Appendix A.2.2 for details.

¥The Laplace mechanism can also be applied to discrete domain = € {0, 1} by treating it as a continuous domain,

and then post-processing the output to discrete values.



2.2 Properties of LDP Mechanisms

LDP mechanism as a privacy primitive has several important properties that facilitate complex

mechanism design and privacy analysis.

Theorem 1 (Post-processing). If a randomized algorithm M : X — Y satisfies e-LDP, then for any
(possibly randomized) function f:Y — V', the composed algorithm fo M : X — Y also satisfies
e-LDP.

Proof. (Sketch) If f is deterministic, the proof is straightforward by substituting the output 3’ € )
with its pre-image f~!(y') in Definition 5. If f is randomized, we can condition on f(y) and
substitute y term by term to reach the at-least e-LDP guarantee. Refer to Appendix A.1.2 for full
proof. O

The intuition behind Theorem 1 is that post-processing f can only discard or remap information in
y = M(z);Y it can’t create new dependence on z. So distinguishability between z1 and 5 can’t
increase. Via Theorem 1, an LDP mechanism’s output can be freely transformed, truncated, or

discretized to fit application needs without sacrificing its privacy guarantee.

Theorem 2 (Sequential (adaptive) composition). Let M1, Ma, ..., My, be randomized mechanisms

applied sequentially to an input x € X.

° Ml(ﬂf) 18 81—LDP.

e For each i > 2, M;(x,y1,...,yi—1) may depend on all previous outputs, and for every fized
history (y1,...,vi—1), the mechanism M;(z,y1,...,yi—1) is €;-LDP.

Define the composed mechanism
M(CL’) = (ylay27"'7yk‘)a yi:Mi('raYb"wYti*l)a

Then M satisfies (€1 + €2 + -+ - + e)-LDP.

Proof. (Sketch) Use the law of total probability to expand the joint output probability, then apply
the LDP inequalities for each mechanism M; one by one. Refer to Appendix A.1.3 for full proof. [

Y0n the other hand, if f uses information about z directly, it is not a post-processing, and may violate LDP.



The intuition behind Theorem 2 is that each mechanism M; contributes ¢; distinguishability between
any two inputs, and the total distinguishability accumulates additively. Via Theorem 2, multiple
one-dimensional LDP mechanisms can be composed to build high-dimensional mechanisms for
complex data structures, particularly when each mechanism accesses different dimensions or aspects
of the data.

Example 1. (Build a 2D LDP mechanism from 1D mechanisms) Consider a 2D input x =
(x(l),x(Q)) € X) x Xy, and two 1D LDP mechanisms My : X1 — Y1 and My : Xo — Yo, where
My is e1-LDP and My is eo-LDP. Here is a special case that My and Ms are independent of
each other, i.e. output y1 of M1(z(M)) does not affect the operation of Ma(x?), thus Theorem 2
applicable. We can design a 2D LDP mechanism M : X3 X Xo — V1 X Vs as

M(z) = (M1(x(1)),/\/l2(x(2))) .

By Theorem 2, M satisfies (1 + e2)-LDP.



Chapter 3

Research Questions and Technical

Overview

This chapter overviews the research questions and key technical ideas underlying each contribution

of this dissertation.

3.1 Correlated Perturbation for LDP

The most classical and widely used application of LDP is frequency estimation, where the data
collector aims to estimate the number (or proportion) of users possessing a certain attribute or data
value. Randomized Response (RR) [159] is the first known and most classical LDP protocol for
frequency estimation on binary data (e.g. yes/no questions). In RR, each user perturbs their true
binary data independently by flipping it with a probability determined by the privacy parameter €.
Due to its simplicity and effectiveness, RR has been widely adopted as a building block in many
LDP mechanisms for diverse data types and analysis tasks [12,29,154,155]. A common feature
of these RR-based mechanisms, and of LDP mechanisms more broadly, is that each user’s data is
perturbed independently, resulting in a large amount of total randomness. This raises a natural
research question: Can the data utility of RR be improved by introducing correlations among the

perturbations performed by different users?

Chapter 4 investigates correlated perturbations for frequency estimation to improve data util-
ity without weakening LDP guarantees. The key insight is that the total randomness injected

into users’ data can be reduced by partitioning data users into disjoint groups and introducing
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carefully designed correlations into each group’s random ® :L‘ M ( )
perturbations, as illustrated in Figure 3.1. A novel Joint ’ i]\ !

Randomized Response (JRR) mechanism is proposed based Correlation

\,

on this idea. With appropriately chosen parameters, JRR
Pprop Yy p s Mg( ) N

achieves substantially higher data utility in the vast majority
of cases, while providing the same level of LDP protection Figure 3.1: Correlated perturbation.

as classical RR.

Specifically, Chapter 4 makes the following contributions:

o Correlated perturbation. It makes the first attempt in the LDP literature to introduce correlated

perturbations into LDP mechanisms, thereby improving the data utility of frequency estimation.

e The JRR mechanism. It proposes a general JRR mechanism that provides the same level
of LDP protection as classical RR, while substantially improving data utility in most cases,

particularly when the number of data users is large.

e Deployable instantiations. It presents a deployable instantiation of JRR that leverages MPC

protocols to conceal group membership and enable secure correlated perturbations.

3.2 Optimal Piecewise-based Mechanism

Moving beyond last section’s binary data, this section focuses on numerical data. Numerical data
with bounded domains is a fundamental data type in personal devices and sensor networks. These
bounded domains can be categorized into two types: linear ranges, such as sensor readings in [0, 1),
referred to as the classical domain;* and cyclic ranges, such as angular measurements in [0, 27),
referred to as the circular domain. The Laplace mechanism [47] is the most classical LDP mechanism
for numerical data privacy: it adds random noise drawn from a Laplace distribution determined by
¢ to the sensitive data. However, the unbounded support (i.e. the entire real line) of the Laplace

noise makes it unsuitable for bounded domains.

State-of-the-art LDP mechanisms for numerical data on bounded domains are piecewise-based
mechanisms [95,101,150]. These mechanisms randomize sensitive data to values drawn from
carefully designed piecewise probability distributions. Existing instantiations use different pieces

and probabilities, but are all designed for classical (linear) domains. Their applicability to other

*To ease interval operations (e.g. union and intersection), this dissertation uses left-closed right-open intervals, e.g.

[0,1) instead of [0,1]. They are equivalent to closed intervals in implementation and practical applications.
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Figure 3.2: Tllustration of piecewise distributions. The output y = M.(0.5) is drawn from a piecewise
distribution, which ensures e-LDP. Existing piecewise-based mechanisms [95,101,150] are special cases of
3-piece distributions (left). In contrast, a general piecewise distribution can have an arbitrary number of

pieces and locations (right), which has potential to improve data utility as existing evidence [60,148] suggests.

bounded domains, such as the circular domains of angular sensors that frequently arise in personal

devices, remains unexplored.

The optimality of piecewise-based mechanisms remains an open problem. Existing instantiations
can be viewed as heuristic forms of the 3-piece mechanism (TPM). As a special case with exactly 3
pieces and pre-defined functional forms, TPM is too restrictive to fully characterize the optimality
of piecewise-based mechanisms. Evidence from the staircase Laplace mechanism [60] for unbounded
numerical data shows that the asymptotically optimal mechanism has a staircase (multi-piece)
structure. For categorical data, the Staircase Randomized Response mechanism (SRR) [148] improves
data utility in location collection compared to classical RR. These and other results suggest that
increasing the diversity of probabilities over the data domain, i.e. using more pieces, can improve
data utility. Motivated by this, a fundamental question for piecewise-based mechanisms is: What
s the optimal instantiation of a piecewise-based mechanism? In designing such mechanisms, the
number of pieces, as well as their probabilities and sizes, can be arbitrary. Finding the optimal
instantiation within this large design space is challenging, as it requires jointly optimizing the

number of pieces and the associated probabilities and sizes.

Chapter 5 studies the optimality of piecewise-based mechanisms in their most general form. It
extends TPM to a generalized piecewise-based mechanism (GPM) with m pieces, where each piece
has no predefined functional form. Within this GPM framework, it formulates an optimization
problem that minimizes the distance between the sensitive and randomized data. By combining
numerical solutions of this optimization problem with analytical proofs, it derives a closed-form
characterization of the optimal GPM for classical domains. For circular domains, where the distance
metric is periodic (e.g. the distance between 0 and 27 is zero), it explicitly incorporates this property
into the mechanism design and reduce the search for the optimal mechanism to related problems on

classical domains.

12



Specifically, Chapter 5 makes the following contributions:

e Solving framework. It is the first work to study the closed-form optimal piecewise-based
mechanism in its most general form. A framework is proposed that combines analytical proofs
with off-the-shelf optimization solvers to derive the closed-form optimal mechanism, providing
a practical foundation for achieving optimal data utility under LDP for bounded numerical
data.

e Closed-form instantiations. It derives closed-form optimal mechanisms for both the classical
and circular domains. These mechanisms can be directly used as building blocks in applications

such as sensor networks and federated learning.

3.3 Trajectory Collection in Continuous Space under LDP

A representative form of bounded numerical data in last section is trajectory data. Trajectory
data from users—sequences of locations that describe movement over time—are a fundamental
resource for activity analysis and location-based services, such as activity classification and routine
detection. Existing LDP methods for trajectory collection are primarily designed for discrete spaces.
They rely on discrete-domain mechanisms, such as the Exponential mechanism [110], to perturb
trajectory data. Because discrete LDP mechanisms are explicitly defined with respect to the size of
the location space, these methods either partition the continuous space into grids [148] or assume

that the location space is a finite set of labeled locations (points of interest) [34,181].

Limitations of discrete-domain mechanisms. (i) Their privacy guarantees are inherently tied
to the discrete set. For example, a space with 10 locations offers weaker effective privacy than one
with 100 locations: even a trivial inference strategy that always outputs a fixed location succeeds
with probability at least 1/10 in the former, regardless of the privacy parameter e.! (ii) Their efficacy
and efficiency are often limited by the domain size. As the number of candidate locations grows, the
probability of a mechanism outputting the true location diminishes. Furthermore, the widely used
Exponential mechanism incurs linear sampling complexity in the domain size, making the generation
of each perturbed location computationally expensive.t (iii) Discrete methods are not directly
applicable to inherently continuous location spaces, such as those arising from flying and sailing
trajectories or sensor data from wearable devices. Although one can discretize a continuous space

before applying discrete methods, this inherits the aforementioned limitations. Moreover, choosing

fAppendix D.2.1 provides details on the space-dependence of indistinguishability.
fAppendix D.2.2 details the Exponential mechanism’s efficiency and data utility (efficacy) limitations.
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a suitable discretization granularity that balances privacy, utility, and efficiency is non-trivial.}

Chapter 6 addresses these limitations by shifting the focus from discrete to continuous spaces for
trajectory collection under LDP. A continuous space represents locations as real-valued points, such
as GPS coordinates in [—180, 180] x [—90, 90], and thus contains infinitely many candidate locations.
Collecting trajectory data directly in continuous spaces is natural for many applications and offers
three key advantages. (i) The privacy guarantee does not depend on the cardinality of a discretized
location set (ii) The sampling mechanism operates directly on the continuous space, so its efficacy
and efficiency are not constrained by the space size. (iii) Perturbed locations can be post-processed
(e.g. rounded) to any discrete space embedded within the continuous space, making the approach

applicable to both continuous and discrete settings.

This chapter proposes two LDP methods for trajectory collection in continuous spaces. The main
insight is to decompose the 2D continuous space into 1D subspaces and design mechanisms for
each subspace. These two mechanisms are built on existing utility-optimized piecewise-based
mechanisms [184] for 1D bounded numerical domains.Y Based on two different decompositions of
the continuous space, we obtain two methods: TraCS-D and TraCS-C.

Specifically, Chapter 6 makes the following contributions:

e This is the first work to develop trajectory collection methods for continuous spaces under
pure LDP. It highlights the benefits of operating directly in continuous spaces (rather than
discretizing) and proposes TraCS-D and TraCS-C accordingly. The key insight is to decompose
the 2D continuous space into two 1D subspaces and to build 2D trajectory perturbation
mechanisms from existing utility-optimized 1D piecewise-based mechanisms, leveraging the

direction and coordinate information in continuous trajectories.

e TraCS also applies to discrete spaces. Compared with existing approaches for discrete spaces,

TraCS has substantially lower computational complexity for generating perturbed locations.

$Appendix D.2.3 further discusses the challenges of adapting discrete mechanisms to continuous spaces.
YAnother category of LDP mechanisms for bounded numerical domains is truncated mechanisms (e.g. the truncated

Laplace mechanism [73,97]). While such mechanisms can be incorporated into TraCS, they are more complex and
typically less effective than piecewise-based mechanisms. Section 6.2.5 provides details, and Section 6.3 includes

experimental comparisons.
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3.4 Quantification of Classifier Utility under LDP

The above sections focus on designing LDP mechanisms that optimize data utility at the mechanism
level. Moving beyond mechanism-level utility metrics toward downstream tasks, this section studies
how to quantify the utility of classifiers under LDP. Classifiers map input data to class labels
and underpin a wide range of industrial applications, including predictive modeling, data analysis,
and image recognition [75,87,99]. When deployed as services, classifiers require users to submit
input data that often contain sensitive information, such as medical records or financial attributes,
thereby raising serious privacy concerns. While users seek to benefit from classification services, they
may be unwilling to disclose their sensitive data. A common mitigation strategy is user-side data
perturbation, such as adding noise to numerical data or applying blurring and other obfuscation
techniques to images before sending them to the classifier. Data perturbation remains a lightweight
and intuitive solution for privacy-preserving classification [24,179,186]. Among these approaches,
LDP mechanisms provide users with provable privacy guarantees. However, such perturbations
inevitably degrade the utility of the classifier, leading to a fundamental research question: How can

we quantify the utility of classifiers when their inputs are perturbed by LDP mechanisms?

Utility of classifiers under LDP. For simple queries such as summation, utility can be quantified
analytically via the mean squared error (MSE) of LDP mechanisms [150,153]. For classification tasks,
however, utility is typically measured by classification accuracy, which cannot be written analytically
in terms of MSE. A straightforward way to evaluate classifier utility under an LDP mechanism
with a given privacy parameter € is to repeatedly perturb the data and measure the proportion
of correctly classified instances, as illustrated in Figure 3.3. Although practical, this empirical
approach has significant limitations: it applies only to specific choices of € and particular perturbed
datasets; changing e requires time-consuming re-evaluation, and different random perturbations
lead to different results. Moreover, it does not reveal how utility depends on the privacy parameter,
making it unsuitable for systematic comparison of LDP mechanisms. In contrast, an analytical utility
quantification framework—analogous to MSE for summation queries—would provide principled

guidance for the design of classifiers under LDP, but such a framework is currently lacking.

Quantifying the relationship between privacy and classifier utility presents significant analytical
challenges. These challenges stem from two aspects: (i) LDP mechanisms inherently introduce
perturbations across the entire data domain, potentially causing zero utility for classifiers. (ii)
Classifiers are often complex or even black-box functions, making it difficult to analyze their behavior

under perturbations.

Chapter 7 develops a framework to theoretically quantify classifier utility under LDP mechanisms.

This framework addresses the above challenges via two key insights: (i) LDP mechanisms generate
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Figure 3.3: From empirical to theoretical utility analysis. Chapter 7 analytically quantifies classifier utility
under LDP mechanisms by linking the concentration analysis of LDP mechanisms with the robustness analysis

of classifiers.

perturbed data that, with high probability, concentrates within a bounded region around the original
data, making extreme perturbations rare. (ii) Within this concentration region, utility analysis of
a classifier can be reformulated as a robustness analysis problem. Here, robustness characterizes
how reliably a classifier preserves its predictions under input perturbations. Established robustness
analysis techniques can determine the maximum permissible perturbation that leaves the classifier’s
output unchanged, thereby preserving utility. By combining the concentration analysis of LDP
mechanisms with the robustness analysis of classifiers, a theoretical characterization of data utility
can be obtained as a function of the privacy parameter e, formalized as: Given classifier h, LDP
mechanism Mg, and raw data x, with probability at least p(e, 8), h preserves its correct classification
result under Mq(x).

Applications. The proposed utility quantification framework has direct applications in privacy-
preserving classification systems: (i) It enables a comparative analysis of different LDP mechanisms
for a given classifier by evaluating their probability guarantees p(e,0). An LDP mechanism that
provides a higher p(e, §) ensures better utility at the same privacy parameter. (ii) The framework
facilitates the selection of an appropriate privacy parameter € to meet specific utility requirements.
For example, given a utility threshold p*, the framework identifies the ¢ that satisfies p(e, 6) > p*,

achieving a precise privacy—utility balance when using the classifier.

Specifically, Chapter 7 makes the following contributions:
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o Quantification framework. It introduces the first analytical framework for quantifying classifier
utility under LDP-perturbed inputs by linking the concentration analysis of LDP mechanisms

with the robustness analysis of classifiers, enabling principled utility evaluation.

e Refinement techniques. It develops two refinement techniques that enhance utility quantifi-
cation. The first extends robustness from a scalar “robustness radius” to an axis-aligned
“robustness hyperrectangle”, enabling tighter robustness analysis. The second adapts the PAC

privacy notion by introducing a new privacy indicator and an extended Gaussian mechanism

that is applicable to any .
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Chapter 4

Correlated Perturbation for LDP

4.1 Preliminaries

This section formulates the problem of frequency estimation for binary data under LDP, then reviews
the classical randomized response (RR) mechanism, which serves as the basis for the proposed joint

randomized response (JRR) mechanism.

4.1.1 Problem Formulation

Consider a system comprising a data collector and a set of users {uy,ug,- - ,u,}. Each user holds
a binary value z; € X = {0,1}. For each x € X, the data collector aims to estimate the count
ng of users whose value equals € {0,1}. To protect privacy, users do not submit x; directly.
Instead, each user u; applies an e-LDP mechanism M to produce a perturbed report y; = M(z;)
and sends y; to the data collector. The objective is to design an LDP frequency-estimation scheme
that improves the estimation accuracy of n, while maintaining the per-user e-LDP guarantee as the

classical RR mechanism.

4.1.2 Review of Randomized Response

Randomized Response (RR) [159] was originally proposed to provide plausible deniability for
respondents answering a sensitive binary question in surveys. Under RR, each user reports the
true value with probability p, and reports the opposite value with probability ¢ = 1 — p. The RR
mechanism satisfies e-LDP when p < e®/(1 + €°).
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Assume there are n users in total, let n, denote the number of users whose true value equals x for
each x € X, I, be the number of perturbed reports equal to x received by the data collector. An
unbiased estimator of n, is
~ Iac —ng
Tz = )
p—q
which is standard in RR-based frequency estimation [153,159].

Data utility is commonly measured by the variance of the unbiased estimator n,, given by

.. Var[l,]  npg
Varlial = 0= 2 = G- g

Smaller variance corresponds to higher estimation accuracy (and thus higher utility).

4.2 Impact of Correlated Perturbation

This section discusses how introducing correlation among different users’ perturbations can affect

both data privacy and data utility, using illustrative examples.

In traditional LDP protocols, each user perturbs their data independently. As a result, the relevant
aggregate statistic (e.g. the count of reported 1’s) can be written as a sum of individual perturbed

values, and the variance of the corresponding estimator is simply the sum of the individual variances.

By contrast, when multiple users jointly perturb their data, the variance of the estimator also
depends on the covariance between their perturbed outputs. By carefully designing the joint
perturbation to induce negative covariance, it is possible to reduce the estimator variance and thus

improve data utility. Two examples are presented below to illustrate this idea.

Example 2. (Independent Randomized Response) Suppose there are two users, uj and ug, with
values x1 = 1 and xo = 1, respectively. FEach user independently perturbs their value using RR
with parameter p = 0.8 (thus ¢ =1—p=0.2). Let T; be the indicator of whether user u; reports
truthfully, i.e. T; = 1 if y; = xj and T; = 0 otherwise. Then

T 1, with probability p = 0.8,
j prm—
0, with probability ¢ = 0.2.

Estimation 7n1: Let I; be the number of perturbed reports equal to 1 received by the data collector.

An unbiased estimator of n is
. Il—2q . 11—0.4

p—q 0.6

ny
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Data privacy: Since p/q = 0.8/0.2 = 4, the RR mechanism in this example satisfies (In4)-LDP.

Data utility: The variance of 7 is

npg  2-08-0.2 0.32
(p—q)2 0.6  0.36

Var[n;] = ~ 0.89.

Example 3. (Joint Randomized Response) Consider the same two users as in Example 2, i.e. u;
and ug with values x1 = 1 and x2 = 1, respectively. Let T} be a binary indicator of whether user u;
reports truthfully, i.e. Tj =1 if y; = x; and T; = 0 otherwise. The two users jointly perturb their

data according to the joint distribution in Table 4.1.

Table 4.1: Joint reporting probability in Example 3.

Th=1 T1=0

T, =1 0.60 0.2
T =0 0.2 0

Estimation 711: From Table 4.1, it follows that Pr[T; = 1] = 0.8 and Pr[T; = 0] = 0.2 for both
j € {1,2}. To derive an unbiased estimator of n;, compute the expectation of I := y; + ya, i.e. the

number of perturbed reports equal to 1 received by the data collector:

2

2 2
E[L]=E|> yj| =) Ely] =) Prly; =1]
j=1 j=1 Jj=1

=ny-Pr[T; =1]+(2—ny) - Pr[T; = 0] = 0.8n1 +0.2(2 — ny)
= 0.4+ 0.6n1.

Therefore, an unbiased estimator of ny is n; = (I — 0.4)/0.6, which is identical to the estimator in

Example 2.

Data privacy: If privacy is evaluated solely from each user’s marginal reporting distribution, the
mechanism matches RR with p = 0.8 and ¢ = 0.2, and thus satisfies (In4)-LDP under the standard
single-user view. However, correlation between users in the same group can lead to additional

leakage in the presence of collusion. A detailed analysis is provided later in Section 4.3.2.

Data utility: The variance of the unbiased estimator is

Var[n;] = Var(l]

2 2
036 55 Var[y; + y2] = ;(Var[yﬂ + Var[ys] + 2C0V[y1,yg]),

where Cov[y1, y2] denotes the covariance between y; and ys.
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(i) The terms Var[y;] and Var[ys] are equal due to identical marginals. Since z1 = z9 = 1, we have
Ely;] = Prly; = 1] = Pr[T; =1} = 0.8 and E[y?] = Pr[y; = 1] = 0.8. Hence,

Var(y;] + Var[yz] = 2Var[y1] = 2(E[y?] — E*[y1]) = 2(0.8 — 0.8%) = 0.32.

(ii) To compute Covlyi, y2|, note that when x; = x5 =1, y1yo = 1 iff (T1,T2) = (1,1), and y1y2 =0

otherwise. Therefore,

E[ylyg] =1- Pr[T1 =11, = 1] +0- PI‘[Tl =0,15 = 0] = 0.60,
and

Covly1,y2] = Ely1ye] — E[y1]E[y2] = 0.60 — 0.8 - 0.8 = —0.04.
Combining (i) and (ii) gives

1 0.24
Var(f] = @(0.32 +2(—0.04)) = 036 ~ 067,

which is smaller than the variance 0.89 obtained in Example 2.

From the two examples above, we observe that data utility can be improved by introducing negative
correlation between y; and yo through joint perturbation of two users. The next section provides a
theoretical analysis that generalizes these examples to arbitrary n and user inputs z;. We will also

address the following design questions for joint perturbation mechanisms:

e How can the joint perturbation mechanism in Example 3 be generalized? (Section 4.3.1)

e Can the joint perturbation mechanism provide the same level of data privacy as RR? If so,
under what conditions? (Section 4.3.2) How should the data utility of such a mechanism be

quantified, and when can it outperform RR? (Section 4.3.3)

e How can a joint perturbation mechanism be instantiated in a deployable and secure manner?
(Section 4.4)

4.3 Joint Randomized Response

This section formalizes the general JRR mechanism and summarizes its key properties, then analyzes
its privacy and utility, discuss how to choose parameters to maximize utility under a target privacy

level, and finally presents a deployable instantiation.
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Table 4.2: Joint reporting probability in JRR. T5; 1 and Tb; denote the truthfulness indicators for users
ug;—1 and wg;, respectively. Parameters satisfy 0.5 < p<1,¢g=1—p,and 1 —1/p < p <1 to ensure all
probabilities are valid.

Ty 1 =1 Tp_1=0

Toi=1 p*+ppg  (1—p)pg

Toni=0 (1—ppa ¢+ ppq

4.3.1 General JRR Mechanism

Consider n users {uq,...,u,}, where each user holds a binary value. The users are partitioned
uniformly at random into n/2 disjoint groups of size two, denoted by Gy, ...,G, s2." Without loss
of generality, assume each group G; consists of users ug;—1 and wug; for all 1 <14 < n/2. Within each

group Gj, the two users jointly perturb their values according to the joint distribution in Table 4.2.

Properties of JRR

The general JRR mechanism has several key properties, summarized below.

Marginal probabilities (p and q). In each group G; = {ug;_1, u2;}, the marginal distribution of
each truthfulness indicator matches RR with parameter p (and ¢ = 1 — p). Specifically,

Pr[TQi_l = 1] = Pr[TQZ‘_l = 1,T2i = 1] + Pr[TQZ‘_l = 1,T2i = O]

= (P> + ppg) + (1 = p)pq = p,
PI‘[Tzi_l = 0] =1- Pr[TQi_l = 1] =4q,

and symmetrically Pr[Ty; = 1] = p and Pr[Ty; = 0] = ¢. Hence, each user reports truthfully with
probability p (and untruthfully with probability ¢).

Correlation coefficient (p). The parameter p is the correlation coefficient between Th;_1 and Tb;,

i.e.
Cov|To;_1,T5;
COH[T%_I,T%] — OV[ 2i—1 22] =,
OToi_190Ty;

*Random grouping is both more general and more practical in real-world deployments. In the LDP model,
users typically do not trust a central server, and thus may form groups themselves (e.g. via a secure peer-to-peer
protocol), which approximates a uniform random grouping. JRR can also be applied under a fixed (non-random)
grouping, in which case the analysis becomes simpler. For completeness, Section 4.4 discusses secure and deployable

random-grouping methods in the presence of malicious users and untrusted servers.
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where Cov]-, -] denotes covariance and o. denotes standard deviation. A proof is given in Ap-
pendix B.1.1.

RR as a special case of JRR. When p = 0, T5;_; and T5; become independent Bernoulli(p)
variables. In this case, JRR reduces to independently applying RR to each user.

Same frequency estimator (7). JRR uses the same unbiased frequency estimator as RR. Let

I, be the number of received reports equal to x € {0,1}. Then the data collector estimates

~

T

I, —ngq
pP—q
Appendix B.1.2 shows that this estimator remains unbiased under JRR.

4.3.2 Data Privacy Analysis

Because the two users in a group perturb their data jointly, one user’s report distribution depends
on the other’s truthfulness indicator. Consequently, if a user colludes with the data collector, then
knowing that user’s raw data and truthfulness indicator may increase the collector’s confidence
about the partner user’s report, thereby weakening privacy compared to independent RR. On the
other hand, the random grouping ensures that each user is paired uniformly at random, so a target

(non-colluding) user’s partner is colluding only with limited probability.

Adversary model. We consider honest-but-curious adversaries, consisting of the data collector
together with a subset of colluding users, who follow the JRR protocol but attempt to infer as
much as possible about non-colluding users’ raw data. The adversary observes all perturbed reports
and any protocol messages exchanged among users, and additionally knows the raw data and
truthfulness indicators of all colluding users. For the random-grouping, we assume that whenever
a group contains a colluding user, the adversary also learns the identity of the other user in that

group.|

Let C denote the set of users colluding with the collector. In addition to the perturbed reports
Yi,.-.,Yn, the adversary learns the collection of truthfulness indicators of colluding users, 7. :=
{T; : j € C}. Under this adversary model, the following theorem gives a (worst-case) lower bound

on the privacy level provided by JRR.

Theorem 3. Assume that n users are divided into n/2 groups uniformly at random, and the

adversary knows T, for a subset of colluding users C. Then for any user u;, the JRR mechanism M

TThis can happen when joint perturbation is implemented via user-to-user communication, in which case commu-

nication metadata may reveal identities.
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satisfies

PriM(z:) = yi | Te] _ o

PriM(a}) = wi | Te] —
for any pair of inputs z;, x; € {0,1} and any output y; € {0,1}, where

MPmax + (TL -—m— 1)p
MPmin + (1 —m —1)q’

e=1In

with m == |C|, pmax = max{(1 — p)p,p + pq}, and puin = min{(1 — p)q,q + pp}.

Proof. (Sketch) The key step is to bound Pr[M(z;) = y; | 7c] by identifying its maximum and
minimum values given the adversary’s side information. Fix a user u; and let u; be its (randomly
chosen) partner. (i) If u; is non-colluding, then conditioning on 7. does not affect the distribution
of y; (beyond the marginal RR behavior). (ii) If u; € C, which happens with probability m/(n — 1)
under uniform random grouping, then Pr[M(z;) = y; | 7¢] depends on the realized value of T; and
can be computed from the joint table in Table 4.2. Combining these two cases yields an upper
bound on the conditional probability ratio, giving the stated €. See Appendix B.1.3 for the full
proof. O

Privacy result in Theorem 3 involves ppax and ppyin, which are determined by p given p and ¢. It is

straightforward to verify that

o if p <0, then ppax = (1 - ,0)]9 and pmin = q + pp;

e if p >0, then ppax = p + pg and puin = (1 — p)q.

Substituting these into (3) yields

n—1
-1 if p <0
v +n—1—(n—1—mp)p ne=v
B n—1
B DR e it p>0.
(n—1-—mp)q

Effect of p. For fixed n, p, and m, the quantity e depends on p only through the term (n—1—mp)
in the denominator. In particular, when m > 0, strengthening the correlation, i.e. making p more
negative when p < 0, or larger when p > 0, reduces (n — 1 — mp) and thus increases e, which

corresponds to a weaker privacy guarantee.

Effect of m. For fixed n, p, and p # 0, a larger number of colluding users m decreases (n — 1 —mp)
in the denominator (in both cases p < 0 and p > 0), thereby increasing e® (and thus ). Intuitively,

more collusion amplifies the extra leakage introduced by correlation. If p = 0, then m has no effect.
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Comparison with RR. When p = 0, JRR degenerates to independent RR. In this case, e = p/q,

which matches the privacy guarantee of standard RR and is independent of m.

4.3.3 Data Utility Analysis

Example 3 shows that JRR can achieve higher data utility than RR. This subsection provides a

general variance analysis for JRR’s unbiased frequency estimator 7.

Theorem 4. Assume that n users are divided into n/2 groups uniformly at random. The variance
of JRR’s frequency estimator ny is
pq

Var[n,] = m . (n +

p((2ny —n)? —n)> ’

n—1

where ny denotes the number of users whose raw data equals 1 (and ng =n —ny).

Proof. (Sketch) The total variance can be reduced to the sum of the contributions from the n/2
random groups. Let g1 1 be the (random) number of (1, 1)-groups, i.e. groups in which both users
have raw data 1. Since g; 1 determines how many groups induce covariance, we can apply the law
of total variance and compute the conditional variance over the three group types given gq 1. This

yields the stated expression. See Appendix B.1.4 for the full proof. O

The expression in Theorem 4 can be decomposed into two terms:

2
. pqn pgp ((2n1 —n)® —n)
Var[n,] = 5 T 3 T
(p—q) (p—q)*(n—1)
—_———
RR baseline correlated perturbation

where the first term equals the variance under independent RR, and the second term captures the

effect of correlation.

Treating RR as the baseline, both p and n; determine the sign and magnitude of the correlated-

perturbation term (assuming p > 0 and n > 1). In particular, the factor (2n; — n)? — n satisfies

m 11 11
>0 if Lelo,2- ——|ul=4-—1
o ° =7 R [’2 2\/5} [2+2\/ﬁ’]’
ny—n)  —n

1
<0 ifme[
n

1 1 n 1
2 2yn’2 2yn|’
In typical data-collection settings, n is large, so the region where (2n; — n)
For example, when n = 104, this region has length 1/\/n = 0.01 = 1%.

2 _n <0 is quite small.
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Effect of p. For most values of n; (i.e. when (2n; —n)? —n > 0), negative correlation p < 0

reduces the variance relative to RR, and a smaller p yields a smaller variance. Specifically,

p  for most values of nq,
Var[ng| o
—p when ny/n is close to 1/2.
Recall that the smallest feasible value of p is p > 1 — 1/p; hence p =1 — 1/p minimizes the variance

for most ny. Conversely, when n;/n is close to 1/2, the variance is minimized at p = 1.

Effect of ny/n. When p < 0, the correlated-perturbation term scales with (2n1 —n)?, and thus
depends quadratically on nq:

2 . nl 1 1
wot2elog-gal

2 2

Var[n,] o« " . ) vn
-+ —1].
2t 2y/n’ ]

In this regime, the variance is smaller when n, is close to 0 or close to n. Since the intermediate

o N1
—n? 1f€[
n

interval has length 1/4/n, this behavior holds for nearly all n; when n is sufficiently large.

Comparison with RR. When p = 0, JRR reduces to independent RR and Theorem 4 matches
the classical RR variance. Moreover, JRR can achieve strictly smaller variance; although this
improvement depends on the unknown ni, choosing p < 0 heuristically improves utility for nearly

all values of n;y.

4.3.4 Choosing p and p for JRR

This subsection discusses how to choose the reporting probability p and the correlation parameter p

for JRR under a target privacy level e.

Optimization Problem Formulation

Suppose we want JRR to provide the same e-LDP level as an RR scheme. We therefore need to

select p and p such that the privacy bound in Theorem 3 is at most e.

Using the privacy and utility results above, we can formalize the parameter selection as the following

26



* Var(p, p)

RR
ible region

S
=

High

Correlation p
S &
w )

=)
~
A

|
=]
(9}

m=0 1 Low

0.65 0.7 0.75
Probability p

Figure 4.1: Heatmap of Var(p, p) and the feasible region when m = 0 and m = 500 (with e = 1, n = 10%,
and n; = 100). Lighter blue indicates lower variance; RR is marked by the pink point.

constrained optimization problem:

argmin  Var(p, p)

p7p
s.t. MPmax + (0 —m — 1) < €,
MPrin +q(n —m — 1)
1
1_7§p§17
P

where Var(p, p) is the variance of JRR in Theorem 4, the first constraint enforces privacy (no weaker

than ¢), and the second constraint specifies the feasible range of p.

Unobservable parameters ny; and m. The objective Var(p, p) depends on nj, which is the
quantity we aim to estimate, and its value affects the direction in which Var(p, p) is optimized (as
discussed in the previous subsection). Another unobservable parameter is the number of colluding
users m, which affects the feasible region of (p, p) but is generally unknown and hard to estimate.
As a result, solving for a closed-form optimum that is simultaneously optimal for all n; and m is

intractable.

Fortunately, we showed that choosing p < 0 improves utility for nearly all values of n;. Moreover,
for fixed (p, p), the privacy constraint becomes tighter as m increases (i.e. larger m yields a smaller

feasible region). These observations motivate a simpler heuristic.
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Heuristic Solution

We show that restricting to p < 0 and treating m as small matches common scenarios and yields a

simple closed-form choice of (p, p).

Restrict to p < 0. If we optimize over p < 0, then the resulting (p, p) is also optimal for

v ™M e lo ! ! U = + ! 1

ny: — - - — -+ —

Y 2 2v/m| T2 2yn ]

which covers almost the entire range of ni/n € [0,1]. For example, if private bits are roughly
uniformly distributed among 10* users, JRR improves over RR with probability 1 —1/v10% = 99%.*

In many real-world settings (e.g. social-media telemetry), n is large, and estimation accuracy is

typically analyzed under such large-n assumptions.

Under p < 0, the privacy constraint simplifies to

(n—1)e°
e+ 1)(n—1—-pm)’

P
(
which still depends on the (unknown) collusion size m.

Treat m as small. If m were known, we could solve the constrained problem directly. In practice,
it is useful to distinguish between a weak-adversary regime (small m) and a strong-adversary regime
(large m). The weak-adversary assumption is often reasonable in privacy-preserving data collection,
since large-scale collusion is typically difficult to coordinate and may be illegal. It is also consistent
with the fact that Theorem 3 gives a worst-case lower bound on privacy. For intuition, Figure 4.1

visualizes the objective and the feasible region for m = 0 and m = 500 when € = 1 and n = 10%.

With these two heuristics, we have n — 1 — pm = n — 1, yielding the closed-form choice

1
=1-=,
e P ,

which maximizes utility in common scenarios by pushing p to its smallest feasible value.

This heuristic is generally effective for moderate collusion levels. Figure 4.2 compares Var(p, p) for
JRR (optimal and heuristic) against RR as functions of m and n; when ¢ = 1 and n = 10*. The
heuristic matches the optimum up to approximately 17% colluding users when n;/n = 0.1, and
up to approximately 10% colluding users when n;/n = 0.9. Additional settings of n;/n under the

heuristic solution are reported in Appendix B.2.1.

1JRR can also improve over RR when n;/n is close to 1/2 by choosing p > 0. However, this region has width

1/4/n and is typically negligible when n is large. Thus, we focus on p < 0 for practicality.
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Figure 4.2: Comparison of the variance Var(p, p) of JRR (optimal and heuristic) with RR as functions of m

and nq when ¢ =1 and n = 10%.

4.4 Deployable Instantiation of JRR

This subsection presents a deployable instantiation of the JRR mechanism. The main challenges of

implementing JRR in practice lies the following two steps:

e Secure random grouping:® How to divide n users into n/2 disjoint groups of two uniformly at

random without a trusted server.

e Secure correlated perturbation: How to let two users in each group jointly perturb their data
according to the joint probability distribution in Table 4.2 without leaking their reporting

truthfulness to each other.
We solve the first challenge by designing a secure shuffling protocol leveraging secure multi-party

computation (MPC) techniques, and the second challenge by designing a correlated randomness

generation protocol based on two-party computation (2PC) techniques.

4.4.1 Secure Random Grouping via MPC

If a trusted server is available, then it can simply generate a secure random grouping and send each

user its group assignment. In practice, the trusted server can be replaced by a set of untrusted

!In JRR, “secure” requires that the random grouping is at least not controlled by a single party, so that it cannot

bias the grouping to assign a target user to a colluding partner.
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users. The key insight comes from multi-party computation (MPC) [173], which allows a set of users
to jointly compute a function over their inputs while keeping those inputs private. In our case, the
function is the grouping and the inputs are the individual users’ identities. The MPC protocol
should ensure that no user has access to other users’ grouping information, thus preventing leakage

of user identities.

Our approach is to treat users’ identities as a list of secret-shared items, and then securely shuffle

this list using an oblivious sorting network. Specifically, the protocol works as follows:

1. Each user i generates a secret-shared key [r;] (e.g. over the field {0,1}5%).

2. (Oblivious sorting) For a pair (u;, u;) in the sorting network (e.g. a bitonic sorting network),

compute a secret bit [b] = [r; < r;].Y Then, obliviously swap the two users’ positions if b = 1.

3. Form a secure grouping by pairing adjacent users in the shuffled list, i.e. {(ur,,Ury), (Ung, Ury),

] (uﬂ—n717u7rn)}'

View of the adversary. This method is similar to the secure multi-party shuffling (SMPS)
protocol [116]. In the above protocol, each user w; knows only its own share [r;] and its own new
position u,, after shuffling. It learns nothing about other users’ positions,| since the messages
received from other users are merely shares that information-theoretically independent of other

users’ positions on their own.

4.4.2 Secure Correlated Perturbation via 2PC

To enable two users in each group to jointly perturb their data according to the joint probability
distribution in Table 4.2, we design a correlated randomness generation protocol based on two-party
computation (2PC). In this scenario, the joint-computed function outputs are T;_1,T5; € {0,1}
and the inputs are two random numbers from users ug;_1 and wue;, respectively. The 2PC protocol
should ensure that no user has access to the other user’s random number, thus preventing inference
of the other’s T value.

Probability-table encoding. To ease presentation, we encode the joint probabilities in Table 4.2

1A single share is information-theoretically meaningless on its own (as a placeholder), and becomes a well-defined
bit in {0, 1} only after being combined with the other party’s share. For brevity, we omit the details of boolean MPC
for secure comparisons such as [r; < r;] from multiple shares here and treat them as atomic operations.

In fact, this protocol provides a stronger guarantee than what JRR’s privacy analysis requires: it suffices that no

single party can control (or bias) the random grouping; here, moreover, the shuffled positions remain hidden.
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into cumulative probabilities. Specifically, we define four scaled cumulative probabilities over the
field {0, 1}%* as follows:

Ry = | (p* + ppq) - 2%,
Ry =Ry + [(1— p)pq - 2],
Rs:=Ro+ (1 —p)pq - 264j.

Our direction is to sample (Ty;_1, Tb;) according a secret-shared random key R € {0,1}5* and the

above scaled cumulative probabilities. The protocol works as follows:

1. Users ug;—; and ug; independently sample random key 79;_1 and ry; over the field {0, 1}64,
respectively. Let
R = (rgi_1 + r2;) mod 2%%.

We view r9;_1 and ro; as additive secret shares of the implicit value R.

2. Define the following (secret-shared) indicator bits:
I = [R < Rl], Lo = [R < RQ] — [R < Rl], Ip1 = [R < Rg] — [R < Rg], Igp=1- [R < Rg],
where [P] equals 1 if predicate P holds and 0 otherwise. Then set the outputs as

Toi—1 = Ii1 + o, T = I11+ Io1.

3. (Selective opening) User ug; sends its share of Th;_1 to ug;—1, and ug;_; reconstructs To;_1 by
adding the received share to its own share. Symmetrically, uo; 1 sends its share of T; to uo;,

who reconstructs 75;.

Theorem 5 (Correctness). The above protocol correctly generates (Toi—1,To;) with the same joint

distribution as in Table 4.2.

Proof. (Sketch) The probability of (T»;_1,T5%;) in the above protocol can be computed, which
coincides with that in Table 4.2. See Appendix B.1.6 for the full proof O

View of the adversary. In the above protocol, each user (e.g. ug;—1) learns only its locally sampled
random value r9; 1 and the reconstructed output bit T5; 1. It learns nothing about the other party’s

output T5;, since the message received from wuso; is merely an additive share and independent of T5;.
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4.4.3 Correspondence to JRR’s Privacy Proof

The above instantiation subsumes the adversary model in Theorem 3. Specifically, it assumes an
honest-but-curious adversary consisting of the data collector and a subset of colluding users: they
execute the secure grouping and correlated perturbation protocols correctly, but attempt to infer

the raw data of non-colluding users.

The secure random grouping protocol is designed to be non-malleable and to hide the grouping
information of non-colluding users from the adversary. However, correlated perturbation is imple-
mented via a 2PC protocol between the two users in each group. Consequently, if a group contains
a colluding user, the communication (or its metadata) may reveal the identity of that user’s partner

to the adversary. This is precisely the additional side information captured in Theorem 3.

4.5 Extensions and Discussions

This section discusses extensions to non-binary domains and how JRR can be combined with

advanced LDP mechanisms, and contrasts JRR’s random grouping with the shuffle model.

Extension to Non-Binary Data

JRR can be extended to non-binary data by redesigning the joint reporting distribution in Table 4.2.
Consider a group of two users with values x1, 9 € [k], where k& > 2 is the domain size. Let (y1,y2)

denote their reported values. Define the joint reporting distribution as

( .
p* + ppq if y1 = 21, Y2 = w2,

1 .
pq— z=prpq ity =1, Yo # w9,
Pr[(yhyQ)] =

pq— 25ppq i yi # 31, Yo = w0,

¢+ ﬁppq if y1 # x1, Yo # w2,

where p + (k — 1)g = 1, and p is the correlation coefficient between the two users’ truthfulness

indicators. This construction is analogous to the extension from RR to Generalized RR (GRR).

It is straightforward to verify that each user’s marginal reporting distribution matches the binary
case: a value x is reported as itself with probability p, and as any other value with probability q.
Consequently, the standard estimator n, = (I, —ngq)/(p—q) remains unbiased for n,. Appendix B.1.5

proves unbiasedness. Privacy and utility can be analyzed similarly to the binary setting.
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Integration with Advanced LDP Mechanisms

JRR can be combined with LDP mechanisms built on top of RR/GRR to improve the privacy—utility
tradeoff. Below we illustrate this integration with Optimized Unary Encoding (OUE) [153] and
Optimized Local Hashing (OLH) [153].

Integration with OUE. OUE encodes a value x € [k] as a k-bit unary vector B = Encode(x) with
a single 1 at position = and 0 elsewhere. It then applies RR independently to each bit:

p, if B[j]
q, if Blj]

L
0,

Pr{B/j] = 1) =

where B[j] denotes the j-th bit. The data collector aggregates the perturbed vectors to estimate

frequencies.

JRR can be incorporated by modifying the perturbation step: instead of perturbing each user’s bits
independently, two users jointly perturb each corresponding bit of their unary vectors using the
binary JRR mechanism. This induces negative correlation across paired users while preserving the

intended per-user marginal behavior.

Integration with OLH. OLH uses the following encode—perturb—aggregate structure: (i) each
user samples a hash function H(-) from a universal hash family and maps the original value x to

x = H(z) in a smaller domain [k]; (ii) the user perturbs z to a report y using GRR:
p, ifi=ux,
g, foreachie [k]\{z};

(iii) the data collector aggregates reports to estimate frequencies in the hashed domain.

To integrate JRR with OLH, Step (ii) can be replaced with the non-binary JRR mechanism defined
early on. Two users in a group jointly perturb their hashed values according to this joint distribution,

improving estimation accuracy while maintaining the same marginal behavior as GRR.

Extension to Larger-size Group

While this dissertation focuses on two-user groups, JRR can in principle be extended to larger
groups. For a group of k > 2 users, the joint distribution of truthful reporting can be described
by a k-dimensional probability table. Intuitively, increasing the group size may further improve
the privacy—utility tradeoff by enabling richer (e.g. stronger negative) correlation structures that

reduce estimator variance. However, as k grows, the probability that a group contains one or more
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colluding users increases substantially, which can amplify privacy leakage and limit achievable utility

gains.

Designing such a scheme is also increasingly complex. Consider £k = 3 as an example. To preserve
the same per-user marginal behavior as RR/JRR (so that each report, viewed in isolation, is
indistinguishable from standard RR), each user must remain truthful with the same marginal
probability p. Yet specifying the full joint distribution typically requires not only the three pairwise
correlation coefficients (p12, p13, p23), but also a third-order interaction term (e.g. a triple-correlation
parameter p1o3) to capture higher-order dependence. In general, the number of required dependence
parameters grows rapidly with k. Even under symmetry assumptions that reduce the number of
free parameters, selecting feasible values that simultaneously (i) keep all probabilities nonnegative,

(ii) preserve the desired marginals, and (iii) maintain strong privacy guarantees remains challenging.

Relationship with the Shuffle Model

In the shuffle model [10,26,49,61,62,100], users first encode (i.e. locally perturb) their data using an
LDP mechanism and then send the perturbed data to a trusted shuffler, which randomly permutes
all received messages before forwarding them to the data collector. Random shuffling can amplify

privacy without degrading utility.

When each user can send only one bit (the single-message shuffle model), frequency estimation
reduces to summing bits. In this setting, Ghazi et al. [61] show an optimal error of Q(n'/4) by
combining results of Erlingsson et al. [49] and Balle et al. [10]. A key technical tool in these analyses
is the Chernoff bound. For more general real-valued summation, allowing multiple messages per

user or longer messages can further improve accuracy [26,62,100].

Different strengths of the results. Our analysis of JRR yields error @(nl/ 2) for fixed m and
p, which matches RR in order and is worse than Q(n'/*). However, the shuffle-model guarantees
rely on substantially stronger assumptions than those used for JRR: (1) they are typically proved
under (e, )-DP, and the Chernoff-bound-based privacy amplification crucially uses 6 > 0; (2) the
optimal error depends on a restricted privacy regime (e.g. Ghazi et al. require ¢ < 1 [61]); and (3)
the results are often stated in terms of («, 8)-accuracy, which is weaker than reporting a worst-case
(or variance-based) error bound. Beyond theory, we also evaluate JRR empirically on real datasets

to validate the robustness of its gains.

Different adversaries. In the JRR setting, the adversary may partially learn the random pairing
(e.g. through colluding users and communication metadata), although this is difficult in practice. As

m increases, anonymity from random grouping degrades; in contrast, shuffle-model results assume
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Table 4.3: Summary of the datasets.

Dataset Total (n) Number of “1” (n;) Pct. of “1” (n1/n)
Kosarak 2 x 10* 659 0.033
Amazon 1 x 10% 762 0.076
E-commerce 23 486 19 314 0.822
Census 1 x 10% 9 528 0.953
Synthetic 20 ~ 2 x 10° 0~ 2x 106 0~1.0

a perfectly trusted shuffler that provides full anonymity. This assumption is stronger than the

adversary model considered for JRR.

4.6 Experiments

This section evaluates the utility of the JRR mechanism and analyzes how its parameters affect

performance.

4.6.1 Setup

JRR’s performance is evaluated on four real-world datasets: Kosarak [14], Amazon Rating [5],
E-commerce [126], and Census [135]. Detailed descriptions are provided in Appendix B.2.2. In
addition, synthetic datasets are generated with the total number of users n ranging from 20 to
2 x 10° and the fraction of “1”s, n;/n, ranging from 0 to 1. Table 4.3 summarizes all datasets used

in the evaluation.

The RR mechanism is used as the benchmark because it is both the classical LDP protocol for
frequency estimation and a special case of JRR. A comparison between JRR and the shuffle model is
omitted for two reasons. (i) The privacy guarantee of the shuffle model is typically analyzed under
(€,6)-DP with § # 0 [10,26,49,100], whereas JRR provides pure e-LDP (i.e. 6 = 0), making accuracy
comparisons under matched guarantees nontrivial. (ii) The shuffle model often characterizes error via
the (a, §)-accuracy notion [61], which is weaker than the mean squared error used in this evaluation.
A direct comparison with JRR would require extending these mechanisms to incorporate JRR and
is therefore omitted. Nevertheless, JRR can potentially replace RR as a building block in these

mechanisms and improve utility.

Data-utility comparisons are conducted under the same privacy parameter €. For RR, utility is
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Figure 4.3: Comparison of MSE under RR and JRR on four real-world datasets when the privacy parameter
€ =0.01, 0.1 and 1.
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Figure 4.4: Percentiles of ARE under RR and JRR on four real-world datasets when the privacy parameter
e =0.01, 0.1 and 1. A point on the curve indicates the percentage of error values that are lower than the

corresponding ARE.

maximized by setting p = e°/(1+¢°). For JRR, the privacy parameter is characterized by Theorem 3,
which generally yields a different p than RR. Evaluations of data utility are based on the following

two metrics:

e Mean-squared error (MSE) [67,153]: the mean squared error of the estimate n, with respect

to the ground truth n,, averaged over all values, defined as

MSE = I%I S (0 — )2 (4.1)
zeD

e Average relative error (ARE) [90,174]: the mean relative error over all values, defined as

1 |Tiy — gl
ARE = — —_— (4.2)
| D ; Ng

In the above formulas, |D| = 2 is the size of D = {0,1}. Unlike MSE, ARE is affected by n, because
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it measures relative error; in particular, larger n, typically leads to smaller ARE.

Table 4.3 lists the default settings. All evaluations are performed in MATLAB. Each point in the

figures below is averaged over 1 000 runs with distinct random seeds.

4.6.2 Results on Real-world Datasets

Figure 4.3 presents the MSE of JRR and RR on the four real-world datasets for ¢ € {0.01,0.1,1}.
Across all datasets and privacy settings, JRR achieves a lower MSE than RR. This is expected
because the negative correlation between two users’ perturbations under JRR can effectively reduce
the expected MSE when the ratio nj/n is not close to 0.5. This condition holds for all four datasets,
where nj/n is either below 0.1 or above 0.8. Moreover, for both mechanisms, the MSE decreases as
€ increases: with a larger privacy parameter, users report truthfully with higher probability, which
reduces estimation error. It can be observed that JRR outperforms RR by a larger margin on the
Kosarak and Census datasets than on the Amazon Rating and E-commerce datasets, especially
when ¢ is small (e.g. € = 0.01). This is because n1/n in the Kosarak and Census datasets is farther

from 0.5 than in the other two datasets.

Figure 4.4 shows the distributions of ARE over 1 000 runs under JRR and RR on the four real-world
datasets, for € € {0.01,0.1,1}. Each point on a curve represents a percentile: the fraction of runs
whose ARE is at most the corresponding value. For any fixed percentile, JRR consistently achieves
a lower ARE than RR across all four datasets. For instance, when € = 0.1 on the Kosarak dataset,
the 80th percentile under JRR is 0.7, meaning that 800 out of 1 000 runs have ARE at most 0.7.
In contrast, the 80th percentile under RR is 1.45. These results indicate that JRR provides both

improved accuracy and more consistently low error than RR.

4.6.3 Results on Synthetic Datasets

Figure 4.5 reports the MSE of JRR and RR on synthetic datasets with n € {10% 4 x 10%,8 x 10%}.
For a fixed ratio ny/n (each colored curve), the MSE decreases as ¢ increases, and JRR consistently
achieves a lower MSE than RR. The improvement is most pronounced in the high-privacy regime
(small €). For example, when ¢ = 0.01 and n;/n = 1 (the first point on the purple curves), JRR’s
MSE is approximately 1% of that of RR; when & = 0.1, it is about 10%. The results also confirm
that the gain of JRR depends on nj/n: when nj/n is far from 0.5 (e.g. the purple and red curves),

JRR provides a much larger reduction in MSE than when n; /n is close to 0.5 (e.g. the green curves).

Figure 4.6 presents the corresponding ARE when n;/n = 0.01 and 0.1 (blue and red curves,
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Figure 4.5: Comparison of MSE under RR and JRR with privacy parameter € = 0.01 to 1.

500 3.
100

@ RR (ny/n =0.01)
1 [|——JRR (ny/n = 0.01)
waRR (ny/n = 0.1)
—+—JRR (n1/n =0.1)

0.1
V) L
Q.QQ\Q.QQ/ Q.QQ‘J Q-Q\ o® Q-Q‘J o

£

(a) n =1 x 10*.

500
9. «¢=RR (n/n = 0.01)
100F ., ~—JRR (m/n =001)
e RR (01 /0 = 0.1)
el ——JRR (ny/n = 0.1)

0.1
N \} \
Q.QQ Q.QQ’L Q.QQ% Q® Q-Q’L Q-Q‘J Q-

€

(b) n =4 x 10

500 ARE
«9=RR (n/n = 0.01)
100 1% —0—JRR (ny/n = 0.01)
S vt RR (n1/n = 0.1)
“Q..., |—=—JRR (n;/n = 0.1)
10 A ]

0.1
Q.QQ\Q.QQ,L Q.QQ‘J Q-Q\ Q-QFL Q-QB o

5

(c) n =8 x 10%.

Figure 4.6: Comparison of ARE under RR and JRR with privacy parameter € = 0.01 to 1.

respectively). As expected, ni/n affects ARE of both mechanisms: a smaller n; typically leads to
a larger ARE. Meanwhile, JRR (solid curves) consistently yields a lower ARE than RR (dashed
curves). In particular, when n;/n = 0.01, ARE of JRR is, on average, 21.1%, 20.3%, and 20.2% of
that of RR for n = 10%, 4 x 10%, and 8 x 10%, respectively.

4.6.4 Summary of Evaluation Results

The evaluation on both real-world and synthetic datasets leads to the following conclusions:

e Across all real-world datasets and all privacy parameters, JRR consistently outperforms RR

in terms of MSE and ARE, with larger gains when ¢ is small.

e On synthetic datasets, JRR outperforms RR across all tested € and n settings; the improvement

becomes more significant as € decreases and n increases.
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4.7 Related Work

Frequency estimation under LDP. The concept of privacy-preserving frequency estimation dates
back to Warner [159], who introduced the Randomized Response (RR) mechanism for collecting
sensitive data. RR has been widely used in social science research to collect statistical information
about embarrassing or illegal behaviors. RAPPOR [50] extends RR to handle non-binary data by
encoding each user’s value into a d-bit vector and applying RR independently to each bit. OLH [153]
further refines this approach by introducing a local hash to compress the d-bit vector, thereby
reducing communication cost. A comparative analysis of these frequency-estimation mechanisms

and their variants is provided in [30].

Significant efforts have been made to improve the privacy—utility tradeoff for data analysis under
LDP. A variance-analysis framework was proposed in [153] to optimize the parameters of RR-based
mechanisms, thereby improving utility. Post-processing can further improve utility. For example,
the non-negativity and sum-to-one constraints were applied in [156], where they were referred to
as consistency. As another example, the convolution framework in [51] incorporates Wiener-filter-
based deconvolution into existing LDP protocols to improve utility. Interactive protocols such as
PrivKV [174] can iteratively improve estimation accuracy. Estimating the most frequent items
(i.e. heavy hitters) can be accomplished via random projection, as shown in [12]. Cryptographic
techniques can also strengthen privacy and thereby improve utility for a fixed privacy parameter. For
example, Crypte [28] leverages cryptography to achieve the same utility as centralized DP. However,
none of these approaches consider correlated perturbations across different users. Moreover, some of
these techniques are complementary to JRR and can be integrated with it to further improve utility

(e.g. post-processing).

Privacy for correlated data. Privacy leakage due to correlations among data records has long
been a concern. A line of research [23,84,122,140,170] studied this problem from both theoretical
and practical perspectives. The Pufferfish framework [84] allows users to define customized privacy
notions tailored to specific applications, offering several formal definitions for releasing correlated
data. A practical mechanism for releasing correlated data [140] was subsequently adapted to the
Pufferfish framework. Bayesian differential privacy [170] was proposed to analyze privacy under
correlations from a Bayesian perspective. Under this definition, learning data correlations was
studied in [23], which derived the minimum required noise using Bayesian networks. Moreover,
applications such as graph data publication [91], correlated trajectory release [123], network data
release [23], and trading statistics aggregation [122] have been studied in the context of differential
privacy for correlated data. However, these works primarily focus on protecting privacy when the
underlying data are correlated; none of them consider correlations among different users’ random

perturbations.
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A separate line of research focuses on designing LDP mechanisms for various data types, including
real-valued data [44,150], multidimensional data [131, 150, 169], set-valued data [128, 151, 152],
time-series data [158], social graph data [142], key—value pairs [66,174], and directional data [160].
However, similar to existing LDP frequency-estimation techniques, these works do not consider

correlated perturbations.

4.8 Conclusions

This chapter studies correlated random perturbations for locally differentially private frequency
estimation and examines their effect on the utility—privacy tradeoff. A general Joint Randomized
Response (JRR) mechanism is introduced, together with a practical instantiation. The proposed
approach achieves the same local differential privacy guarantee as the classical Randomized Response
(RR) mechanism while providing improved utility in most cases. These advantages are supported
by theoretical analysis and extensive simulation studies conducted on both real-world and synthetic

datasets.

40



Chapter 5

Optimal Piecewise-based Mechanism

5.1 Preliminaries

This section formulates the problem and presents existing instantiations of three-piecewise mech-
anisms (TPM) for collecting bounded numerical data under LDP, and their limitations, which

motivate the proposed optimal generalized piecewise-based mechanism (OGPM).

5.1.1 Problem Formulation

We consider a typical data collection schema that consists of a set of users and one collector. Each
user has a numerical sensitive data x; € X, where X is a continuous and bounded domain. The
collector needs to collect data from users for statistical estimations, such as the mean value and

distribution of the data.

However, the collector is untrusted and may attempt to infer users’ sensitive data. To protect
privacy, each user locally randomizes their sensitive data using a privacy mechanism M : X — ),

then sends y; = M (z;) to the collector.

We seek to design an optimal M that maximizes the data utility by minimizing the distance between

the sensitive data z; and the perturbed data y;, while ensuring e-LDP.
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Table 5.1: This dissertation (OGPM) vs existing instantiations of TPM.

Mechanism Domain Optimality Closed form Estimation
PM [150] No Yes Mean
SW [95] Classical No Yes Distribution
PTT [101] Partly® No Mean
OGPM Classical & circular Yes Yes Mean & Distribution

# Proved the existence of the optimal under TPM, but did not give closed-form instantiations. Appendix C.2.1

provides detailed discussion.

5.1.2 Piecewise-based Mechanisms

When the input domain X is both continuous and bounded, the state-of-the-art mechanisms to
achieve e-LDP are piecewise-based mechanisms. These mechanisms are heuristic instances of the

following definition.

Definition 3. 3-piecewise mechanism (TPM) M : X — Y. is a family of probability density
functions that, given input x € X, outputs y € Y according to

De ify € [l;r,aa Tz,a]y
pz—:/eg ny € Ve \ [l:p,sa Tx,z—:]a

pdf[M(z) = y] =

where pe s a variable determined solely by €,* while l, . and r, . depend on x and €. The output

domain Y. D X is an enlarged domain depending on ¢.

TPM samples the output y for each x from a piecewise distribution. This sampling is with a
higher probability p. within [l ., ;] and a lower probability p./e® within the remaining two pieces

Y\ [lze,rzel, satisfying the e-LDP constraint.

Instantiations. In TPM, the parameters are the central interval [l ., 75¢], its probability pe,
and the output domain ).. Different instantiations of those parameters yield different existing
mechanisms [95,101,150]. For example, PM [150] is the first instantiation of TPM, defined on
[-1,1] = [-C., C], where C; is a variable determined solely by € and the central interval has a
fixed length rp . — I, = C. — 1.

*Otherwise, if p. varies with z, it violates the e-LDP constraint because the probability ratio outputting the same

y from x1 and 2 is not bounded by e°.

42



Data utility metric. To quantify the data utility of different instantiations, we consider the

general {)-similar error metric (i.e. |y — z|?) as a loss function £ : R — R. Thus, the error is:

Err(x):/yﬁ(y,x)PM(l,)dy, (5.1)

where Py, is the pdf defined by M(x). Err(z) illustrates the expected error when applying
M on x under the loss function £. For example, L(y,z) = |y — x| is the absolute error, and
L(y,x) = (y — x)? is the square error. Then Err(z) corresponds to the mean absolute error (MAE)
and mean square error (MSE) [101, 150], respectively. Lower Err(z) indicates better data utility.

Limitations of TPM. Existing instantiations of TPM have the following limitations.

e Not optimal in data utility. None of the existing instantiations provided closed forms for the
optimal data utility. Meanwhile, they also assume an invariable length r, . — ;. . of the central
piece for all x, and symmetric probability p./e for the remaining two pieces. However, a
general-form piecewise-based mechanism can have more pieces, unfixed piece lengths, and

asymmetric probabilities, potentially improving data utility.

o Limited applicability. Existing instantiations of TPM have enlarged and unfixed output
domains Y. D X. Enlarged output domain incurs applicability issues in scenarios where the
collector requires the output domain to align with the input domain (i.e. Y =X ),T such as in

common sensor-based services.

5.2 Generalized Piecewise-based Mechanism

This section generalizes TPM to its most general form (GPM). We introduce a framework for

deriving the closed-form optimal GPM for the classical domain.

Definition 4. Generalized m-piecewise mechanism (m-GPM) M : X — Y is a family of probability
density functions that, given input x € X, outputs y € Y according to

Pi1e ify S [ll,x,aarl,x,e)y
pdfM(z) = y] =
Pme ny S [lm,x,sa Tm,m,s);

Die
Dje

Vi, j € [m], max < e,

TWhile post-processing the output by truncating it to X is possible, this approach may still result in low data

utility. Sections 5.6.1 provide comparisons with mechanisms that include truncation.
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where [m] := {1, ...,m}. Each probability p; . depends solely on privacy parameter €, while interval

boundaries l; z . and r; ;. depend on both x and €.

An m-GPM partitions its output domain into m pieces, assigning probability p;. to each piece
(li z.e:Tize). The probabilities p; . are independent of the input x, and their ratios must be bounded
by e to satisfy e-LDP. For notational clarity, we omit subscripts  and € when their context is clear.
Additionally, M must satisfy standard probability requirements: non-negativity (p; > 0), continuity

(r; = li+1), and normalization. TPM is a special case of GPM with m = 3.

Finding the optimal GPM requires determining both the optimal number of pieces m and the
corresponding p;e, li z ¢, 7,z Due to the infinite possibilities for m € N* and the resulting 3m
variables, analytical solutions are computationally intractable. We therefore propose a framework

that combines analytical proofs with off-the-shelf optimization solvers.

5.2.1 Framework for Deriving the Optimal GPM

To derive the closed-form optimal GPM, we (i) formulate finding the optimal m-GPM as an
optimization problem; (ii) determine the optimal m based on the solutions of the optimization

problem; (iii) derive the optimal closed-form expression (among all m-GPM).

Optimal m-GPM. To find the optimal GPM instantiation with m pieces, we need to determine
the variables p;, I;, and r;. Any feasible assignment of these variables yields a mechanism M whose
utility can be measured by Err(z) from Formula (5.1). Finding the optimal m-GPM requires solving
a min-max optimization problem that minimizes the worst-case error over all possible inputs z:!
p}mr; max /y L(y, )Pz dy,

s.t. M satisfies Definition 4.

(5.2)

This formulation yields the optimal z-independent p; values and the corresponding [; ;, 7, for the
worst-case input x. However, since these [; 5, 7; , may not be optimal for other inputs, we need a

second optimization step using the obtained optimal p;:

l'i,wﬂ"i,w

min / L(y, 2)Pp(2)dys
y (5.3)

s.t. M satisfies Definition 4 with p;.

#Worst-case error is the most common utility metric in mechanism design [101,150]. We can also optimize the

error at other specific points, see Section 5.5.
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Figure 5.1: Solving flow for the optimal m-GPM. Two arrows indicate problems in (5.2) and (5.3).

Together, these two steps determine the optimal instantiation of m-GPM for any given domain
mapping X — ), distance metric £, piece number m, privacy parameter €, and input x. Figure 5.1

illustrates this solving process.

Challenges. Nonetheless, solving Formulation (5.2) has practical difficulties. Even if it can be
solved, there is still a gap between the solved optimal m-GPM and the closed-form optimal GPM
(among all m-GPM). We detail them as follows.

e (Solving difficulty) Formulation (5.2) is a min-max problem, and the integrand L(y, )Py (x)
is non-linear. It is a non-convex problem whose global optimal hard to solve.

e (Optimal m) The solved optimal is only for m-GPM given m. It is necessary to find the

optimal piece number m.
e (Closed form) For practical usage, we need closed-form p;, l; , and r;, (i.e. their relationships
with ¢ and z), rather than their specific values for every ¢ and .

Solutions. We address the challenges and gaps with the following solutions.

e Formulation (5.2) can be simplified to two bilinear optimization problems that can be solved
by off-the-shelf solvers. (Section 5.2.2)

e If the optimal (m + 1)-GPM is identical to the m-GPM, then m is the optimal piece number.
(Section 5.2.2)

e Leveraging the above results, the optimal closed-form p;, l; , and 7;, can be obtained by

analytical deduction (for TPM) or numerical regression (for any m-GPM). (Section 5.2.2)

Following these solutions, we can obtain the closed-form optimal GPM (among all m) for any e
given X — Y and L. Before presenting the detailed solutions, we first discuss the conditions under
which the obtained GPM is optimal.

Conditions for optimality. When discussing optimality, the following aspects should be specified:

(1) the error metric, (ii) the data domain and family of mechanisms, (iii) the strength of the optimality,
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and (iv) whether post-processing is allowed. In this dissertation, the optimality of GPM is defined
with respect to: (i) the worst-case £,-similar error metric, (ii) bounded numerical domains X — )
and mechanisms based on piecewise distributions, (iii) minimization of error value (not asymptotic
or order-of-magnitude optimality), and (iv) without post-processing. These conditions are widely
applicable in practice and literature. However, varying any of them may lead to different optimality

results. Appendix C.2.2 provides a detailed discussion of these conditions and related optimalities.

5.2.2 Detailed Solutions

This subsection details the positive answers to the three challenges associated with deriving the
optimal GPM.

Solution 1: Simplified Form

The min-max problem in Formulation (5.2) can be simplified. The key observation is that its inner
maximization term, max,, has a closed form, i.e. the worst-case error is from the endpoints of X.

Lemma 1 states this observation.

Lemma 1. Assume X = [a,b), the objective of Formulation (5.2) can be simplified to

m1n max /[,y, T)Pr(z)dy-

Disl i,@5Ti,@ LEE{& b}

Proof. (Sketch) The key of the proof is that each integral on ) is convex function w.r.t x. Thus,
their non-negative weighted sum is also convex. According to the Bauer maximum principle [165],
the maximum is achieved at the endpoints of X, i.e. £ = a or b. Appendix C.1.1 provides the full

proof. O

Complexity. (i) Lemma 1 simplifies Formulation (5.2) to two bilinear optimization problems, i.e.
when z = a and x = b respectively. The integrand L(y, a)P 'M(a) includes terms such as p;l; and p;r;,
which involve multiplications of two variables. This problem can be solved by off-the-shelf solvers
such as Gurobi [2], which employs stochastic Branch and Bound [68] method to handle the bilinear
terms. (ii) The number of variables is at most 3m, which can be efficiently solved for small m. For
example, we can obtain the exact optimal for m < 7 and £ = |y — x| within 2 seconds. Furthermore,
solvers generally provide over- and under-approximation for bilinear problems [120]. We can obtain
solutions with < 1% gap from the optimal for m < 19 within 1 minute. (iii) Formulation (5.3) for
solving /; and r; has at most 2m variables and without p; terms, it is a toy-size problem when m is

small.
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Encoding details. We need to encode the problem in Lemma 1 to simple mathematical expressions
that can be handled by the solver. If we instantiate £ = |y — x| and focus on the left endpoint
x = a, this problem becomes:

m

min Zpi /l:i(y —a)dy = min ;Z;l ((rs — a)? — (I; - a)2) .

DislisTi 4 DislisTi 4
=1 =

This problem is a bilinear optimization problem. The highest-degree term is p; - r; - r;, which can be
reformulated as p; - t with ¢ = r; - r;, i.e. multiplication of bilinear terms. Such problems can be
solved by off-the-shelf bilinear solvers [2]. The other problem in Formulation (5.3) can be encoded

similarly but is much easier due to constant p; solved from this step.

Solution 2: Optimal Piece Number

Although we can obtain the optimal m-GPM for any m given sufficient time, solving for each m is
unnecessary. The following lemma provides a theoretical basis for capping the optimal number of

pieces.

Lemma 2. For all possible ¢ and x, if the optimal (m + 1)-GPM is the same as the m-GPM, then

the optimal piece number is m.

Proof. (Sketch) The key insight is that, if the optimal piece number is not m, i.e. an additional
piece can lower the error, then this additional piece will be captured by the optimal (m + 1)-GPM.
Therefore, (i) if m is not the optimal piece number, then the optimal (m + 1)-GPM is different from
the optimal m-GPM. (ii) if m is the optimal piece number, then there is no additional piece can
lower the error, making the optimal (m + 1)-GPM is the same as the optimal m-GPM. Now, no
additional piece can be captured, hence m is the optimal piece number. Appendix C.1.2 provides
the full proof. O

Lemma 2 requires checking the results for every ¢ and x, which is challenging as ¢ € [0,00)
and x € X are infinite sets. In practice, we restrict ¢ within its generally meaningful domain,
e.g. € € [0,10), and employ Monte Carlo random sampling to generate a set of random pairs
(&, X)={(e1,21),(e2,22),...,(en, zpn)}. If Lemma 2 holds for the n-size set (£, X'), the optimality
of m-GPM is guaranteed with probability 1 as n — oo [134].

Results for Monte Carlo sampling. Fixing X =Y =[0,1), for £ = |y — z| and L = (y — )2,
the optimal 4-GPM are identical as the optimal 3-GPM for random (€, X) with at least n = 10%.
These optimal results align with TPM, but the optimal p,l and r values are different from existing

instantiations.
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Figure 5.2: Example of optimal 4-GPM and 5-GPM when € = 1 and = = 0.3. They are identical as m = 3
after merging redundant pieces.

Given the continuity of the objective functions w.r.t € and z, we posit that it is, in fact, the exact
optimal. Therefore, when we say the optimal piece number is m = 3, it implies the statistical
optimality guaranteed by the Monte Carlo asymptotic technique with a strength of at least n = 10%

random samples.

Example 4. For [0,1) — [0,1) and £ = |y — x|, Figure 5.2 shows two examples of the optimal
4-GPM and optimal 5-GPM when € = 1 and x = 0.3. After merging redundant pieces, i.e. connected
pieces with the same probability, they are the same as the 3-GPM and fall into the TPM category.

Solution 3: Closed-form Instantiation

After determining the optimal m, we can derive the closed-form instantiation. If the optimal results
exhibit m = 3 and coincide with TPM, it facilitates analytical deduction for the closed-form optimal
p, [ and r. Otherwise, numerical regression can be employed to obtain the closed-form instantiation.

Figure 5.3 illustrates the workflow.

Analytical deduction. For TPM, the optimization procedure for solving p;, I; and r; can be
conducted analytically. The key observation is that there are only three variables: p,[, and r in
TPM. Due to the normalization constraint of probability, the central interval length » — [ can be
replaced by its probability p. This reduces the solving for the optimal p to a univariate optimization
problem w.r.t. p, which can be solved by analyzing the first-order derivative. With the solved
p, solving [ and r also becomes a univariate optimization problem. Appendix C.2.4 provides the

formalized process.

Numerical regression. For any m-GPM, we can obtain the closed-form p;, [;, and r; through

numerical regression on their solved optimal values.
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Figure 5.3: Solving flow for the optimal closed form.

Assume that we want to find the closed-form optimal p;. Given (€,P;) = {(¢1,pi1)s---» (EnsPin)},
which contains the solved optimal p; for random &, we aim to find the relationship between ¢ and
p;. This relationship can be approximated by p; = f(e, 8), where f is a designed feature with g as

regression parameters.

Ideally, the designed feature f matches the truth form of p;. In this case, the regression result of f
on (&, P;) converges to the optimal closed-form p;. If not, the regression result may not converge
to the optimal. In practice, we can use heuristic forms of f for tighter approximation. Due to the
structure of the LDP constraint, we suggest choosing p; with a form of e#1¢, allowing us to design
f=eMe+ By

Example 5. For L= |y —z|, X =Y =[0,1) and m = 3, assume the probability p has the form
p = eP1e 4+ By. We use the scipy.curve_fit package to regress p on 50 random €; then its regression
result is p = e=/2 — 0.07 with a mazimal error < 1072, Note that this result almost coincides with

the ground-truth p in Theorem 7.

5.2.3 Closed Form for Classical Domain

The above framework for deriving the closed-form optimal GPM is applicable to any X — ). Using

this framework, this subsection provides instantiations for a common case: X = ).

Restricting domain. In real-world applications, the output domain is often required to match the
input domain, i.e. X = .8 Furthermore, a concrete domain (e.g. X = [0,1)) does not limit the
generality, as X can be transformed to other domains through scaling and shifting operations. The

theorem below characterizes the privacy and utility invariants under such transformations.

Theorem 6 (Transformation invariants). Given a GPM M : X — Y satisfying e-LDP, if domain

) generally should be larger than or equal to X' to ensure the mechanism’s meaningfulness; otherwise, it means

some ranges in X will disappear after applying the mechanism.
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X' =cX+dand) = cY +d with c > 0, then transformation
TM):2' =cx+d, p, =pi/c, [l;,r]) = cll,ri) +d
results in GPM M’ =T (M) : X' — Y’ having the same privacy parameter €. (privacy invariant)

Meanwhile, if there is another GPM Myyq : X — Y with error Err(x, M) < Err(xz, Mp.q) for a
given x, then

Err(z', M") < Err(z', M},,),

i.e. T maintains the data utility ordering. (utility invariant)

Proof. (Sketch) The privacy invariant is the same as applying a linear post-processing of DP to
GPM. The utility invariant is due to 7 as a linear function on X. Appendix C.1.3 provides the full

proof of these two invariants. O

Theorem 6 allows us to discuss the optimality on a fixed input domain. If a mechanism’s input

domain differs from X, we can transform it to X', and this transformation maintains the optimality.

Hypothesis 1. For any domain X — X, under absolute error and square error metrics, the optimal

piecewise-based mechanism falls into 3-GPM.

SupPORT. We validated this hypothesis for X = [0,1) by performing Monte Carlo sampling on
10* random (e, z) pairs (detailed in Section 5.2.2). Theorem 6 then extends this optimality to any
X. Given the continuity of the objective functions w.r.t. € and z, we posit that m = 3 is indeed
the exact optimal. To further support this hypothesis, Appendix C.2.3 outlines two directions for
analytical proof and highlights the associated challenges.

Theorem 7. If hypothesis 1 holds, then GPM M :[0,1) — [0,1) with the following closed-form
instantiation

De ify € [l$,87 rw,5)7
pdfM(z) = 9] =
pé‘/e ye [071)\[lw,aarx,8)7

_ /2
where p. = /2,

[0,2C) if x € [0,0),
[l:c,z-:yrm,e) =Sz+[-C,C) ifxze|C,1-C0C),
[1—2C,1)  otherwise,

with C' = (e5/2 —1)/(2e¢ — 2), is optimal for [0,1) — [0, 1) under the absolute error and square error

metric.
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Figure 5.4: Optimal GPM (Theorem 7) when ¢ = 1, z = 0 and = = 0.5.

Proof. Provided by analytical deduction with [a,b) = [a,b) = [0,1), £ = |y — 2| and £ = |y — z|?
respectively. Appendix C.1.4 provides the full proof. O

This optimality on [0, 1) can be transformed to M’ : [a,b) — [a,b) by applying T : 2/ = (b — a)x +
a, p. = ps/(b—a), [I',;r") = (b—a)-[l,7) + a, while maintaining the optimality.

Example 6. Figure 5.4 shows two examples of Theorem 7. When x = 0 in the left figure, the
optimal GPM has p = 1.64 and [l,r) ~ [0,0.38). When x = 0.5 in the right figure, the optimal GPM
has p ~ 1.64 and [l,r) ~ [0.31,0.69).

MSE analysis. We can calculate the mean squared error (MSE) of the optimal GPM in Theorem 7

MSE[M(x)] = /y (y — )% - pAf[M(x) = yldy

lz,a 2p Tz, 9 1 2p8
(3
— [Ty [ afpdy s [ oy
0 € l Tx,e €

T,e

which leads to the results in Appendix C.2.5.

The theoretical MSE allows us to analytically compare the optimal GPM with existing mechanisms.
For mechanisms defined on X = [0,1), e.g. SW [95], we can compare their MSE with the above
result. For mechanisms defined on other domains, e.g. PM [150] on X = [—1,1), we can transform
the optimal GPM to [—1,1) and compare their MSE. Detailed comparisons with them are presented

in the evaluation section.
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5.3 Optimal GPM for Circular Domain

This section presents the optimal GPM for the circular domain, another type of bounded domain.
Circular domains are widely used in cyclic data such as time, angle, and compass direction. However,
none of the existing piecewise-based mechanisms consider this type of domain, limiting their

applicability.

Different meanings of distance. In the circular domain [0,27), the distance between two
elements differs from that in the classical domain [0, 27). For example, if we denote the distance
between x and y in the circular domain as Ly0q(y,x) = |y — x|, then it implies Ly,0q4(27,0) = 0
and Lmed(37/2,0) = 7/2, which are different from L(y,z) = |y — z| in the classical domain. The
biggest difference is that there are no endpoints in the circular domain. This unique property makes
the mechanisms designed for the classical domain not directly suitable for the circular domain.
Although we can “flatten” the circular domain to the classical domain, this conversion changes the

distance between elements, leading to data utility loss.

Formally, in the circular domain [0, 27), the distance metric L04(y, ) has the following relationship

with L(y,z) in the classical domain:

Limod(y,z) = min (L(y,z), L(y, 27 — x)),

i.e. the distance between y and x is the smaller one between two arcs from y to z. Under this
distance metric, finding the optimal m-GPM for the circular domain is to solve M : [0,27) — [0, 27)

such that
2

min max Limod (Y, x)PM(w)dy’
DisliasTie T 0 (5'4)

s.t. M satisfies Definition 4,
and use the solved optimal z-independent p; to determine [; ,7; , for any given x:

2
min Lmod (y7 x)PM(x) dy
lizirie Jo (5.5)
s.t. M satisfies Definition 4 with p;.

We show that these two problems can be reduced to those in the classical domain, thereby enabling

the usage of existing results.

5.3.1 Reduced Forms

Similar to the classical domain, the min-max objective of Formulation (5.4) also has a closed-form

solution, which reduces the problem to the classical domain.
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Figure 5.5: Reduced forms of solving the optimal p;, lg‘;’d and r"°%. Optimizations under circular distance

Lmoq can be reduced to those under linear distance L.

Lemma 3. The objective of Formulation (5.4) can be reduced to

2m
min L(y, 7)P () dy-

pi’li,myri,z 0

Proof. (Sketch) We prove it by showing that, for any fixed y, max,; Limod (¥, ) = Limod(y, 7) = L(y, ),
i.e. the maximum distance between y and x is achieved at a unique z = 7 for any y. Appendix C.1.5

provides the full proof. O

Following this reduction, the optimal results in the classical domain [0,27) can be applied to

determine the optimal p;.

For Formulation (5.5) to solve l; , and 7, we shift the domain [0,27) by m — z. This is a trick

operation as Ly04(y, z) is transformed to the following form:

’CmOd(y+7T - 1:7x+77_$) :'Cmod(y'i_ﬂ-_xaﬂ')
=min (L(y+7—z,7), Ly + 7 —x,27r — 7))
=L(y+m—x,7),

which transforms L,,,q to £ at x = w. Then, the optimization problem in the shifted domain

becomes S
min / L(y+m—2,7)Prmdy.

li,ma"’i,:v —x
It is a problem in the classical domain [r — z, 37 — z). We can obtain the closed-form optimal /; ,
and r; ; by applying the results of the classical domain. Since the obtained /; , and r; , depends on

x in the shifted domain, we shift them back to the circular domain using

l%’d =liy— (mr—z) mod 2T,

rffd =7riz— (m—2z) mod 2m.

Transformation invariants ensure their optimality in the circular domain. Figure 5.5 summarizes

the above two reductions to solve the optimal p;, lf:;’d and rffd in the circular domain.
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5.3.2 Closed Form for Circular Domain

By applying the above reductions and following the same steps as in the classical domain, we can

obtain the optimal GPM for the circular domain.

Theorem 8. If Hypothesis 1 holds, then GPM M : [0,27) — [0, 27) with the following closed-form

istantiation

p. ify e ot rmed),

pdf[M(l‘) - y] - € . meod mod
p/e y € [0,2m) \ 17, i),

where p. = %66/2,

e/2 _ 1
mod — | g — S mod 27,
y e — 1

e/2 _ 1
T?gd = (CE + 7Te€1> mod 271'7

et —

1s optimal for the circular domain under the absolute error and square error metric.

Proof. Combination of the reduced forms, the results of the classical domain, Lemma 3, and

transformation invariants leads to the conclusion. O

Compared to the optimal GPM for the classical domain in Theorem 7, the key difference is that the

jmod pmody 6 span the 0 or 2 boundary, significantly

mechanism in the circular domain allows [I;/0¢, r*?
) k)

reducing the error. We also observe that their instantiations of p.,l; ., 7, are connected through
transformation invariants. For instance, moving from the classical domain [0, 1) to the circular

domain [0, 27), p. = €/? transforms to p. = %65/2, reflecting the ratio of [0,1) to [0, 27).

Example 7. Figure 5.6 shows two examples of Theorem 8 when € = 1. For x = 0 in the left
figure, it samples the output y from [1.62m,2m) U [0,0.387) with probability density 0.26 and from
[0.387,1.627) with probability density 0.09.

MSE analysis. The MSE of the optimal GPM in Theorem 8 needs a separate analysis due to the
circular domain. The biggest difference from the classical domain is that there exist no endpoints,
i.e. fixed farthest points, in the circular domain. Without loss of generality, assume L := |y — z|?
and = > 7, the farthest distance from x is always 7, i.e. from z to x — w. If we shift the data
domain by 7m — z, then point x — 7 is mapped to 0. This domain shift does not change the value of
L, but  now locates at m. Therefore, the MSE of the optimal GPM in Theorem 8 has an identical
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Figure 5.6: Optimal GPM (Theorem 8) for the circular domain with ¢ = 1. Here [0, 27) is wrapped into a

circle. Angle values in the red arc (centered at x) have a higher sampling pdf.

value for all z in the circular domain, which is

MSE[M ()] =MSE[M ()]

_ (/0 " - )2p€dy+/l:0d(y7r)2psdy>-

T,E

Calculating the above integral, we can obtain the MSE of the optimal GPM in the circular domain.

Theorem 9. The optimal GPM in Theorem 8 has an identical MSE for all x in the circular domain,
which is

MSE[M(z)] = ; (= e+ c.),

where C' = (/2 —1)/(ef — 1).

Proof. We have shown that the MSE at x is the same as that at m. Then the calculation is
straightforward by plugging in the values of p. and lg{gd in Theorem 8. O

If we do not consider Ly,,q4 and directly apply the optimal GPM in the classical domain (or SW and
PM mechanisms) to the circular domain, i.e. flatten the circular domain to the classical domain
[0,27) and consider £, the MSE will varies for different z. In the flattened domain, the worst-case
MSE is at x = 0 or x = 27 and the best-case MSE is at x = w. Therefore, the optimal GPM
in Theorem 8 always has a lower MSE than “flattened” mechanisms. The evaluation section will

further demonstrate this.

5.4 Distribution and Mean Estimation

This section applies the proposed mechanisms to support the commonly used distribution and mean

estimation. We will show that the proposed mechanisms also provide optimality for these estimation
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tasks.

Assume a set of users with sensitive data X = {x1,x2,...,2,}. They apply M to produce
randomized outputs Y = {y1,v2,...,yn}. The data collector then estimates the distribution and
mean of X using ). Specifically, the collector uses the values in ) as it is, i.e. without knowing and

applying any post-processing based on prior knowledge of X.

5.4.1 Distribution Estimation

To estimate the distribution of X from ), the collector must discretize the continuous domain X
into k bins By, Bo, ..., By. Each bin B;’s probability is then estimated by the proportion of y; that
falls within B;. Probabilities of all bins together form the estimated distribution FB using ). This
estimation’s accuracy is measured by the distance between the estimated distribution Fp and the
true distribution Fp from X' [95].

Note that the bin size can impact the estimation accuracy due to the rounding of the bins. However,
it is actually a hyperparameter that does not inherently affect the estimation accuracy if we have a
sufficiently large number of bins, as the support of Fp (i.e. non-zero bins) converges to ) and the

support of Fp converges to X, i.e.
lim supp(Fg) =Y, lim supp(Fg) = X.
k—o00 k—o00

The proposed mechanisms guarantee the optimal error between X and ) for each x;. This ensures

their optimality among GPM when applied to distribution estimation.

Some other statistical estimations are special applications of distribution estimation, such as range
and quantiles [95] to estimate a specific part of the distribution. The proposed mechanisms have

optimality for these estimations as well.

5.4.2 Mean Estimation

To estimate the mean of X’ from Y, the collector uses the estimator =Y ." ; y;/n. The accuracy
of this estimator is measured by | — p|, where p is the true mean of X'. The proposed mechanisms
guarantee the optimal error between each z; and y;, which in turn leads to the smallest | —

among all GPMs under this metric.

Typically, a mean estimator may also need to be unbiased, i.e. E[i] = p. This constraint translates
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to E[y;] = E[M(x;)] = x;.9 This is unachievable for same-domain mapping M : X — X on classical
domains, as the endpoints of X cannot be the mean value (or center) of any distribution over X.
For example, for any LDP mechanism M : [0,1) — [0, 1), distribution of M(0) can not be unbiased.

So the mechanism in Theorem 7 is biased.

Unbiased mean estimation. Note that an unbiased mean estimator can be achieved by enlarging
the output domain X — ).. Mathematically, this involves incorporating the unbiasedness constraint
E[M(z)] = x into optimization problems for solving M. Following the same optimization process

as in the classical domain, we hypothesize that the 3-GPM remains optimal for domain ).

Hypothesis 2. For any domain X — Y., where Y. is a variable w.r.t €, and under absolute error

and square error metrics, the optimal piecewise-based mechanism falls into 3-GPM.

Hypothesis 2 is a natural extension of Hypothesis 7, as the output domain ). becomes explicit
once ¢ is specified. Under the 3-GPM, an unbiased mechanism M with a variable output domain
Y- can be analytically derived by incorporating the unbiasedness constraint. As a complement to

Theorem 7, we provide Theorem 10 for mean estimation in the classical domain.

Theorem 10. Denote Y. = [-C,C + 1) with C' = (¢5/% +1)/(e*/? — 1). If Hypothesis 2 holds, then
among the unbiased GPM M : X — Y. (i.e. EIM(z)] = z), closed form

DPe if y € [l:v,sarx,e)v
pdf[M(z) =y| =

ps/e5 Yy € Ve \ [lm,sa T:Jc,s)’

where p = e/2/(2C + 1),
_Cc+1 (BC+1)(C-1)

loe = —5— 2= 1C :
o+l (CHn(C-1)
Toe =~ ¥ AC ‘

is optimal for [0,1) — Ve and the square error metric.

Proof. Instantiations of C, p, l, ., and r, . are derived by analytical deduction. Appendix C.1.6

proves the unbiasedness. ]

In the context of the circular domain, the M in Theorem 8 is unbiased, as the distribution of M is

always centered at x. This property is also illustrated in Figure 5.6.

TActually, unbiasedness for numerical data is not as important as for categorical data, as it is for a single data
point x;. When the dataset X" is not concentrated around a single point, an unbiased mechanism may not necessarily

provide better performance.
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Table 5.2: Optimal distribution and mean estimation in three domain types under GPM.

Domain type Distribution Mean

Classical (X — X)) Theorem 7 Theorem 7 (biased)
Circular domain Theorem 8 Theorem 8 (unbiased)
Classical (X — )) — Theorem 10 (unbiased)

Table 5.2 summarizes the optimal GPM for both distribution and mean estimation in three domain
types. Theorems use a concrete domain X for the sake of clarity. We do not give closed-form
optimal GPM for distribution estimation on X — ). because ). can not be easily concretized by

constraints as in mean estimation.

5.5 Discussion and Extension

Minimize Error at a Specific x

The proposed optimal GPMs are designed to minimize the worst-case error over the whole domain.
However, the framework can be used to minimize the error at any specific . This is useful when

the data distribution is concentrated around a specific data point.

Formally, assume the data distribution is concentrated around zg, and we want to minimize the
error at xg. The optimization problem in Lemma 1 for solving p; can be modified to
min / E(y,xo)PM(xo)dy.
Pisliamia Jy

This optimization problem generally leads to a different p; from the optimal GPM for the worst-case

error.

Example 8. Assume X — ) =1[0,1) — [0,1), £ = |y — x|, and the data distribution is concentrated
around xg = 0.2. Solving the above optimization problem with ¢ = 1 gives probability (of the second
piece) po = 1.54 and Err(xzg) = 0.241. In contrast, the optimal GPM for the worst-case error uses
p2 = 1.64, as shown in Figure 5.4, which gives Err(xg) = 0.243.

Importantly, optimizing for a specific g does not leak information about x¢, as the mechanism (i.e.
i, liz, and 7 ;) still contains no information about xy. Moreover, observing Err(z) at all = does
not reveal xg, as the error at x( is not necessarily the smallest. Therefore, the adversary cannot

infer xy from observing the mechanism.
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An Extension: 2D Polar Coordinates

Polar coordinates are widely used in relative location representation, e.g. navigation systems that
have the locations of surrounding objects relative to it. The proposed optimal GPM for the classical
and circular domain can be combined and extended to polar coordinates for collecting such data
under LDP.

Privacy. A polar coordinate data is represented by a 2D tuple (x1,z2) € [0,d) x [0,27), where z1
is the distance from the pole and x9 is the angle from the polar axis. The first dimension is linear,
while the second is naturally circular, thus we can combine the optimal GPM for both domains to
provide LDP for such data.

Utility. The proposed mechanisms guarantee the optimal error for each dimension. Therefore, if we
use Lop = L(y1,21) + Lmod (Y2, x2) as the error metric for the polar coordinate data and optimally

assign the privacy parameter € to each dimension, the optimal GPM preserves the optimal error.

Optimal assignment of ¢. Formally, we want to assign € = &1 + €2 to 1 and x5 respectively to
minimize the worst-case error in 2D polar coordinates. This error is the sum of the worst-case error
for 1 and z2 under £ and Ly,0q respectively. Therefore, the optimal assignment of € can be derived
by solving

min Brriwor(€1) + Brrzwor(22),

where Err) wor(€1) and Errg wor(€2) are the worst-case error for the classical domain [0, d) and the
circular domain [0, 27) respectively. Closed-form Errq wor(€1) and Erra wor(€2) can be derived from
instantiations of the mechanism and the error metric. Then the above optimization problem gives

the optimal £1 and 5. Appendix C.2.6 provides details for solving this optimization problem.

Example 9. Figure 5.7 shows two examples of the optimal GPM for 2D polar coordinates in
[0,1) x [0,27) with e = 1+ 2w. The green point represents the sensitive data, the optimal GPM
samples the output from the pink area with a higher probability.

5.6 Evaluations

This section evaluates the theoretical and experimental data utility of the proposed methods by

comparing them with existing instantiations and their variants:

e OGPM: closed-form optimal GPM (Theorem 7 and 8 for the classical and circular domain,

respectively).
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Figure 5.7: Optimal GPM for 2D polar coordinates when € = 1 + 27 and £ = |y — z|? under Lop =
‘C(yla 331) + Lmod(y27 332).

e OGPM-U: unbiased closed-form optimal GPM (Theorem 10) for mean estimation in the

classical domain.

e PM [150], SW [95], and their post-processed versions: PM is the first TPM designed for
mean estimation, while SW is designed for distribution estimation. Both mechanisms output
enlarged domains but can be post-processed by truncating outputs to the input domain. These

post-processed versions are referred to as T-PM and T-SW for convenience.

e PM-C and SW-C: the compressed versions of PM and SW for X — X. For the best potential
of PM and SW, we adapt them to X — X as PM-C and SW-C by linearly compressing
their output domain ). to X, i.e. by transformation invariants, which maintains the privacy

parameter.

We also compare OGPM'’s expected error with non-piecewise-based mechanisms that can be applied

to bounded numerical domains:

e Variants of the Laplace mechanism: including the staircase mechanism [60], Laplace mechanism
with post-processing by truncation (T-Laplace), and the bounded Laplace mechanism (B-

Laplace) [73], which redesigns a bounded Laplace-shape distribution.
e Purkayastha mechanism [160]: a mechanism for directional data on spheres S*~!. When n = 2,

it is a counterpart of OGPM in the circular domain.

We omit comparison with PTT [101] because it does not provide a concrete method to find a
closed-form mechanism. We use X = [0, 1) as the classical domain; this does not change their data

utility ordering by the transformation invariant. PM and SW can only be applied to the classical
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domain, so when evaluating them in the circular domain, we “flatten” the circular domain to the

classical domain [0, 27) and apply them to the flattened domain.

The first subsection presents the comparison of expected errors, followed by the distribution and

mean estimations on real-world datasets in the second subsection.

5.6.1 Expected Errors

GPM’s data utility under distance metric £ is measured by the expected error Err(z) in For-
mula (5.1):

ETT‘([E) :/yﬁ(yvx),PM(x)dyv

where z is the sensitive input and y is the output of M. Based on Err(z), two types of error need

to be considered:

e whole-domain error: Err(z) values for the whole domain, i.e. for all z € X.

e worst-case error: the largest Err(z) value among the whole domain. PM [150] and PTT [101]

also use this error to evaluate data utility.

We have proved that the worst-case error of the classical domain is from the endpoints, so this error
is actually the error at x = 0 and = = 1 for the classical domain. For the circular domain, the

worst-case error is at © = .

Comparison with PM-C and SW-C

PM-C and SW-C exhibit the best potential of PM and SW, so we compare OGPM with them in
the first place. The comparisons are conducted under the classical domain and the circular domain,

respectively.

Classical Domain. Figure 5.8 shows the comparison of the whole-domain error in the classical
domain. We use distance metric £ = |y — z| and set ¢ = 2 and ¢ = 4 for the comparison. It can
be seen that OGPM consistently has the lowest error across all x values. For all mechanisms, the
expected error achieves the maximal value at the endpoints and the minimal value at the midpoint.
At small e values, their errors are similar due to the strong randomness (privacy constraint). At
larger € values, OGPM’s error has a significant advantage over PM-C and SW-C, especially between
the endpoints and the midpoint. Statistically, under £ = |y — x| with ¢ = 2, OGPM’s average error
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Figure 5.8: Whole-domain error comparison in the classical domain with error metric £ = |y — x|.
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(a) Distance metric £ = |y — z|. (b) Distance metric £ = |y — z|>.

Figure 5.9: Worst-case error comparison in the classical domain.
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(a) Privacy parameter ¢ = 2. (b) Privacy parameter ¢ = 4.

Figure 5.10: Whole-domain error comparison in the circular domain with error metric £ = |y — z|.

is 94.2% of PM-C and 92.3% of SW-C across the whole domain. When ¢ = 4, OGPM’s average
error is 90.5% of PM-C and 74.7% of SW-C. More comparisons under smaller ¢ values are provided
in Appendix C.2.7.

Figure 5.9 shows the comparison of the worst-case error w.r.t € in the classical domain. The error is
measured by two distance metrics: £ = |y — 2| and £ = |y — z|>. It can be seen that the error of all
mechanisms decreases with e, but OGPM and PM-C decreases faster than SW-C. For £ = |y — z|,
OGPM has almost the same worst-case error as PM-C; for £ = |y — z|?, OGPM’s error is slightly
smaller than PM-C. For both metrics, OGPM’s worst-case error is the lowest across all £ values.

Statistically, under £ = |y — z|?, OGPM’s average error is 89.9% of PM-C and 61.7% of SW-C.

Circular Domain. Figure 5.10 shows the comparison of the whole-domain error in the circular
domain. We use distance metric £ = |y — z|? and set ¢ = 2 and ¢ = 4 for the comparison. It can
be seen that OGPM consistently has the lowest error across all x values, and the error is stable
across x, which is consistent with the theoretical analysis in Theorem 9. For PM-C and SW-C,
which treat the circular domain as the classical domain, their errors vary with x and are higher
than OGPM'’s error, especially near the endpoints. Statistically, under £ = |y — z|? with & = 2,
OGPM'’s average error is 47.5% of PM-C and 43.0% of SW-C across the whole domain. When ¢ = 4,
OGPM'’s average error is 41.3% of PM-C and 24.6% of SW-C.

Figure 5.11 shows the comparison of the worst-case error w.r.t € in the circular domain. The error
is measured by two distance metrics: £ = |y — 2| and £ = |y — z|?. Similar to the classical domain,
OGPM has the lowest worst-case error across all € values, and the advantage is more significant,
especially for small ¢ values. Statistically, under £ = |y — z|, OGPM’s average error is 50.0% of
PM-C and 41.6% of SW-C across the range of . Under £ = |y — z|2, OGPM'’s average error is
22.4% of PM-C and 15.4% of SW-C.
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Figure 5.11: Worst-case error comparison in the circular domain.

The above comparisons show that OGPM has the lowest expected error in both the classical and
circular domains. The advantage of OGPM is more significant in the circular domain, where the

error is stable across x.

Comparison with PM and SW

Figure 5.12 presents the comparison of the whole-domain error in the classical domain for the
original PM and SW mechanisms, along with their post-processed versions, T-PM and T-SW. For
a fair comparison, OGPM is adapted to the domain X = [—1,1) to match PM’s design, while
SW and OGPM remain consistent with X = [0,1). The post-processing of PM and SW involves
truncating their outputs in the enlarged domain to the input domain, i.e. applying Z o M(x), where
T :Y — X is the truncation operator. We use the distance metric £ = |y — x| and set ¢ = 2 for
the comparison among these five mechanisms. It can be observed that OGPM consistently achieves
the lowest error across all x values, with a more significant advantage compared to the comparison
with PM-C and SW-C. This is because the original PM and SW output larger domains, resulting in
higher errors. Meanwhile, T-PM reduces the error of PM more effectively than T-SW reduces the
error of SW, as the original PM has a more enlarged output domain than SW, making truncation
more impactful. This comparison highlights OGPM’s error advantage over the original PM, SW,

and their post-processed versions when applied to their respective data domains.

Comparison with the Staircase Mechanism, T-Laplace, and B-Laplace

In addition to piecewise-based mechanisms, the Laplace mechanism and its variants can also be
applied to the classical domain to achieve LDP. Among these, the staircase mechanism [60] claims

to be optimal under certain assumptions. For the input domain X = [0,1) (i.e. sensitivity A = 1)
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Figure 5.12: Whole-domain error comparison with PM and SW on their data domains (i.e. X =[—1,1) and
X =[0,1), respectively) when € = 2.
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Figure 5.13: Whole-domain error comparison with the staircase mechanism [60], T-Laplace and B-Laplace

mechanisms [73] in the classical domain with error metric £ = |y — x|.
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and error metric £ = |y — x|, its expected error is given by Theorem 3 in [60]: €*/2/(ef — 1).

Another approach involves using the Laplace mechanism with truncation [73], referred to here as
T-Laplace for convenience. T-Laplace preserves the privacy guarantees of the Laplace mechanism
while reducing the expected error, particularly for data points near the endpoints or for small ¢
values. Additionally, the bounded Laplace mechanism (B-Laplace) [73] introduces a redesigned

bounded Laplace-shaped distribution tailored for bounded domains.|

Figure 5.13 compares the whole-domain error in the classical domain X = [0, 1) for the staircase
mechanism, T-Laplace, and B-Laplace. These mechanisms exhibit distinct error patterns across the
domain. For the staircase mechanism, the error remains constant, as it is determined by a fixed
staircase distribution and is independent of x. For T-Laplace, the error reaches its maximum at the
midpoint and its minimum at the endpoints, as truncation favors the endpoints. For instance, when
x = 0, it is error-free with a probability of 1/2, due to the symmetry of the Laplace distribution
around 0. For B-Laplace, the error trend varies with e. When ¢ = 2, the error decreases with x and
reaches its minimum at the midpoint, whereas for ¢ = 4, the error increases with z and peaks at
the midpoint. Despite these differing error patterns, OGPM generally achieves lower errors than

the staircase mechanism, T-Laplace, and B-Laplace across the whole domain.

Figure 5.14 compares the worst-case error w.r.t. ¢ in the classical domain. OGPM consistently
achieves the lowest worst-case error across all € values. For small ¢, T-Laplace and B-Laplace
exhibit a significant advantage over the staircase mechanism; however, this advantage diminishes as

€ increases. At larger € values, the error of the staircase mechanism approaches that of OGPM.

I Appendix C.2.8 provides details on the expected error of B-Laplace.
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Comparison with the Purkayastha Mechanism

The paper “Differential Privacy for Directional Data” [160] introduces two mechanisms for data on
spheres S"!: the VMF mechanism (ensuring indistinguishability of any two points with distance
through the sphere) and the Purkayastha mechanism (ensuring indistinguishability of any two points
with distance along the sphere). When n = 2, the sphere S! corresponds to a circle, making the
Purkayastha mechanism a counterpart of OGPM in the circular domain. Therefore, we compare

them in the circular domain.**

Figure 5.15 presents the comparison of the expected error in the circular domain between OGPM
and the Purkayastha mechanism. The expected error of the Purkayastha mechanism is derived
using the closed-form expressions in Theorem 19 and 22 of [160], with k = ¢/A,. Since the errors of
both mechanisms are z-independent in the circular domain, it suffices to compare their worst-case
errors. The results demonstrate that OGPM consistently outperforms the Purkayastha mechanism,

achieving significantly lower errors.

5.6.2 Distribution and Mean Estimations

This section compares the experimental data utility of the mechanisms in distribution and mean

estimations.

Setup

We choose the MotionSense dataset [1,105] for the evaluation. It contains smartphone sensor data
recorded during various human activities. Specifically, we use the data from the first three files,
encompassing a total of 6 159 data entries. We focus on two types of sensors:

e Accelerometer (linear data): We normalize the dataset to [0,1) for the classical domain.

e Attitude sensor (angular data): We use this dataset for the circular domain.

Upon applying each LDP mechanism to these datasets, we evaluate the accuracy of distribution

and mean estimations on them. For distribution estimation, we divide the domain into £ = 50 bins

**We omit the comparison with the VMF mechanism also because (i) it has been shown that the Purkayastha
mechanism outperforms the VMF mechanism (with the same sensitivity Ay = 7 for sphere S, e.g. Figure 5 and 10
in [160]), and (ii) the expected error of the VMF mechanism lacks a closed-form expression (Theorem 17 in [160]),

making it complex to compute.
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and compute the distance between the estimated distribution (.7:' p) and the true distribution (Fp)

by summing the absolute difference of each bin’s value. Formally,

50
| Fs—Fp =) | Fp, — Fb, |,
i=1
where Fp, and Fp, are the i-th bin’s value of the estimated and true distributions, respectively.
Although this approach cannot capture the property of the circular data, it remains the most
viable metric for comparing circular distributions [55,106]. Under a more relevant approach, the

performance of OGPM for the circular domain could be even better.

For mean estimation, we compute the absolute difference between the estimated and true mean,
i.e. |t — p|, where fi is the estimated mean and p is the true mean in the classical domain or the
circular domain. In the classical domain, the true mean is p = % >, ;. In the circular domain,

the mean is computed by the circular mean formula [55,106]:

1< 1<
@ = atan2 <n E 1 sin x4, - E 1 cosxi) .
1= 1=

We repeat the experiments 500 times for stable results and report the average error.

Distribution Estimation

Figure 5.16 shows the comparison of the errors of distribution estimation in the classical and circular
domains. We can see that OGPM outperforms SW and PM with smaller errors in both types
of domains. In the classical domain, OGPM’s error decreases faster when ¢ increases above 3,
and SW-C decreases slower than PM-C, consistent with the expected error comparison. In the
circular domain, OGPM’s error is significantly lower than SW-C and PM-C, despite the limitation
of the distance metric used for circular distributions. We also observe that SW-C performs better
than PM-C in this domain. This is because SW has higher sampling probabilities for both the
central piece and other pieces, making it sample the true value more frequently when € is large in
practice in a large-size domain, despite the large expected error theoretically. Statistically, OGPM’s
distribution error is 93.5% of PM-C and 86.7% of SW-C in the classical domain, and 72.2% of PM-C
and 84.0% of SW-C in the circular domain.

Mean Estimation

Figure 5.17 shows the comparison of the errors of mean estimation in the classical and circular

domains. OGPM consistently outperforms other mechanisms in both types of domains, with
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Figure 5.16: Comparison of distribution estimation error.
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Figure 5.17: Comparison of mean estimation error.

significantly lower errors. In the classical domain, we also compare with OGPM-U, which is
specifically designed for unbiased mean estimation. Since the Accelerometer dataset is concentrated
around zero, it particularly favors unbiased mechanisms, as their outputs tend to average closely to
the true mean. We can see that OGPM-U achieves significantly lower errors than OGPM when ¢
is small. In the circular domain, OGPM is unbiased, having a negligible mean estimation error.
We also observe that SW-C outperforms PM-C in this large-scale domain. Statistically, OGPM’s
mean estimation error is 66.2% of PM-C and 55.4% of SW-C in the classical domain. In the circular
domain, OGPM’s mean estimation error is merely 2.3% of PM-C and 3.6% of SW-C.

5.7 Related Work

This chapter focuses on the optimal mechanism for collecting numerical data with bounded domains

under LDP, related to numerical data collection and the optimality of DP mechanisms.
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Numerical Data Collection under LDP

Classical noise-adding mechanisms such as the Laplace and Gauss mechanisms [47,48] add randomly
sampled noise from a distribution to the data to achieve LDP. However, they generate outputs in
an unbounded domain due to the unbounded noise distributions, rendering them unsuitable for

applications requiring bounded domains [150].

For bounded data domains, the basic idea is to sample the output from a carefully designed
distribution on the bounded domain. Duchi et al. randomize any data in [—1, 1] to two discrete
values y € {—C., C:} [44], where C; is a constant depending on the privacy parameter . This
binary-output mechanism exhibits a large randomization error as the output space is too coarse.
PM [150] extends the binary output to a continuous output in [—C;, C;]. It designs a piecewise-based
mechanism to sample the output, which uses different sampling intervals for different x, achieving
a lower randomization error. Both PM and later SW [95] have shown the data utility advantage
of TPM in numerical data collection with bounded domains under LDP. PTT [101] discusses the
optimality of TPM. It shows that there exist TPM instantiations that yield optimal data utility,
but it does not provide the closed-form mechanism. TPM is a special case of GPM using 3-piece
distributions and a specific form for each piece. Meanwhile, existing TPM instantiations are designed

for specific error metrics and only classical domains.

Applications of TPM. A natural application of TPM is in high-dimensional numerical data.
This includes scenarios where the sensitive data may be a high-dimensional vector [150,175], an
infinite data stream [130], or matrixes [157]. Another application area is federated learning. TPM
ensures LDP in the [0,1] domain, which is commonly used as the normalized domain in model
training. TPM avoids the data clipping required by noise-adding mechanisms [4,57,96]. Another
typical application is in sensors, where the data is bounded by the sensor’s physical nature. This

dissertation can replace the existing TPM to achieve better utility.

A recent work aims to design other types of bounded distributions besides TPM to achieve
(L)DP [178]. They tailor sin functions and quartic functions on the bounded domain to satisfy
the DP constraint. From their experimental results, the piecewise-based design is the best choice
among their six instantiations for bounded domains under DP. This also indicates the advantages of

piecewise-based mechanisms in the bounded domain.

Optimality of DP Mechanisms

Achieving optimal data utility is a common concern across all DP mechanisms. The staircase

mechanism showed that the Laplace mechanism does not generate optimal noise [60,141]. It samples
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noise from a staircase distribution, which has been shown to achieve lower error compared to
the Laplace mechanism. Besides optimality in concrete error values (which is the focus of this
dissertation), another widely focused concept is asymptotic optimality [19,101], which studies
optimal asymptotic bounds of a mechanism or a statistical estimation. Appendix C.2.2 discusses

more detailed optimalities.

Beyond the optimality of a single DP procedure, the optimality of multifold compositions such as
iterative training under DP, is studied by advanced compositions [37,38,79,117]. In high-dimensional
settings, the sensitivity set across dimensions also influences the optimality [168], because it affects
the choice of the privacy parameter. These works either focus on different privacy constraints or

discuss optimality beyond a single DP procedure, making them orthogonal to this dissertation.

5.8 Conclusions

This chapter presents the optimal piecewise-based mechanism for collecting numerical data with
bounded domains under LDP. To find the optimal mechanism among all possible piecewise mech-
anisms, this chapter generalizes the existing 3-piece mechanism to an m-piece mechanism with
the most general form. It proposed a framework that combines analytical proofs and off-the-shelf
optimization solvers to find the optimal mechanism. The results include the closed-form optimal
piecewise mechanisms for both the classical and circular domain. Theoretical and experimental

evaluations confirm the advantages of the proposed mechanisms over existing mechanisms.
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Chapter 6

Trajectory Collection in Continuous
Space under LDP

6.1 Preliminaries

This section formulates the problem and reviews three trajectory collection methods under LDP,
along with their shortcomings in continuous spaces, which motivates the necessity of designing new

LDP methods for trajectory collection in continuous spaces.

6.1.1 Problem Formulation

A typical trajectory collection schema consists of a set of trajectories from users and one collector.
Each trajectory 7T is a sequence of locations T = {71, 72,...,7,}, where 7; € S and S C R? is a
continuous and bounded domain. The collector needs to collect these trajectories to provide analysis

or location-based services.

However, the collector is untrusted and may act as an adversary attempting to infer users’ sensitive
data. Therefore, releasing the sensitive trajectories to the collector poses a privacy risk. To protect
privacy, users perturb their trajectories using a privacy mechanism M : & — Range(M), and then

send the perturbed trajectories 7' = {71, 7%,...,7,} to the collector.

This chapter aim to design a mechanism M that satisfies e-LDP, providing provable privacy
guarantee for sensitive trajectories. Additionally, M should preserve utility, ensuring perturbed

trajectories remain comparable to the originals, while incurring only modest computational overhead
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suitable for real-time applications.

6.1.2 Local Differential Privacy

Definition 5 (e-LDP [42]). A perturbation mechanism M : X — Range(M) satisfies e-LDP, if
for two arbitrary input r1 and xs, the probability ratio of outputting the same y is bounded:
PriM(z1) = y]

V1,2 € X,Vy € Range(M) : Pr{M(x2) = 9]

< exp(e).

If M(z) is continuous, the probability Pr[-] is replaced by probability density function (pdf).
Intuitively, Definition 5 represents the difficulty of distinguishing x1 and xo given y. Lower values
of the privacy parameter ¢ € [0, +00) mean higher privacy. For example, ¢ = 0 requires M to map
two arbitrary inputs to any output y with the same probability, thus the perturbed output contains
no distribution information of the sensitive input, making any hypothesis-testing method to infer

the sensitive x powerless.

Theorem 11 (Sequential Composition of LDP [48,181]). Let M; and My be two mechanisms that
satisfy €1 and e2-LDP, respectively. Their composition, defined as My o = (My, Ma) : (X1, X)) —
(Range(M), Range(Ms)), satisfies (e1 + €2)-LDP.

Sequential composition enables (i) designing LDP mechanisms for 2D data by composing two 1D
mechanisms, and (ii) perturbing multiple locations in a trajectory (i.e. repeated composition) while

still providing an overall LDP guarantee.

Piecewise-based Mechanism

When the input domain X is continuous and bounded, state-of-the-art LDP mechanisms are often
piecewise-based [95,150,184]. They generate an output by sampling from a probability distribution
over X whose density is defined in a piecewise manner. Below, we present a unified formulation

that captures this family of mechanisms.

Definition 6 (Piecewise-based mechanism). A piecewise-based mechanism M : X — Range(M) is

a family of probability distributions that, given input x € X, outputs y € Range(M) according to

Pe ify € [lm,sa Tz,a)a
pdfM() = 5] = ,
pe/ exp () otherwise,

where p. is the sampling probability w.r.t. €, [lzc,72.) is the sampling interval w.r.t. x and €.

Range(M) 2 X is also a continuous and bounded domain.
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Piecewise-based mechanisms sample an output y with a high probability p. from the interval
(lzc:Tae), and with a lower probability from the remaining two pieces, while still satisfying e-LDP.
Representative instantiations include OGPM [184] and PM [150] for mean estimation, and SW [95]
for distribution estimation. This chapter’s perturbation mechanisms build on the 1D piecewise-based

mechanism in OGPM to design new 2D mechanisms tailored to trajectory collection.

k-RR and Exponential Mechanism
If X is discrete, especially when |X| is not large [153], a classical LDP mechanism is k-RR (or GRR
in some literature) [78].

Definition 7. k-RR is a sampling mechanism M : X — X that, given |X| =k and input x € X,
outputs y € X according to

exp(e) ,
ify =,
X| —1+exp(e
PrM(z) =y = { ¥ 1 ForE)
X[ 1+ oxp(e) otherwise.

k-RR outputs the truth  with a higher probability or outputs other values with a lower probability,
while satisfying e-LDP.

When there is a semantic distance (score) function between elements in X', the Exponential
mechanism [121] is more widely used. Unlike k-RR, which treats other values (except z) equally,
the Exponential mechanism leverages a score function to assign different probabilities. k-RR is a

special case of the Exponential mechanism when the score function is a binary indicator function.

Definition 8 (Exponential Mechanism [121]). Given a score function d : X x Y — R, a privacy
parameter € > 0, and a set of possible outputs ), the Exponential mechanism M : X — Y is defined

by:
exp (45 )
d(z,y')\’
Dyey €XP (6 Q(Ag ))

where Ad = maxy ey |d(x,y) — d(z,y')| is the sensitivity of the score function d.

PrM(x) = 4] =

In the context of trajectory collection, common score functions include the negative Euclidean
distance d(z,y) = —||z — y||2, great circle distance [181], etc. Under such score functions (e.g.
d(z,y) = —|lx — yl|2), locations closer to the true location x have larger scores d(x,y) and thus

receive higher sampling probabilities, making them more likely to be selected.
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Table 6.1: Comparison with existing methods.

Method Main technique LDP guarantee
NGram [34] Hierarchical decomposition

L-SRR [148] Staircase RR mechanism Discrete space
ATP [181] Direction perturbation

TraCS Direction® & coordinate perturbation Continuous space

* Designed for continuous direction space (different from ATP)

Privacy Parameter for Trajectory Data

When applying LDP to trajectory data, there are two strategies for setting the privacy parameter.
(i) Treating each location 7; in a trajectory 7 as a data item and applying an e-LDP mechanism to
perturb each location; (ii) Treating the entire trajectory 7 as a data item and applying an e-LDP
mechanism to perturb the whole trajectory.* The first strategy is cleaner and convertible to the
second strategy via the Sequential Composition Theorem 11, whereas the second depends on the
trajectory length, which complicates the analysis and the design of mechanisms under a fixed e.
Therefore, we primarily adopt the first strategy in this dissertation, and include experiments for the

second in Appendix D.2.10 for completeness.

6.1.3 Existing Methods

Table 6.1 summarizes three state-of-the-art trajectory collection methods under pure LDP, along
with our approach. Other works that emphasize external knowledge rather than new perturbation

mechanisms are discussed in Appendix 6.4.

NGram [34] hierarchically decomposes the physical space S into fine-grained discrete regions with
semantic labels. Concretely, S is first partitioned into small spatial regions R, then further
refined into category-specific regions R., and finally augmented with temporal information R;. A
resulting “gram” can be written as rs; = {mountain, church, 3am}. This decomposition represents
a trajectory T at the knowledge level, enabling the use of public knowledge to define reachability,

i.e. to constrain the set of feasible perturbed trajectories. For instance, visiting a church at 3am is

*This concerns how to set the privacy parameter for trajectory data, rather than defining the “trajectory space”
as the input space in LDP mechanisms. We focus on LDP mechanisms for location spaces in this dissertation, as the

trajectory space in R? is infinite-dimensional.

75



unlikely because it is typically closed, which reduces the reachable set of 77. Finally, NGram applies

the Exponential mechanism to sample a perturbed trajectory from this reachable set.

L-SRR [148] introduces the staircase randomized response (SRR) mechanism for location pertur-
bation. Unlike k-RR, which assigns only two probabilities—one for the true location and another
for all other locations—the SRR mechanism employs a staircase-shaped probability distribution.
L-SRR recursively partitions the physical space S and forms location groups G1,Ga,...,G,4 based
on their distances to the true location. By integrating the SRR mechanism, L-SRR assigns higher
probabilities to locations in groups that are closer to the true location, and lower probabilities to
those farther away. This approach is similar to the Exponential mechanism, but uses group-level

distance instead of location-level distance.

ATP [181] perturbs directions to restrict the set of feasible perturbed locations. For a trajectory
T = {mn,72,...,Tn}, when perturbing 7,41, ATP first perturbs the direction from 7; to 7.
Specifically, it partitions the direction space into k sectors and applies k-RR to sample a sector.
The perturbed location 7 41 is then constrained to lie within the sampled sector, which reduces the
candidate set of 7;, ;; ATP finally samples 7/, ; from this constrained set using the Exponential

mechanism.

We summarize their limitations in the context of continuous spaces as follows:

e Existing methods are designed for discrete location spaces. Discretizing a continuous domain

is possible, but choosing an appropriate granularity is non-trivial.

e Beyond discretization, methods that rely on the Exponential mechanism (e.g. NGram and
ATP) typically incur high computational cost for evaluating scores and sampling, and their
utility can be sensitive to the spatial distribution of candidate locations. L-SRR requires
constructing distance-based groups for every location, leading to similar scalability issues.
Moreover, approaches that depend on public knowledge (e.g. NGram) are hard to design in
continuous spaces (where the location set is infinite and semantics are difficult to define), are
often dataset-specific, and the public knowledge is typically known to the adversary, which

can further weaken privacy protection.

Appendix D.2.2 details the limitations of the Exponential mechanism. In brief, perturbing a location
requires evaluating the score function d(z,y) for all candidate outputs y associated with x, which
takes ©(m) time where m is the number of locations in the discrete space. Moreover, generating
each perturbed location requires sampling from an m-piece cumulative distribution function (CDF),
which also incurs ©(m) time. Such a per-location cost is prohibitive for large-scale location spaces.

Finally, because the sampling probabilities are induced by the score function, they can be sensitive
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to the spatial distribution of candidate locations and their relative distances, which may further

degrade utility.

To address these limitations, we propose TraCS, a novel trajectory collection method that ensures
rigorous LDP guarantees for trajectories in continuous spaces. TraCS is carefully designed to tackle
the privacy, utility, and efficiency challenges inherent in handling continuous domains without relying

on discretization.

6.2 The Proposed Method: TraCS

This section presents the proposed methods, TraCS-D and TraCS-C, along with their theoretical

analyses and extensions.

6.2.1 Location Space

We consider the location space constrained by a pair of longitude and latitude lines, i.e. S C R?
is a rectangular area [agsta, end| X [Dstas bend)|, Where agta, aeng denote the longitudes and bgta, bend
denote the latitudes. Consequently, each location 7; € S has a natural representation as a pair of
coordinates (a;, b;). This representation aligns with real-world location data (e.g. GPS data) and

existing trajectory collection methods for discrete spaces [34,40, 76,148, 181].

The core idea behind having various LDP methods for the location space S stems from its multiple
decompositions. One decomposition means S can be represented by several subspaces. For example,
in addition to the aforementioned longitude-latitude coordinate representation, each location 7; € S
can also be represented by a direction component and a distance component. Based on these
decompositions, we propose two LDP methods: TraCS-D, which perturbs the direction and distance

subspaces, and TraCS-C, which perturbs subspaces of the Cartesian coordinates.

6.2.2 TraCS-D

Continuous space S can be represented as the composition of a direction space D, and a distance

space Dy, at each (reference) location 7;. Figure 6.1a illustrates this decomposition.

Direction space D,. In the space S C R?, the direction is represented by the angle ¢ relative to
a reference direction. We define the reference direction as the latitude lines, i.e. the 0° direction.

Thus, the direction space D, is a circular domain [0, 27) for any location. Fixing a location 7;, any
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Distance Distance
space D,
Direction T; Distance
space D,, space D,
(a) TraCS-D: § = D, ® D,y (b) TraCS-C: S = D, x Dy

Figure 6.1: Two decompositions of location space S at 7;. Any other location 7; € S can be represented by

direction-distance coordinates (p,r(¢)) or Cartesian coordinates (a,b).

other location 7; # 7; has a unique direction with respect to 7;.

Distance space D, (). The other subspace, i.e. the distance space D,(,), is determined by the
direction ¢. Its size is the distance from 7; to the boundary of S in the direction ¢, which is a
function of ¢. Since S is rectangular, r(¢) has a closed-form expression, which is detailed later.

Thus, fixing 7; and a direction ¢, any other location 7; has a unique distance r(y) with respect to 7.

By this decomposition, we can represent any location 7; € S as coordinates (¢, 7(p)) € (Dy, Dy(y))
relative to 7;. As an example, 7; in Figure 6.1a is represented by (¢1,7(¢1)). This representation is
unique and reversible: any pair of coordinates (¢, 7(¢)) can be mapped back to a unique location
7; € S. Thus, if 7} is a sensitive location, an LDP mechanism applied to 7; = (¢, 7(¢)) is essentially
applied to ¢ and r(¢). By Composition Theorem 11, we can design perturbation mechanisms for ¢

and r(¢), respectively, to achieve LDP for ;.

Direction Perturbation

The technical challenge in direction perturbation is designing an LDP mechanism for the circular

domain D, = [0, 2m). This is non-trivial due to the following properties of the circular domain:
e The circular domain [0, 27) is bounded but not finite, making the unbounded mechanisms and
discrete mechanisms inapplicable.
e The circular domain has a unique distance metric, e.g. the distance between 0 and 27 is 0,
not 27, making the Euclidean distance-based mechanisms inapplicable.
Specifically, classical mechanisms like Laplace and Gaussian [48] add unbounded noise, resulting
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in an output domain of (—o0,+00). This output domain makes them inapplicable to the circular
domain [0, 27). Additionally, these mechanisms are designed for the distance metric d(y, ) = |y —z|,
which is inconsistent with the distance in circular domain. Discrete mechanisms, such as k-RR [78],
assume a finite domain of size k and therefore cannot be directly applied to the continuous circular
domain [0, 27). Recently, OGPM [184] proposed a piecewise-based mechanism tailored to circular

domains, which inspires our design.

To highlight the necessity and superiority of TraCS-D’s piecewise-based design compared to simpler
alternatives, we start by presenting a strawman approach that extends the k-RR mechanism to the

circular domain [0, 27).

Strawman approach: k-RR + uniform sampling. A former work ATP [181] divides the
direction space [0, 27) into k sectors and applies the k-RR mechanism. This approach ensures LDP
for the k sectors but not for the entire [0,27) domain. Even so, we can extend this approach to

[0,27) by further uniformly sampling a direction ¢’ from the output sector of k-RR.

Specifically, the circular domain [0, 27) is divided into k sectors [i — 1,7) - 2w /k for i = 1,2,... k.
Assume the sensitive direction ¢ falls into the j-th sector. Applying the k-RR mechanism outputs
sector i = j with probability p = exp(e)/(k — 1 4 exp(g)), or outputs sector i # j with probability
p/ exp(e). Then, we uniformly sample a direction ¢ from the i-th sector, i.e. ¢’ ~ U(i —1,7)-27/k.

Limitation. This strawman approach introduces inherent inner-sector errors due to uniform
sampling within a specific sector. That is, even though the perturbed direction ¢’ falls into the
same sector as the sensitive direction ¢, the distance between ¢ and ¢’ may still be large due to the
large sector size. This issue is particularly prominent when k is small, as each sector then spans
27 /k radians. Uniform sampling within such wide sectors introduces substantial inner-sector errors,
which persist regardless of how large the privacy parameter ¢ is set. On the other hand, increasing

k to reduce sector width impairs the utility of the k&-RR mechanism [153].

Design rationale. To address this limitation, we design a direction perturbation mechanism in
which the perturbed direction is independent of hyperparameters like k, thereby avoiding inherent

errors beyond those introduced by the privacy parameter €.

We adapt the design of piecewise-based mechanisms for circular domains from OGPM [184].
Specifically, (i) we instantiate a piecewise-based mechanism over the circular domain [0, 27), which
guarantees LDP for the entire direction space; (ii) the perturbed direction is sampled from a piecewise
probability distribution, which is centered around the sensitive direction with high probability and

depends solely on the privacy parameter ¢, thus eliminating the need for pre-defined fixed sectors.

Definition 9 (Direction Perturbation Mechanism). Given a sensitive direction ¢ and a privacy
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Figure 6.2: Comparison of the dominant sectors of the strawman approach and TraCS-D with € = 4 and
€ = 6. The red angular arcs indicate the dominant sectors, with their probabilities shown on the right. The
dominant sector of TraCS-D narrows as € increases, leading to a smaller inner-sector (sampling) error. In
contrast, the strawman approach has a fixed dominant sector, which is independent of € and leads to a large

inner-sector error.

parameter €, TraCS-D’s direction perturbation mechanism M, : [0,27) — [0,27) is defined by:

De Zf (,0/ c [l%g,r%g),
Pf[Mo() = ¢'] = |
pe/exp(e) otherwise,

where p. = % exp(e/2) is the sampling probability, and [l, ., T, ) is the sampling interval that

2) -1
lpe = <90 — ﬂ_exp(s/)) mod 2,

exp(e) — 1
exp(e/2) — 1
Tpe = (go + Fiexp(s) 1 mod 2.

The above mechanism M, is defined by a piecewise probability distribution with three pieces, where
the central piece [l, ¢, ry.c) has a higher probability density p.. As a piecewise-based mechanism, it

evidently satisfies LDP for the circular domain [0, 27); see Appendix D.1.1 for the proof.

A key advantage of TraCS-D’s direction perturbation mechanism is the “dominant” sector. We
refer to the central piece [l, ., 7, ) as the dominant sector because it centers around the sensitive
direction ¢ with high probability. The dominant sector adapts dynamically to the privacy parameter
€: as € increases, the dominant sector becomes narrower and more tightly centered around the
sensitive direction . This adaptivity effectively mitigates the inner-sector errors inherent in the

strawman approach, where the sector width is fixed and independent of ¢.

Example 10. Figure 6.2 compares the strawman approach and TraCS-D. Assume the next location
Ti4+1 1S a sensitive location needing direction perturbation, thus the sensitive direction is ¢ : T, — Tit1.
The dominant sector of TraCS-D is much smaller as € increases. For instance, when € = 6 and

@ =m/6, it can be calculated that p. =~ 3.20 and [l, ¢, rp) ~ [0.1197,0.2147). Thus, the dominant
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sector has a size of 0.0957 = 17° with probability 0.0957 x 3.20 =~ 0.95 of being chosen. In comparison,
the strawman approach has a dominant sector of 2w /6 = 60° with probability 0.98 of being chosen.
With almost the same probability of being chosen, TraCS-D’s dominant sector is significantly narrower

than that of the strawman approach, resulting in a much smaller inner-sector (sampling) error.

Detailed comparison between the strawman approach and Definition 9 is provided in Appendix D.2.4.
This Appendix will show that TraCS-D achieves a better trade-off between the size and probability

of the dominant sector compared to the strawman approach with any &k value.

Distance Perturbation

The other subspace of TraCS-D is the distance space D,.(,). Besides the boundedness, the size of

(g
this space also varies with the reference location 7; and the direction ¢. The technical challenge in

designing an LDP mechanism for this space lies in calculating the size |D )] for any ¢ at any ;.

(e

Given location 7;, any other location 7; € S can be represented by a pair of coordinates (p,7(¢))
relative to 7;. Since we focus on S as a rectangular area [asta, Gend] X [bstas bend], the distance from
7; to the boundary of S has a closed-form expression depending on the direction . Specifically,

this distance falls into one of the following four cases:

Gend — @i bend — bi @; — Gsta  b; — bsta } (6 1)

|Dr(<p)| S { cos() ) sin(¢) ’ —cos(<p)7 —sin(yp)

depending on the value of ¢. Appendix D.2.5 provides the detailed equation form of Equation (6.1).
Figure 6.3 illustrates the first two cases of |D,(,)|: when ¢ falls into [0,¢1), i.e. Figure 6.3a,
IDr(p)] = (@end — @i)/ cos(p); Figure 6.3b shows the second case, i.e. when ¢ € [¢1,¢2), then

‘,Dr(ap)‘ = (bend - bi)/Sin((P)’

With the known distance space [0, |D,,)|] and sensitive distance r(y), we can design a distance

perturbation mechanism to guarantee LDP for D For the convenience of presentation, we

r(p)-

normalize the distance r(¢) by |D,(,)|, resulting in a normalized distance 7(¢) € [0,1).T We then

(e
employ the piecewise-based mechanism in OGPM [184] for the normalized distance 7(¢) to guarantee

LDP on [0,1).

Definition 10 (Distance Perturbation Mechanism). Given a sensitive distance 7(p) and a privacy

"We use [0, 1) instead of [0,1] to ease the presentation of Definition 10 and to align with the circular domain.

These two domains are equivalent in implementation.
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Figure 6.3: Two cases of |D,(,)| at 7; (blue lines).

parameter €, TraCS-D’s distance perturbation mechanism M_ :[0,1) — [0,1) is defined by:

pdfIM_(7() =7 ()] = 4 " i (90)' € [u, v),
pe/ exp (e) otherwise,

where p. = exp(e/2) is the sampling probability, and [u,v) is the sampling interval that

?((p) + [_07 C) ’l'fF((,O) S [Cv 1- C),
[u,v) = {[0,2C) ifr(p) €10,0),
[1-2C,1) otherwise,

with C = (exp(e/2) —1)/(2exp(e) — 2).

Similar to M, the above mechanism M_ has a higher probability density p. in the central piece
[u,v), and a larger € results in a higher p. and a narrower [u,v), boosting the utility. It ensures
LDP for [0,1) and outputs a perturbed normalized distance 7 (). To cooperate with the direction

perturbation, 7(y) can be mapped to another distance space D at the perturbed direction

(¢’
¢'. This is a linear mapping without randomness, so the post-processing property [48] ensures it

preserves the same privacy level.

Workflow of TraCS-D

Combining the direction perturbation and distance perturbation, TraCS-D perturbs each sensitive

location in the trajectory.

Algorithm 1 presents the workflow of TraCS-D. It takes the location space S, the sensitive trajectory

T, and the privacy parameter ¢ as input. Since TraCS-D relies on a non-sensitive reference location,
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Algorithm 1: TraCS-D

Input: Rectangular location space S, sensitive trajectory T = {71, 7a,...,7n }, privacy parameter &

Output: Perturbed trajectory 77 = {7{, 74, ..., 75}
1 T 0, T« 1UT; > Add a dummy location 7
2 fori+0ton—1do

3 7! = (ai, b;), Tit1 = (@it1,bit1); > 7/ is the ref location for this iteration
4 p + atan2(b; 11 — b;, a;41 — a;); > Sensitive direction
5 ¢’ Mo(p;€a); > Perturb direction
6 R < |D; (| in Equation (6.1);

7 7() « [|Tix1 — 7|2/ R; > Sensitive (norm.) distance
8 7' (p) + M_(7(p); € — €a); > Perturb distance
9 R« |Dr(<p')|: (") 7 (¢) x R; > De-normalize

> Transform back to (longitude, latitude)

10 | 7l = (a; +17(¢") cos(¢’), bi + 7' (") sin(¢'));
11 T T Ut y; > 7/, is the next ref location

12 return 7';

we add a dummy location 7 to T, which can be the starting coordinate of S or a randomly drawn
location. Then, TraCS-D iterates over each pair of consecutive locations 7] and 7;1; (line 3). For
each sensitive location 7,41, it perturbs the direction (red block) and normalized distance (blue
block) with privacy parameters £4 and € — &4, respectively. The perturbed distance is then mapped
along the perturbed direction (line 9). Line 11 updates the reference location to the perturbed
location 77, which is then used as the reference for the next iteration (i +1). Finally, the algorithm

outputs the perturbed trajectory 7.

Algorithm 1 uses each 7] as the reference location for the next perturbation. In fact, it can be any
non-sensitive location in S. We choose different 7/ for alleviating the impact of a specific reference

location.

Analysis of TraCS-D

This subsection analyzes the privacy, computational complexity, and utility of TraCS-D.

Theorem 12. TraCS-D (Algorithm 1) satisfies ne-LDP for the rectangular location space S.

Proof. (Sketch) The direction perturbation mechanism M, satisfies 4-LDP by its definition. For
the distance perturbation, the randomness comes entirely from mechanism M _, which satisfies

(e — £4)-LDP. The post-processing property preserves the same privacy level after linearly mapping
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the perturbed distance. Then each location satisfies e-LDP by Composition Theorem 11 (or by
computing the 2D pdf ratio in the LDP definition). Hence, the entire perturbed trajectory satisfies
ne-LDP. Appendix D.1.2 provides details. O

Complexity. TraCS-D (Algorithm 1) has ©(1) time complexity for each location, as each line is
©(1). Thus, the entire algorithm has ©(n) time complexity, where n is the length of the trajectory.

The space complexity is also ©(n) because it needs to store the perturbed trajectory 7.

The ©(n) time complexity is optimal for per-location perturbation mechanisms. Among existing
LDP mechanisms for discrete location spaces, even if we ignore the complexity of the score function
and sampling in the Exponential mechanism [121], NGram [34] has ©(¢n) time complexity, where ¢
is the number of predefined “gram”. It also includes a large constant factor due to its search to
satisfy reachability constraints. L-SRR [148] has ©(mn) time complexity, where m is the number of
locations, due to the grouping of locations. ATP [181] also has ©(mn) time complexity, because of

its trajectory merging step.

Note that the ©(n) space complexity is for the convenience of presenting the algorithm. It can be
reduced to ©(1) by only updating each perturbed location 7, ; in place within 7" This results in a

lightweight memory footprint, which is crucial for edge computing.

Theorem 13. In TraCS-D, both the worst-case mean square error (MSE) of Mo and M_ converge

to zero with a rate of ©(e~¢/?).

Proof. (Sketch) The MSE can be calculated by the closed-form expression of M, and M_, allowing

us to prove the convergence rate. Appendix D.1.3 provides the details. ]

This theorem indicates that both the error of the perturbed direction and distance are reduced
exponentially with the privacy parameter €. Note that the size of the distance space also affects
the variance. Specifically, denote the output of M_ as a random variable Y and the sensitive input
as x. After the linear mapping, the perturbed distance is Y - |D,| and the sensitive distance is
x - |D,|, where |D,| is the size of the distance space. Thus, the MSE of the perturbed distance is
MSE[Y - |D,|] = |D,|? - MSE[Y]. Therefore, a smaller |D,| leads to a smaller MSE of the perturbed

distance.

6.2.3 TraCS-C

TraCS-C decomposes the rectangular location space S into two independent distance spaces D,

and Dy, as shown in Figure 6.1b. Specifically, we can fix (asta,bsta) as the reference location,
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Algorithm 2: TraCS-C

Input: Rectangular location space S, sensitive trajectory T = {71, 7a,...,7n }, privacy parameter &

Output: Perturbed trajectory 77 = {7{, 74, ..., 75}
T+ 0;
2 fori«+ 1tondo

[

3 Ti = (as, b;);

a (dg,dp) (a:;f(ﬁp bi’:;i’?):‘:a); > Normalize coordinates
5 E; — M_(da;¢/2); > Perturb coordinates
6 | dy < M_(dy;e/2);

7 (d, dy) (8;|Da|,E;|DbD, 7, = (asta, bsta) + (dg, dp); > De-normalize to (Dg,Dy)
8 T T U{r}

9 return 7;

with longitude ag, as the a-axis and latitude by, as the b-axis. Then any location 7; € S can be
represented as a pair of Cartesian coordinates (dg, dp), where d, € D, and dp, € D, are the distances
from 7; to the a-axis and b-axis, respectively. This representation is unique and reversible: any pair of
distances (dg, dp) can be mapped back to a unique location 7; € S. Thus, if 7; is a sensitive location,
an LDP mechanism applied to 7; is essentially applied to d, and dp. By Composition Theorem 11,

we can achieve LDP for 7; by applying perturbation mechanisms for d, and dp, respectively.

Coordinates Perturbation

In TraCS-C’s representation of locations, D, = [0, dend —@sta) and Dy = [0, beng —bsta) are independent
of any specific location. Therefore, the location perturbation of any 7; can be performed independently
in D, and D,.

Following the same idea of distance perturbation in TraCS-D, we normalize the distance d, and d
to [0,1) by dividing |D,| and |Dp|, respectively. Then the mechanism M_ in Definition 10 provides
e-LDP for the normalized distances, and the linear mappings back to D, and Dy preserve the privacy

guarantee.

Algorithm 2 shows the workflow of TraCS-C. It takes the rectangular location space S, the sensitive
trajectory 7T, and the privacy parameter € as input, and outputs the perturbed trajectory 7’. For
each location 7; = (a;,b;) in T, Line 4 computes its coordinates (dg, dj) and normalizes them to
(dg,dp) €[0,1) x [0,1). Lines 5-6 perturb the normalized coordinates d, and dj using M_ with
privacy parameter £/2. Then Line 8 maps the perturbed normalized coordinates back to D, and

Dy, and converts them to the longitude-latitude representation 7.
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Analysis of TraCS-C

Privacy and complexity of TraCS-C can be analyzed similarly to TraCS-D.

Theorem 14. TraCS-C (Algorithm 2) satisfies ne-LDP for the rectangular location space S.

Proof. (Sketch) Algorithm 2 uses mechanism M_ twice, each with a privacy parameter €/2. By
Composition Theorem 11 (or by computing the 2D pdf ratio in the LDP definition), their composition
satisfies e-LDP. The subsequent linear mappings to D, and Dy are post-processing steps that preserve
the same privacy. Hence, each perturbed location satisfies e-LDP, and the whole trajectory satisfies
ne-LDP. Appendix D.1.4 provides details. O

Complexity. TraCS-C (Algorithm 2) has ©(n) time complexity and ©(n) space complexity, where
n is the length of the trajectory. The time complexity is ©(n) because each line of Algorithm 2 is
©(1). The space complexity is ©(n) because it needs to store the perturbed trajectory 7'. Note
that the ©(n) space complexity is for the convenience of presenting the algorithm. It can also be
reduced to ©(1) by updating each perturbed location 7] in place within 7, which benefits edge

devices with limited computation resources.

6.2.4 Rounding to Discrete Space

Although TraCS is designed for continuous location spaces, it can be applied to any fine-grained
discrete location space by rounding the perturbed locations to the nearest discrete locations. The
rounding is a post-processing step that does not affect the privacy guarantee for the continuous

space.

Specifically, if the discrete location space is a set of cells, we can round the perturbed location to
the cell that contains it. Formally, assume C = {c1,...,¢y} € S discretize S into m cells. If 7/
is the perturbed location of 7; in TraCS, then the discretized TraCS outputs ¢; such that 7] € ¢;.
Commonly, the cells are evenly divided, so the rounding costs ©(1) time, as ¢; can be determined

by the coordinates of 7;.

If the location space is a set of location points, we can round the perturbed location to the nearest
location point. Formally, assume P = {pi,...,pm} C S is a set of location points, and 7/ is the
perturbed location of 7; in TraCS. Then, the discretized TraCS outputs arg min,, ¢p ||7; — p;l|2. The
time complexity of rounding to the nearest location point is O(m) in the worst case. In practice,

this time complexity can be significantly reduced by using heuristic or approximation algorithms.
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The candidate locations in a discrete space are typically public knowledge, which enables a heuristic
selection of a better reference location for TraCS-D. The key observation is that a smaller distance

space D yields a smaller distance-perturbation error. Therefore, it is preferable to choose a

()
reference location that minimizes the size of D, () with respect to the candidate locations.

Specifically, the direction from the reference location to other locations is often concentrated in a
dominant sector, as illustrated in Figure 6.2. If such a sector covers most candidate locations (thus
reducing rounding error) and is close to the boundary of the location space (thus shrinking the

distance domain), then the corresponding reference location is a good choice.

6.2.5 Discussions and Extensions

This subsection discusses the comparison between TraCS-D and TraCS-C, Euclidean versus spherical

geometry, technical considerations in TraCS, and other discussions and extensions.

Comparison of Privacy Between TraCS-D and TraCS-C

Although TraCS-D and TraCS-C provide the same level of privacy quantified by e-LDP—more
specifically, location-level (or event-level) LDP as described in surveys [17,113]—they have different

privacy interpretations.

In TraCS-D, the LDP guarantee is provided for the direction information and the subsequent
distance information. This means that when the use of TraCS-D and the perturbed trajectory 7 is
publicly known, any observer can hardly infer the sensitive direction ¢ : 7/ — 7;41 and the sensitive

distance 7(¢) : |7{ — 7it1| from the known 7/ and 7/, ;. Although the distance space D, relies on

»)
a specific direction, it does not leak the direction information, as the direction space D, = [0, 27) is

independent of any location and TraCS-D uses the perturbed direction.

In TraCS-C, the LDP guarantee is provided for the two independent distance spaces D, and Dy,.
This means that when the use of TraCS-C and the perturbed trajectory 7' is publicly known, any

observer can hardly infer the sensitive distances d, and dj.

Euclidean Geometry vs Spherical Geometry

TraCS is designed for a rectangular location space S C R? under Euclidean geometry, where

distances are measured by the Fuclidean metric. In particular, TraCS-D requires computing the
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distance spaces D,.(,), which are defined with respect to the Euclidean distance. This choice is made
for generality: (i) for many continuous trajectories (e.g. from wearable sensors or indoor devices),
Euclidean geometry is a natural choice; and (ii) for city-scale GPS trajectories (e.g. in Chicago and
Tokyo), the distortion induced by approximating geographic coordinates as Cartesian coordinates is

typically negligible.

Under spherical geometry, distances are measured by the great-circle distance. (i) For country-scale
GPS trajectories, standard map projections such as UTM [145] can convert GPS coordinates
into local Cartesian coordinates, after which Euclidean distance can be used. (ii) For general
spherical domains (e.g. the Earth’s surface), we can treat longitude and latitude as two independent
coordinates and redesign TraCS-C via independent composition of (M., M_). Specifically, for a
location with GPS coordinates 7; = (a;, b;) € ([-7, 7),[—7/2,7/2]), i.e. longitude and latitude, we
perturb longitude and latitude independently using M, and M _, respectively. This design does
not involve Euclidean distance and aligns with the semantics of longitude and latitude as separate

coordinates.

Why Perturb Direction First in TraCS-D

In TraCS-D, we perturb the direction first and then the distance. This order is motivated by two
considerations. First, the direction space D, = [0,27) is location-independent, making it well suited

for direct perturbation. Second, the distance space D is always defined relative to a specific

()
direction . If we were to perturb the distance before the direction, then after perturbing the
direction we would need to redefine the corresponding distance domain using the perturbed direction,
which complicates the procedure. Perturbing the direction first avoids this issue and yields a cleaner

mechanism design.

Impact of the Size of S

Intuitively, a larger location space S requires larger privacy parameters to achieve the same level of
utility. For TraCS-D and TraCS-C, this impact is reflected in the size of the direction space and

distance spaces.

In TraCS-D, the direction space D, = [0, 2) is independent of the size of S, meaning that the MSE
of the perturbed direction, MSE[¢'], remains constant regardless of the size of S. The distance

space D, depends on the specific direction ¢ and the size of S. In the worst case, D, () is the

(e
diagonal of S. We have shown that the MSE of M_ is quadratic to the size of the distance space

after linear mapping in Section 12. Therefore, when |D,. (.| increases linearly, the expected error of
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the perturbed distance, i.e. E[|r'(¢) — 7(¢)|], also increases linearly. Nonetheless, the error in the
direction space Dy, affects the error in D, in a non-linear way. Specifically, under the Euclidean
distance metric, this effect is |D,(,)| - 2sin(|¢ — ¢'[/2), which is the chord length of the arc between
¢ and ¢'.

In TraCS-C, both distance spaces D, and D; are determined by the size of §. Since they use
mechanism M_ independently, their expected error increases linearly with the increase of |D,| and

|Dp|. Meanwhile, the error in D, affects the error in Dy linearly.

Comparison with Geo-indistinguishability

Geo-indistinguishability [7] (Geo-Ind for brevity, also called metric privacy [129] in recent works)
is a more general (or weaker) version of LDP. From the perspective of Geo-ind, LDP force the
proximity-aware function d(z,y) in Geo-ind to be d(z,y) =1 for all x,y € S, ignoring that different
x and y have different d(z,y) in the context of their locations. Conversely, if the upper bound
maxy yes d(z,y) < d* holds in S, then TraCS also satisfies d*e-Geo-ind. However, this trivial
satisfaction of d*e-Geo-ind is highly suboptimal, since it uses the global upper bound of d(z,y)

rather than the fine-grained, actual values of d(x,y) for different location pairs of x and y.

We omit trajectory utility evaluations against Geo-ind as it is a different privacy model from LDP.
Generally, a well-designed Geo-ind mechanism can achieve better data utility than LDP mechanisms.
For piecewise-shaped mechanisms, it is possible to tailor different pieces to account for varying
d(z,y) for different z,y, thereby satisfying Geo-ind while achieving better data utility than the

current LDP mechanisms.

Other LDP Mechanisms for Bounded and Continuous Space

In this chapter, we employ utility-optimized piecewise-based mechanisms (OGPM) [184] for bounded
numerical domains to design the direction and distance perturbations in TraCS. Other LDP
mechanisms for bounded numerical domains can also be incorporated into TraCS, but most of them
may require redesign to suit the direction perturbation, as the circular domain D, = [0, 27) has a
different distance metric than linear domains. One exception is the Purkayastha mechanism [160],
which is designed for sphere S*~!, e.g. circular lines when n = 2. It can be an alternative to M.,
but not be directly applicable to S C R2. We don’t leverage it for direction perturbation because of
its sampling complexity (Section 3.4.2 in [160]) and higher MSE [184].

Another category of LDP mechanisms for bounded numerical domains is truncated mechanisms,
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including truncated Laplace [73,97] and truncated Gaussian mechanisms [21]. These mechanisms
modify Laplace and Gaussian distributions by redesigning distributions on a bounded domain, e.g.
[0,1). However, truncated mechanisms cannot preserve the same privacy level as their original
counterparts [21,73,97]. Determining their new privacy level is non-trivial and typically relies on
numerical testing algorithms [21, 73] rather than closed-form solutions. Compared with truncated
mechanisms, piecewise-based mechanisms are explicitly designed for LDP in bounded numerical

domains, making them more effective and easier to analyze.

Other Piecewise-based Mechanisms

In Definition 9 and Definition 10, we use specific instantiations for the parameters p and [, r) in the
piecewise-based mechanism. Besides these instantiations, TraCS can be integrated with any other
piecewise-based mechanisms [95, 98,101,150, 183] by redesigning them. For example, SW [95,184] is
a famous mechanism proposed for distribution estimation; it is defined on [0,1) — [—b,1 + b), with
b as a parameter. It uses different p and [I,7), and employs a strategy of maximizing the mutual
information between the perturbed and sensitive data to determine b. SW can be redesigned [184]
for the direction perturbation and distance perturbation in TraCS-D and TraCS-C. Appendix D.2.6
provides the detailed redesign of SW for them and shows intuitive comparisons with Definition 9

and Definition 10, and Appendix D.2.7 provides a comparison.

Other Shapes of Location Space

The design of LDP mechanisms is space-specific, implying that extensions to other shapes of location

space are not straightforward.

By post-processing. A practical workaround for non-rectangular continuous domains is to post-
process perturbed locations so they lie inside the target region. If a perturbed location falls outside
the shape, project it to the nearest point inside the shape (for polygons this is the closest point on
the boundary). Because the shape is public and projection is a data-independent post-processing
step, it does not weaken the LDP guarantee. This approach is especially useful for irregular shapes

or unions of multiple cities.

Direct extension. Directly extending TraCS to other shapes requires decomposing the domain
into independent subspaces that are compatible with our perturbation primitives. For TraCS, the
challenge lies in determining the size of each subspace, i.e. [Dy|, |Dy(y)l; [Dal, and |Dp|. Among them,
\DT(SO)\ is not apparent but can be calculated for rectangular location spaces. Although calculating

|Dy(y)| is generally non-trivial for irregular shapes, TraCS can be extended to parallelogram location

90



spaces by a linear transformation to a rectangular space. Meanwhile, TraCS-D can be extended to
circular regions, which are widely used in relative-location representations (e.g. radar and sonar
systems). Extending TraCS-C to circular regions is more challenging, since such regions do not
admit a natural Cartesian decomposition into independent coordinates. Appendix D.2.7 reports

experimental results of TraCS-D on circular location spaces.

6.3 Evaluation

This section evaluates the performance of TraCS on both continuous and discrete spaces.

6.3.1 Results on Continuous Space

The strawman method—our extension of k-RR for direction perturbation—can be combined with
the distance perturbation mechanism in TraCS-D to ensure LDP in continuous spaces S C R2. For
simplicity, we continue to refer to this extended approach as the strawman method, and compare
it with TraCS in continuous space. We also include the planar Laplace mechanism [7] + clipping
(truncation) as a baseline. This baseline perturbs each location by adding noise drawn from a 2D

planar Laplace distribution, and then truncates the output to the location space S if it falls outside.

Setup

TraCS requires the following parameters: the location space S, the sensitive trajectory 7, the
privacy parameter ¢, and ¢4 for direction perturbation in TraCS-D. The strawman method also

requires an instance of k in k-RR. We use configurations as follows for the experiments.

e Location space §: We consider synthetic and real-world settings. (i) The default location space
is [0,1) x [0,1). Without loss of generality, we consider a larger space S = [0,2) x [0, 10) for
comparison. We generate 100 random trajectories for each location space as synthetic datasets.
Specifically, each trajectory is generated by randomly sampling a sequence of 100 points in S.
This setup excludes dataset-specific effects to emphasize algorithmic performance. (ii) Areas of
TKY and CHI: These two trajectory datasets were collected in Tokyo and Chicago, extracted
from the Foursquare dataset [171] and Gowalla dataset [27], respectively. Locations in TKY are
within area [139.47,139.90) x [35.51,35.86) and CHI within area [—87.9, —87.5) x [41.6,42.0).

tAppendix D.2.8 provides more details on the planar Laplace mechanism + clipping.
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These two areas are visually shown in Figure D.8. We use the first 100 trajectories in each

dataset.

e Privacy parameter ¢;: We set ¢4 = en/(m + 1) to heuristically balance the perturbation in

M, and M_ according to their domain sizes.}

e k-RR: We set k = 6 as the strawman method’s default value, and consider 3-RR and 12-RR

for comparison.

We evaluate ¢ in the range [2,10]. For 2D discrete spaces with large location sets, this range
represents a moderate privacy level.Y For example, with A-RR mechanism and |X'| = 3600 locations,
e = 10 yields the true location output with probability ~ 0.85, while ¢ = 2 results in a much
lower probability of ~ 0.002. The Exponential mechanism exhibits similar behavior, though the
exact probabilities depend on the score function. In such cases where |X| is large, even though the
probability ratio exp(e) in the LDP definition is high, it remains difficult for an adversary to infer

the true location with high probability due to the vast number of possible locations.

Trajectory utility metrics. We follow the Euclidean distance to measure the utility of the
perturbed trajectory [34,148,181]. The distance between two locations 7; and 7/ is defined as
|7 — 7/||2. Therefore, given a sensitive trajectory 7 and a perturbed trajectory 7, the average

error (AE) among all locations in the trajectory is:

71
(T T ‘7-| Z HTZ i||2?

where |7 is the number of locations in the trajectory. A smaller AE indicates better trajectory
utility. We compute the average AE across all trajectories in the dataset for comparison. Although
AE is not a perfect utility measure, e.g. it may not fully reflect the requirements of specific
downstream tasks, it remains the commonly used metric for evaluating the utility of perturbed
trajectories [34,113,148,181,182]. Moreover, many other trajectory utility metrics are directly or
indirectly related to AE, such as the preservation of range queries and hotspots [34,181]. For brevity,

we defer these additional metrics to Section 6.3.2.
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Error Comparison on Synthetic Datasets

Figure 6.4 presents the error comparison between TraCS and the strawman method. We can observe
the error advantage of TraCS over the truncated Laplace mechanism (T-Laplace) across all € values,
and over the strawman method as the privacy parameter ¢ increases. Specifically, in Figure 6.4a,
TraCS-C exhibits smaller AE when ¢ 2 3, and TraCS-D exhibits smaller AE when ¢ 2 5. When
the location space expands to [0,2) x [0,10), i.e. Figure 6.4b, the advantage of TraCS becomes
more significant. Among TraCS, TraCS-C consistently has a smaller AE than TraCS-D. This is

$Appendix D.2.9 provides more discussion on setting eq.
TIn Definition 5, the privacy parameter ¢ is defined with respect to a specific domain X; its practical strength

therefore depends on the size of X.
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Figure 6.7: Comparison on real-world datasets.

because TraCS-D often deals with larger distance spaces D,.(,), which also magnifies the error of
direction perturbation. Statistically, the mean AE of TraCS-D is 91.1% of the strawman method in
Figure 6.4a and 86.6% in Figure 6.4b across all the ¢ values. For TraCS-C the corresponding ratios
are 75.5% in Figure 6.4a and 64.0% in Figure 6.4b.

Conditions TraCS-D outperforms TraCS-C. The error of TraCS-C depends on the size of the
distance spaces D, and D, while the error of TraCS-D depends only on the size of the distance space
D,(,)- Therefore, if D, is majorly smaller than D, or Dy, TraCS-D will outperform TraCS-C.
We conduct experiments to verify this condition. Specifically, we set S = [0,2) x [0, 10), and choose
a sensitive trajectory along the z-axis, i.e. the short side of S. Then we perturb the trajectory 1000
times using TraCS-C and TraCS-D and calculate the average AE. In this case, |D, ()| ~ 2, much
smaller than |Dy| = 10. Consequently, TraCS-D exhibits smaller AE than TraCS-C across all the e
values, as shown in Figure 6.5. In this experiment, the mean AE of TraCS-D is 49.8% of TraCS-C

across all the ¢ values.

Error of direction perturbation. Figure 6.6 shows the average error of direction perturbation in
TraCS-D compared with the strawman method. We collect the sensitive directions of the trajectories
in the location space S = [0,1) x [0, 1), and perform direction perturbation using TraCS-D and the
strawman method. For the strawman method, we use k-RR with k£ = 3,6,12. This experiment
reflects empirical error results of mechanism M, in Definition 9 and the k-RR + uniform sampling.
We can observe an exponentially decreasing error of TraCS-D as ¢ increases, as stated in Theorem 13.
In contrast, the strawman method exhibits an eventually stable error as e increases, due to the

inherent inner-sector error of k-RR.

94



Error Comparison on Real-world Datasets

Figure 6.7 shows the error comparison on the TKY and CHI areas. The trends largely mirror those
observed on the synthetic datasets. T-Laplace incurs substantially larger AE than TraCS and the
strawman method on the TKY dataset. Across all € values, the mean AE of TraCS-D is 96.8% of
the strawman method on TKY and 94.5% on CHI, for TraCS-C the corresponding ratios are 89.7%
and 61.2%. The performance gap is smaller on TKY than on CHI, because TKY’s location space is

more compact, which lowers the error values for all perturbation methods.

Choose TraCS-D or TraCS-C

From the above experiments, we can conclude criteria for choosing TraCS-D or TraCS-C: (i) TraCS-C
generally has better trajectory utility than TraCS-D for random trajectories; (ii) TraCS-D is better
for specific trajectories where their distance spaces are smaller than in TraCS-C, and suitable for

circular areas.

6.3.2 Results on Discrete Space

Our approach can be applied to discrete spaces by rounding each perturbed location to its nearest
discrete point. Importantly, the privacy guarantee is established in the underlying continuous
domain and therefore still holds after rounding, regardless of the chosen discretization. In the
following, we evaluate the performance of TraCS on discrete spaces and compare it with existing

methods.

Setup

Our evaluation includes the following LDP methods for collecting trajectories in discrete spaces:

e NGram [34]: It is often impractical to acquire reachability knowledge in practice [181]. We
instead consider a strong reachability constraint, i.e. from each location, the next location can

only be within a distance of 0.75 - @,| where @ is the maximal length of the location space.

I'While the original NGram employs much stricter time-reachability constraints (e.g. the next location must be
within 0.1h - 4km/h), this constraint is also known to the adversary, which undermines the privacy guarantee. TraCS

are LDP mechanisms guaranteeing privacy for the entire domain and do not incorporate such constraints.
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This constraint significantly reduces the location space for perturbation, especially for the

locations near the boundary.

e L-SRR [148]: We use group number g = 3, the same as the empirical optimal value in their
paper and code. Locations in the first group are within 0.3 - @ distance from the sensitive
location, where a is the maximal length of the location space. The second group is within

0.6 - @ distance from the sensitive location, and the remaining locations are in the third group.

e ATP [181]: We set the k-RR parameter k = 6 in ATP. The privacy parameter ¢ in original
ATP is for the entire trajectory, we distribute it to each location’s perturbation according to

their algorithms.

e TraCS: We use the same privacy parameter 4 as in the continuous space experiments. For

each perturbed location from TraCS, we round it to the nearest discrete location.

For a fair comparison, we use € as the privacy parameter for each location in all methods. The

comparison is conducted on the following datasets:

e Synthetic datasets: We uniformly discretize [0,1) x [0,1) into m discrete points and treat the
m points as the discrete location space. Specifically, we set m = 10 x 10 and m = 60 x 60 for
comparison. Along with them, we generate 100 random trajectories with 100 locations each
as synthetic datasets, i.e. each location is randomly sampled from the m discrete points and

connected sequentially.

e TKY and CHI (visualized in Figure D.8): We treat every location in the TKY and CHI
datasets as a discrete point, which together constitute the discrete location space. TKY
contains 7,798 discrete locations; CHI contains 1,000 discrete locations. We use the first 100

trajectories for evaluation.

For the TKY and CHI datasets, we perform the perturbation 5 times for each trajectory and
compute the average AE, which is the same setup as in ATP [181].

Error Comparison on Synthetic Datasets

Figure 6.8 presents the error comparison on the synthetic dataset. Figure 6.8a shows results for
m = 10 x 10, and Figure 6.8b shows results for m = 60 x 60. We observe that TraCS-C consistently
outperforms NGram, L-SRR, and ATP across all the ¢ values, and TraCS-D also outperforms them

when € 2 3. Moreover, the performance advantage of TraCS becomes more significant as m increases
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Figure 6.8: Comparison on synthetic datasets. m is the number of discrete points in the location space.

to 60 x 60. This is because finer-grained discretization allows TraCS’s rounding to align with the
sensitive locations more accurately. Statistically, the mean AE of TraCS-C is 66.1% of NGram,
57.1% of L-SRR, and 63.8% of ATP in Figure 6.8a, and the proportions are 57.6%, 52.6%, and
61.1% in Figure 6.8b. The mean AE of TraCS-D is 76.9% of NGram, 66.4% of L-SRR, and 74.2%
of ATP in Figure 6.8a, and the proportions are 71.2%, 65.0%, and 75.5% in Figure 6.8b. These

results indicate the advantage of TraCS for synthetic trajectories in discrete spaces.

Error Comparison on Real-world Datasets

Figure 6.9 presents the error comparison on the TKY and CHI datasets. Compared to the synthetic
dataset, NGram, L-SRR, and ATP achieve lower errors, particularly when ¢ is small. However, as ¢

increases, TraCS still outperforms them.

Reasons for the results. (i) ATP performs exceptionally well when ¢ is small, particularly on
the TKY dataset. This is because this dataset contains many “condensed” locations, i.e. no other
locations near the trajectory. In such cases, if the bi-direction perturbation of ATP is accurate,
the perturbed location is error-free. (ii) The AE of ATP does not decrease significantly as ¢
increases, which is consistent with their paper. NGram shows a similar trend, especially on the
TKY dataset. This is due to the low performance of the Exponential mechanism for large location
spaces, particularly when the locations are concentrated in a small area. In such cases, the score
function struggles to differentiate the scores among the locations. L-SRR exhibits a similar trend.
(iii) TraCS exhibits larger AE than them when ¢ is small because it focuses on the rectangular area
formed by the longitude and latitude, instead of a set of discrete locations in the cities (visualized

in Figure D.8). Therefore, the perturbed locations may be far from the city center (where benefits
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Figure 6.9: Comparison on real-world datasets. TraCS operates on rectangular areas encompassing the city,

which may result in larger AE when ¢ is small.

Table 6.2: Time cost comparison (in milliseconds).

ATP NGram L-SRR TraCS-D TraCS-C

Total 145.7 100.9 6.2 0.06 0.05

Perturb 125.8 92.8 0.003 0.018 0.003

discrete mechanisms) when ¢ is small.

Time Cost Comparison

Table 6.2 presents the time cost comparison on the TKY dataset. The time cost is measured in
milliseconds and averaged per location. It shows that TraCS-D and TraCS-C are significantly faster
than NGram, ATP, and L-SRR. Compared to NGram and ATP, this efficiency is primarily due to
the piecewise-based mechanisms in TraCS, which require negligible time for perturbation compared
to the Exponential mechanism. Compared to L-SRR, TraCS-D and TraCS-C are also faster because

they do not require grouping locations.

ATP has the highest time cost because it needs to process two copied trajectories and merges
them. NGram has a lower time cost than ATP but is still significantly higher than TraCS. The
perturbation procedure accounts for 86.3% and 92.0% of the total time cost in ATP and NGram,
respectively. L-SRR has the lowest time cost among the three state-of-the-art methods due to its

efficient sampling mechanism, however, its grouping procedure still incurs a non-negligible time cost.
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The total time cost of TraCS is less than 0.05% of ATP and NGram, and less than 1% of L-SRR.
The perturbation procedure of TraCS-D and TraCS-C only takes 30% and 6% time, respectively.
TraCS-D has a higher time cost than TraCS-C because it needs to calculate the distance space D,

for each location in the trajectory, while TraCS-C can use the same D, and D for all locations.

Experimental Results for Other Metrics

This subsection evaluates the performance of TraCS and existing methods under two additional
metrics: range query preservation (Formula 17 in [34]) and hotspot preservation (Section 6.2.4
in [181]). Given a threshold d, a perturbed location is considered correct if it lies within a ¢ distance
of the corresponding sensitive location. Formally, for a trajectory 7 and its perturbed trajectory

T’, the range query preservation (RQP) is defined as:

7]
RQP(T,T') = le{Hn 7/|l2 < 6} - 100%,

where 1{-} is the indicator function. A higher RQP indicates better trajectory utility. Hotspot
preservation measures how many hotspots from a given set remain after perturbation. Given a
set of hotspots H, the locations in H are considered preserved if their perturbed locations after
rounding are also in H. Formally, the count difference (CD) of a trajectory in hotspot preservation

is defined as:

7] u
DT, T) =Y 1{neH} - > 1recHAT € H},
i=1 1=1

where 1{-} is the indicator function. A smaller CD indicates better trajectory utility. We can find
the relationship between AE and these two metrics. For range query preservation with a given
threshold d, when AE < §, the perturbed location is expected to satisfy the range query. For

hotspot preservation a smaller AE leads to better hotspot retention after rounding in TraCS.

We further evaluate the performance of TraCS-D and existing methods under varying privacy
parameters ¢ using these two metrics. Specifically, we use the CHI dataset and adopt the following

experimental setups:

e Range query preservation: We set the threshold § = 0.1, and compute the RQP averaged over

all trajectories.

e Hotspot preservation: The hotspot set H is defined as the first 20% frequent locations in the

CHI dataset and we compute the CD averaged over all trajectories.
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Figure 6.10: Comparison of other trajectory metrics on the CHI dataset. Higher range query preservation

and lower error in hotspot preservation indicate better performance.

The results are shown in Figure 6.10. It can be seen that TraCS generally outperforms existing
methods across different privacy levels, demonstrating better effectiveness in preserving both range
queries and hotspots. Statistically, (i) the mean RQP across all ¢ values for L-SRR, ATP, and
NGram are 47.1%, 46.8%, and 56.5%, respectively, while the mean RQP of TraCS-D and TraCS-C
are 58.6% and 68.4%, respectively. (ii) The mean CD across all € values for L-SRR, ATP, and
NGram are 5.4, 4.9, and 5.2, respectively, while the mean CD of TraCS-D and TraCS-C are both
4.1. Particularly, TraCS shows improvement in hotspot preservation compared to existing methods

across all privacy levels.

Assigning ¢ for a Whole Trajectory

We also evaluate TraCS when the privacy parameter ¢ is specified for an entire trajectory rather
than per location. Specifically, for TraCS, L-SRR, NGram, and ATP, we set ¢ at the trajectory level
and allocate it uniformly across locations by assigning each location a parameter of €/|7 |, where |T|
is the trajectory length. This uniform allocation is simple and requires no additional information,
and we consider it the most robust choice. In contrast, non-uniform allocations (e.g. assigning a
larger parameter to utility-critical locations) may improve utility, but they typically rely on public
notions of “importance” and can weaken privacy protection for those locations. Appendix D.2.10
provides results and discussion on this evaluation, showing that TraCS outperforms existing methods

in trajectory utility under this setting when ¢ is large.
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6.3.3 Summary of Evaluation

From the evaluation results on both continuous and discrete spaces, we can summarize the following

findings:

e In continuous spaces, TraCS generally exhibits better trajectory utility than the strawman
method, particularly when the privacy parameter ¢ is large. Meanwhile, TraCS-C has better

utility than TraCS-D for common-shape location space and trajectories.

e In discrete spaces, TraCS generally outperforms NGram, L-SRR, and ATP, particularly when
the privacy parameter ¢ is large. Furthermore, TraCS has significantly lower time cost,

requiring less than 1% of their time cost.

These findings validate the effectiveness and efficiency of TraCS in collecting trajectory data under

LDP in both continuous and discrete spaces.

6.4 Related Work

This section reviews related trajectory collection methods under LDP and other quantifiable
privacy notions. More privacy-preserving trajectory collection methods can be found in recent
surveys [17,113].

Trajectory Collection under LDP

We have disscussed three state-of-the-art trajectory collection methods under pure LDP: NGram [34],
L-SRR [148], and ATP [181]. Among them, L-SRR was originally applied for origin-destination
location pairs, while NGram, ATP, and this dissertation focus on trajectory perturbation. NGram
attempts to ensure pure LDP for the “trajectory space”, also named as trajectory-level or instance-
level LDP in surveys [17,113], which is a stronger privacy than the location space. However, this
is proved extremely challenging as the trajectory space increases exponentially with the number
of possible locations in the location space. L-SRR, ATP and this dissertation focus on ensuring
pure LDP for the location space. Unlike L-SRR, ATP and other existing methods based on discrete
mechanisms, this dissertation focuses on continuous location spaces, which are more expressive than

any fine-grained discrete location space.

Beyond the above three methods that design LDP mechanisms for trajectory collection, several

101



works leverage external knowledge to improve the utility of LDP-based trajectory collection. WF-
LDPSR [94] adaptively determines each user’s privacy protection level based on the sensitivity
of the user’s information, and applies a water-filling strategy to allocate privacy budgets during
perturbation. Regional popularity (i.e. the popularity of different regions in the location space)
can also be exploited to constrain trajectory boundaries and improve utility [176]. In addition,
recent work studies poisoning attacks against NGram and ATP [74], where adversaries induce
malicious users to submit poisoned trajectories to the data collector with the goal of promoting

target patterns.

Another line of research is trajectory synthesis for privacy-preserving trajectory publication. A
typical work is LDPTrace [40], which synthesizes trajectories using a generative model. LDPTrace
discretizes the location space into cells and represents each trajectory as a sequence of cells.
Transition patterns between neighboring cells are perturbed using LDP mechanisms and collected
by an untrusted curator. The curator then trains a Markov chain model on the perturbed transition
patterns to capture movement behaviors. Following LDPTrace, ADGTrace [18] also employs Markov
chain models for trajectory synthesis; it does not provide LDP guarantees and leverages personal
features to improve utility. Compared to methods that perturb each trajectory, such as NGram,
L-SRR, and ATP, synthetic trajectories may be overly too random and not reflect the original

trajectories if not personalized enough.

LDP Mechanisms for Bounded Numerical Domains

The perturbation mechanisms used in TraCS for direction and distance perturbation are utility-
optimized piecewise-based mechanisms in OGPM [184]. Other LDP mechanisms for bounded
numerical domains [73,97,160] can also be incorporated into TraCS; refer to Section 6.2.5 for discus-
sions and comparisons. Compared with OGPM, which focuses on optimizing the 1D mechanisms’
data utility, the design of 2D mechanisms in TraCS needs to consider the unique characteristics of
trajectory data and 2D spaces. In particular, the direction-distance perturbation in TraCS-D to
guarantee LDP for a rectangular region requires careful design. Meanwhile, this dissertation empha-
sizes the overlooked fundamental issues inherent in discrete-space LDP mechanisms for trajectory
collection [34,148,181], which make privacy, utility, and efficiency discretization-dependent and
prevent guarantees for continuous spaces. TraCS demonstrates that designing mechanisms directly
in continuous space (via building blocks like OGPM, etc.) avoids these issues and subsumes discrete

cases via rounding.
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Trajectory Collection under DP

As a weaker privacy notion than LDP, (central) DP [45,48] assumes a trusted curator who processes
the raw data and releases the perturbed data. It requires that only neighboring locations in the
location space be indistinguishable, rather than any two arbitrary locations. Compared to LDP, the
concept of “neighboring” in DP has many interpretations. A comprehensive survey on DP-based

trajectory collection and publication is available in [113].

The use of direction information in trajectory collection dates back to an early work SDD [77], which
attempts to add unbounded Laplace noise to the direction information. It provides a DP guarantee
for unbounded continuous location spaces, but results in poor utility. The notion of “n-gram” in
trajectory collection dates back to [25], where it abstracts a trajectory pattern as a gram. The idea
of hierarchical decomposition can also be found in [177], where a spatial decomposition method is

used for trajectory synthesis.

External knowledge is also widely used in DP-based trajectory collection methods. NGram’s prior
work [33] provides a DP-based solution for trajectory synthesis by exploiting the public knowledge
of the road network. Focusing on particular privacy-concerned locations, or sensitive zones [149],

can also improve the trajectory utility while maintaining partial privacy guarantees.

Trajectory Collection under Other Privacy Notions

A widely used relaxed privacy notion than LDP for trajectory collection is Geo-indistinguishability [7,
111], where the indistinguishability between two locations is a function of their distance, i.e. privacy
can decrease with distance. Input-discriminative LDP [67] goes one step further, assigning each
location its own privacy level. Threshold-integrated LDP [172] defines a threshold to constrain
the sensitive region near a location. This is similar to NGram’s reachability constraint but with a
formal privacy definition. More relaxed LDP notions for trajectory collection can be found in paper
survey [113]. Although these relaxed LDP notions generally provide better trajectory utility than
pure LDP, they sacrifice the strong privacy guarantee of pure LDP, and often need hyperparameters

to define the privacy level.

6.5 Conclusions

This chapter presents TraCS-D and TraCS-C, providing local differential privacy guarantees for

trajectory collection in continuous location spaces. TraCS-D uses a novel direction-distance per-
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turbation procedure, while TraCS-C perturbs the Cartesian coordinates of each location. These
two methods can also be applied to discrete location spaces by rounding each perturbed location to
the nearest discrete point, achieving better efficiency than existing discrete methods. Trajectory
utility of TraCS is analyzed theoretically and evaluated empirically. Evaluation results on discrete
location spaces show that TraCS outperforms state-of-the-art discrete methods in trajectory utility,

particularly when the privacy parameter is large.

In summary, TraCS demonstrates that collecting trajectory data in continuous spaces generally
better discrete approaches, avoiding privacy and efficiency issues caused by discretization, while can

also be rounded to discrete spaces when necessary.
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Chapter 7

Quantification of Classifier Utility
under LDP

7.1 Preliminaries

This section formulates the problem, reviews LDP and the concept of classifier robustness.

7.1.1 Problem Formulation

Given a trained classifier A that provides public services, users must submit their data = as input to
utilize the classifier. However, users’ data  may contain sensitive information, and the third-party
classifier h may not be fully trusted to protect data privacy. To address this concern, users perturb
their data x using an LDP mechanism M, before sending it to the classifier h. The perturbation
mechanism M. acts as an interface between users and the classifier, forming a trust boundary by

presenting the perturbed data M. (z) to the classifier h.

While the perturbed data M. (z) protects user privacy, it may degrade the utility of the classifier h,
potentially leading to incorrect outputs where h(M.(z)) # h(x). This degradation is undesirable
for both the classifier provider and the users. Thus, a critical question arises: How can classifier
designers or users quantify the utility of the classifier h under the perturbation of M. ? This chapter
aims to answer this question by introducing a theoretical framework to quantify the utility of h

under the perturbation of M, w.r.t. the privacy parameter ¢.
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7.1.2 Sensitivity in LDP Mechanisms

Some LDP mechanisms, such as the Laplace and Gaussian mechanisms [48], were originally designed
for query functions on raw data. These mechanisms require the sensitivity of the query function
to determine the scale of perturbation. The (global) sensitivity of a function f : X — Range(f) is
defined as the maximum change in f for any two data:

Af = max_ |[f(z1)— f(x2)].

r1,T2€X

In the context of LDP, the privacy of the data x itself must be ensured, as the perturbation is
applied directly to the data. Here, the query function f is the identity function f(z) = z, whose
sensitivity is the maximum length of X. For classifiers, the input space X is typically normalized to

X =[0,1], resulting in a sensitivity of 1.

7.1.3 Classifier and Robustness

Definition 11 (Classifier). A classifier h: R — {1,2,..., K} is a function that maps input data
x € R? to a specific label h(x) € {1,2,...,K}.

Based on representation complexity, classifiers can be categorized as follows: a closed-form classifier
is represented by a closed-form function, such as a linear classifier; a non-closed-form classifier lacks
a closed-form representation, such as a neural network. In both cases, if we know the classifier’s

structure and parameters, we call it a white-box classifier; otherwise, it is a black-box classifier.

Definition 12 (Local robustness). Denote By(x) as the s-norm ball centered at x with radius 6.*

A classifier h is 0-locally-robust at x if:
Vz € By(x), h(z) = h(z).
Intuitively, local robustness means that the classifier h is insensitive to small perturbations around

the input z. The largest feasible 0 is referred to as the robustness radius of the classifier h at x.

Robustness radius serves as a key metric for evaluating the classifier’s stability to unseen data.

*The £oo-norm is a common choice for measuring data perturbations and can be converted to other norms using
norm inequalities. Here, By(x) denotes the set of points & € R? where each dimension of Z is within a distance 0 of

the corresponding dimension of z, i.e. By(x) == {z : |2V — 2| < 6}.
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(a) Example illustration. (b) Classifier utility w.r.t. €.

Figure 7.1: Illustration of the example and utility quantification of the classifier under the Laplace mechanism
for z = 0.5.

7.2 Illustrating the Framework: An Example

This section illustrates the utility quantification framework with an intuitive example. Specifically,

we consider a classifier under the Laplace mechanism and present a utility quantification statement.

Definition 13 (The Laplace mechanism [48]). For any x € [0,1], the Laplace mechanism M.
is defined as: Mg(z) = x + &, where & ~ Lap(1/e) are random wvariables drawn from Laplace

distribution with mean 0 and scale 1/¢.

In the Laplace mechanism, M, (z) is unbounded due to the Laplace distribution. Since the classifier
is typically defined on a bounded domain, such as [0,1], a common practice is to truncate the

perturbed data to this range, i.e. M(z) is truncated to [0, 1].T

7.2.1 Example

Consider a classifier b : [0,1] — {1, 2} with one-dimensional input and two classes, defined as:

1, ifze0.2,08]
h(xz) =

2, otherwise.

TThis truncation can be treated as a post-processing step by the users that does not leak privacy [48,64,156]. We
will also examine mechanisms with bounded perturbations in Section 7.3.1, where no truncation is needed. There are
also truncated Laplace mechanisms [31,59] that directly sample from the truncated Laplace distribution. It is also

applicable to our framework; we use the original Laplace mechanism on [0, 1] as an example for simplicity.
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Consider a specific sensitive data x = 0.5, which will be perturbed using the Laplace mechanism
M. before submitting it to the classifier. As a result, the classifier’s output, h(M.(0.5)), becomes a

random variable due to the randomness of M..

To quantify the utility of h(M.(0.5)) with respect to £, we analyze two key properties: the

concentration of M, and the robustness of h.

Concentration analysis. Denote region By(z) as the #-neighborhood ball of z. For instance,
Bp3(0.5) == {Z : |z — 0.5] < 0.3}. Then the perturbed data M_.(0.5) falls into By 3(0.5) with a
probability p(e, § = 0.3). Specifically, denote F1,p(6) as the cumulative distribution function (CDF)
of the Laplace distribution used in M.. We have:

p(e,0 = 0.3) = Pr[M_(x) € Bo3(2)] = Frap(0.3) — Frap(—0.3)
=2F1,p(0.3) — 1 =1 — 0%,

Therefore, we can state that: M.(0.5) outputs a value within By 3(0.5) with probability 1 — e=9-3.
For instance, if we set ¢ = 2, we have p(2,0.3) = 0.46. Figure 7.1a shows the illustration of this

instance.

Robustness analysis. Analyzing the utility of (M. (0.5)) requires analyzing the robustness of h
under the input range By(0.5). We can see that h is robust under the input range By 3(0.5) = [0.2, 0.8]
according to its definition. Then, we can state that: h preserves the correct classification result

under the input range By 3(0.5).

Utility quantification. Combining the above, we can quantify the utility of h(M2(0.5)): with
probability at least p(2,0.3) = 0.46, h preserves the correct classification result under Ms(0.5).

Importantly, this utility quantification can be extended to any ¢ using the closed-form expression of
p(e, 0).

Application. For this classifier, the theoretical utility quantification p(e,0.3) can guide the choice
of the privacy parameter € in the Laplace mechanism to achieve a desired utility level. Figure 7.1b
shows p(e, 0.3) as a function of €. For instance, to ensure the classifier preserves the correct result

with probability p(e,0.3) > 0.8, privacy parameter € should be set to at least 5.2.

7.2.2 Further Steps

The above example has demonstrated an analytical approach to quantify the utility of a classifier
under the Laplace mechanism. However, this example is limited in scope as it focuses on a specific
noise-adding mechanism and assumes a white-box classifier with a known robustness radius. In

practice, several challenges arise: (i) Diverse LDP mechanisms. Not all LDP mechanisms behave

108



as noise-adding mechanisms, which means the concentration analysis may differ significantly. (ii)
Variety of classifiers. Classifiers come in various forms, and determining their robustness radius
often requires different techniques. (iii) Conservative utility quantification. The utility provided in
this example is a lower bound under strong pure LDP constraints and a conservative robustness

radius. It can be refined, especially for higher-dimensional classifiers.

The subsequent sections will address these challenges by introducing a general framework for utility

quantification and refinement techniques. Specifically, we will cover the following aspects:

e General LDP mechanisms. We model an LDP mechanism as a general distribution function and
derive its concentration analysis p(e, §). As examples, we explore commonly used continuous

and discrete mechanisms.

e Unified method for finding robustness radius. We treat classifiers as black-box functions and
adapt a hypothesis testing framework to determine their robustness radius. This approach
provides a unified method applicable to classifiers with different structures and access types
(white-box or black-box).

o Refinement techniques. We refine the utility quantification by incorporating the concepts of

robustness hyperrectangles and PAC privacy.

7.3 Formal Framework

This section presents the formal framework for quantifying utility of classifiers under various types

of LDP mechanisms.

7.3.1 Concentration Analysis of LDP

In Definition 5 of LDP, the mechanism M/(x) represents a family of probability distributions
determined by the input x. Thus, the perturbed output & = M(z) is a random variable. The
concentration property characterizes how the probability mass of the perturbed output  concentrates

around the original input x, and can be stated as follows.

Proposition 2 (Concentration property of LDP). Let M(x) be an e-LDP mechanism applied to an
input © € R, and let Faq denote the CDF of the perturbed output M(x). The concentration property
of M(x) is given by:

Va < b:Prla < M(x) <b] = Fam(b) — Faq(a).

109



This proposition follows directly from the definition of the CDF and provides a probabilistic
characterization of the “boundedness” of the LDP mechanism M(x). As a special case, if a =z — 6
and b = x + 0, it becomes Pr[M(z) € By(x)]. For practical mechanisms designed for better utility,
M(z) is typically concentrated around the input x. This implies that Fa((b) — Faq(a) captures
most of the probability mass when z € [a,b]. We analyze the concentration properties of typical

continuous and discrete LDP mechanisms in the following subsections.

Continuous Mechanisms

When the data domain is continuous, the LDP mechanism corresponds to a continuous distribution.
Based on whether the perturbation depends on the input z, continuous mechanisms are categorized
into: (i) Noise-adding mechanisms, which add noise independent of the input x. (ii) Piecewise-based

mechanisms, which sample outputs from input-dependent piecewise distributions.

Noise-adding Mechanisms. These mechanisms achieve LDP by adding carefully designed noise

to the input data.

Definition 14. A noise-adding LDP mechanism M : X — Range(M) is defined as: M(x) =z +¢,

where £ is a random variable (noise) drawn from a symmetric distribution with mean 0.

Noise-adding mechanisms are input-independent, using the same noise distribution for all inputs.

Examples include the Laplace and Gaussian mechanisms [48].

Concentration Analysis. For a noise-adding mechanism M (x), the probability of outputting a
perturbed value M(z) € By(x) is:

Faala +0) — Fnl — 6) = 2- Fy(6) — 1,

where Fl\q is the CDF of the noise distribution. The last equality holds due to the symmetry of
the noise distribution, making the result independent of x. For instance, the Laplace mechanism’s

concentration analysis is given by:
2Fap(0) —1=1—e7%.

In the previous section, we have seen that for ¢ = 2 and 6 = 0.3, the concentration probability
is 0.46. This indicates that while the Laplace mechanism is defined on the whole real line, it is

concentrated in a small region around =z.

Piecewise-based Mechanisms. These mechanisms achieve LDP by sampling outputs from

carefully designed piecewise distributions that vary based on the input x.
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Definition 15. A piecewise-based LDP mechanism M(x) : X — Range(M) is defined as:

e if T e le)TCE,Ev
pdfM(z) = Z] = b / . }

pe/€°  otherwise,

where p. is the sampling probability, and [l c,ry | define the sampling interval based on x and e.

Piecewise-based mechanisms are input-dependent, meaning the sampling distribution changes for
different inputs x. Examples include PM [150] and SW [95], which use different p. and intervals

[lze:T2e]. New mechanisms can be designed by modifying these parameters.

Concentration Analysis. For a piecewise-based mechanism M(x), the probability of outputting

a perturbed value M(z) € By(z) depends on 6. The concentration analysis is given by:

20 -pe if BG(CC) - Ux,aa TI,EL
(Toe = log)pe + (20 — (1o — lze)) % otherwise.

This analysis is z-dependent due to the terms [, . and 7, .. For example, in the PM mechanism with
pe = /2 if By(z) C [lye,74c), the probability is 26 - e/2. For e = 2 and 6 = 0.3, the concentration
probability M(z) € By(x) is 0.86, indicating that the PM mechanism is more concentrated than

the Laplace mechanism under these parameters.

Discrete Mechanisms

When the data domain is discrete and finite, the LDP mechanism corresponds to a discrete
distribution. Many real-world datasets are discrete, such as image pixel values (e.g. 256 levels) or

integer-valued attributes like age.
Definition 16. If |X| < oo, a discrete LDP mechanism M(x) : X — X is defined as:
Pr[M(z) = %i] = p-(%i,7), ;€ X,

where pe(Z;, z) is the probability of perturbing x to Z;, determined by €, x, and ;.

Examples of such mechanisms include the k-RR mechanism [78], where p.(Z;, z) is uniform except
for #; = x, and the Exponential mechanism [48], where p.(Z;, z) depends on the distance between

T; and x.
Concentration Analysis. For discrete mechanisms, the support is a finite set X', and the CDF is
defined as: Faq(¥) = ) ;. ~z p(%;, ). The probability of M(z) outputting a value in By(z) is:

Fu(e+0) —Fu@ -0 = > p(isa).
Z,€[x—0,2+0]
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For instance, in the k-RR mechanism:

(30, 2) i = x otherwi !
T, x) = ————— if ; = x otherwise ————.
Plti ) = —1 e © X[ —1+e
If X discretizes [0, 1] evenly, i.e. X = {0,1/|X|,2/|X|,...,1}, the concentration analysis becomes:
Z (~ ) 68 n 20|X| -1
Ti,x) = .
) Pelti; X[ —L+e ' |X[—1+e
Z;€[x—0,240]

When |X| =100, ¢ = 2, and 6 = 0.3, the concentration probability of the k-RR mechanism is 0.63.

Comparison of Concentration Properties

Fixing € = 2 and 6 = 0.3, the concentration probabilities of the mentioned three mechanisms are:

e Laplace mechanism: p(e = 2,0 = 0.3) = 0.46;
e PM mechanism: p(e = 2,0 = 0.3) = 0.86;

e k-RR mechanism: p(e = 2,60 = 0.3) = 0.63.

These results highlight that different LDP mechanisms are differently concentrated under the same
privacy parameter ¢ and region By(x). This variation is critical for analyzing classifier utility
and selecting appropriate LDP mechanisms. For instance, if a classifier’s robustness radius 6 is
0.3, and we set privacy parameter ¢ = 2, the PM mechanism achieves the highest probability of

M(x) € Bys(x), making it the best choice in this scenario.

7.3.2 Robustness Analysis of Classifier

We analyze the robustness of classifiers under the concept of probabilistic robustness, a probabilistic
approximation of deterministic robustness.t Probabilistic robustness suffices for utility analysis
under LDP mechanisms, as both the robustness and concentration properties of LDP mechanisms are
probabilistic. Compared to deterministic robustness, it is computationally efficient and applicable

to any classifier, including black-box classifiers, thus suitable as a general framework.

¥If the classifier is white-box, deterministic robustness can be derived analytically or through verification methods.
See Appendix E.2.1 for details. In the most ideal case, the deterministic robustness can be expressed as a closed-form

function of arbitrary x. We omit such easier cases for generality.
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Probabilistic Robustness

Hypothesis testing provides an intuitive perspective for probabilistic robustness. We can state two

counter hypotheses:

e Hy: h is robust under By(z).

e Hi: his not robust under By(x).

These hypotheses can be statistically tested by querying the classifier on random samples in By(x).5 If
robustness holds for almost all samples, Hy is accepted with high confidence. Formally, probabilistic

robustness is defined as follows:

Definition 17 (Probabilistic robustness [144,180]). Given a classifier h, an input x, a radius 0,
and a tolerance T > 0, h is 0-locally-robust at x with probability at least 1 — w if

r — Pr|h(z) = h(x T —w, 1
b L-Prh(@) = h@) < 7] 21 -w,

where T is a random variable drawn from By(z).

This definition implies that the event h(Z) = h(z) is almost always true (within a tolerance 7) with
probability at least 1 — w. Here, 1 — w also corresponds to the confidence level (type I error) in the
hypothesis testing. For minimal 7 and w, e.g. 7 = 0.01 and w = 0.05, A is nearly 6-locally robust at

x. Deterministic robustness is a special case with 7 =0 and w = 0.

Probabilistic robustness is typically computed using the Hoeffding bound [144,180], which provides
a probabilistic guarantee for the mean of a random variable. Let Z be the indicator function of
h(z) = h(x), i.e. Z =1 if robust and Z = 0 otherwise. Then, the empirical mean jiz (robust
frequency) is calculated by sampling n points, and the true robustness probability uz can be derived

using the Hoeffding bound.

Theorem 15 (Hoeffding bound [72]). For any 7 > 0 and w > 0, the probability w that the empirical
mean (fiz) is within T of the true mean (uyz) is bounded by:

ZiEIEDZ iz —pzl <7] >1-w,

$Robustness analysis is a different scenario from using the classifier, and does not leak users’ privacy. Section 7.5

provides further discussions.
IThe inner probability Pr[h(Z) = h(z)] is taken over the uncertainty of robustness, refer to Appendix E.2.2 for

explanation.
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Figure 7.2: Robustness radius 6 of a 2D classifier at = and the tested decision boundary by brute force.
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where w = 272" and n is the number of samples. Equivalently, at least n(w,7) = (In 2)/(272)

samples are required to ensure the bound.

The number of samples n balances utility guarantees and computational cost. A smaller w (more
deterministic guarantee) requires more samples n. Given 7 and w, we check if the empirical
mean [iz on n(w,7/2) samples satisfies iy € [1 — 7/2,1]. If this is true, by the Hoeffding bound,
|pz — fiz| < 7/2, which implies uz € [1 — 7, 1]. Thus, Definition 17 holds, and we can claim that h

is robust under By(x) with probability at least 1 — 7, and our confidence level is at least 1 — w.

Independent of the classifier. The above method treats the classifier as a black-box function,
making it applicable to any classifier h without requiring knowledge of its internal structure or

parameters.

Procedure for Finding ¢

After setting tolerance 7 and confidence level w, we can find a probabilistic guaranteed robustness
radius by the following procedure. The key idea is to increase 6 from 0 until the misclassification
rate exceeds 7/2. Specifically,

1. Compute the required number of samples n(w, 7/2) using the Hoeffding bound in Theorem 15.

2. For the current 6, uniformly sample n points from By(x), then query the classifier and calculate

the misclassification rate.

3. If the misclassification rate is below 7/2, increase § and repeat the second step.

As 6 increases, the misclassification rate will eventually exceed 7/2. The maximum 6 before this
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point is the robustness radius. In practice, binary search is often used in the third step to reduce

the complexity to a logarithmic scale.

Example 11. Given a 2D neural network classifier h : [0,1]? — {1,2}, treated as a black-box, and
parameters T = 0.02 and w = 0.05, we determine the robustness radius 0 at x = (0.5,0.5) using
the described procedure. Specifically: (i) the required number of samples for testing is n(w,/2) ~
1.8 x 10%; (i) by testing 6 € [0, 1], we find the robustness radius to be § = 0.20.

Figure 7.2 illustrates this example. The true decision boundary of h at x is shown by the black
dashed line, computed via brute force. The green dashed box represents the robustness area By(x)

determined by the found 0 = 0.20. This result closely touches the true decision boundary.

In the above example, any perturbation within the robustness region By(x) ensures that the classifier’s
output remains unchanged, thereby preserving utility. When the perturbation is performed by an
LDP mechanism, the perturbed value # is drawn from By(x) with a specific probability. The next
subsection establishes the connection between By(x) and this probability to quantify the classifier’s

utility under LDP mechanisms.

7.3.3 Utility Quantification

By combining the concentration analysis of LDP mechanisms and the robustness analysis of classifiers,
we derive a utility quantification for a given classifier under an LDP mechanism w.r.t. any privacy
parameter €. This quantification framework provides a systematic evaluation of classifier performance
under LDP mechanisms. In contrast, the empirical approach requires re-evaluation for different e

and fails to establish analytical relationships between utility and e.

Formally, by Definition 17, the classifier is robust under By(x) with tolerance 7 and confidence
level 1 — w. Therefore, under the same confidence level (1 — w), a probabilistic estimate of the
event h(Z) = h(x), i.e. exact robustness without tolerance, is at least 1 — 7. Meanwhile, the LDP
mechanism M perturbs x into By(x) with probability Fa(x + 6) — Faq(x — 0). Thus, the utility
guarantee of the classifier under the LDP mechanism is quantified by the product of these two
probabilities. Specifically, given a d-dimensional classifier h and raw data x, denote M<(z) as the
perturbed d-dimensional input by d independent M.l We claim: Under confidence level at least

1 — w, with probability at least p(e,0), the classifier h preserves the correct classification result under

I For simplicity, we assume M is applied to all dimensions of h. In practice, it may only be applied to a subset of

sensitive features.
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Figure 7.3: Comparison of the robustness probability p(e, ) for different LDP mechanisms with ¢ = 2,4, 6.

Details of the mechanisms and discussions on the curves of p(e,6) are provided in Appendix E.2.3.

the input perturbed by M?, where
p(e,0) = PriM%(z) € By(x)] - _ gr( )[h(i) = h(z)]
T~Bg(z

> (Fp(z +6) — Fu(z — )7 (1—17),
with Faq the CDF of the LDP mechanism M.

For a given mechanism M, the term Fuq(z 4 6) — Faq(z — 0) is a closed form w.r.t. € and 6, directly
computable from the mechanism’s parameters. w and 7 are predetermined based on Definition 17
of robustness. We fix w = 0.05 and 7 = 0.01 for all subsequent analyses. Thus, with the known
robustness radius 6 of the classifier h at z, p(e, 6) provides an immediate utility quantification for

any €.

Furthermore, if the distribution of z as P, is known, we can extend the utility quantification to
provide average-case (expected) and worst-case guarantees:**

pavg(€) = Eunr,[p(e,0)], and pwor(e) = min [p(e, 0)].
Such guarantees provide input-distribution-aware utility quantification for the classifier. For example,
the average-case utility guarantee can be stated as follows: On average, under confidence level at
least 1 — w,™ with probability at least pave(€), the classifier h preserves the correct classification

result for an input x ~ P, perturbed by M?.

Application 1: Select the best LDP mechanism. A direct application of this utility quan-

tification is comparing the classifier’s utility under different LDP mechanisms to select the best

**Evaluating average-case and worst-case utility requires knowledge of the input distribution P.. In most papers,
analyses of worst-case utility for their proposed mechanisms (defined on a specific domain) implicitly assume P, is
defined on that domain with non-zero probability. In practice, P, can be estimated from historical data or domain

knowledge.
tTFor clarity, we omit the confidence level in subsequent statements, as it is a predefined constant with 1 —w ~ 1.
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one. Mechanisms with higher p(e, 0) yield higher utility guarantees for classifiers. However, this
varies with 6 for different classifiers and ¢ for different mechanisms. In fact, there is not a single

best mechanism for all classifiers under all €.

Example 12. Figure 7.8 shows the utility guarantee p(e,0) for different LDP mechanisms, with 0
ranging from 0.1 to 0.5 and at x = 0.5. Detailed instantiations of these mechanisms are provided in
Appendiz E.2.53. A higher p(e,0) indicates a higher utility for classifiers with robustness radius 6. It
is evident that no single mechanism is universally optimal for all € and 6. For instance, when € and
0 are small (e.g. ¢ =2 and 0 < 0.1), the SW mechanism performs best. As e and 0 increase, the

PM mechanism becomes the superior choice.

Takeaway results. Although no mechanism is universally optimal for all classifiers (with a given
robustness radius €) under all ¢, heuristic guidelines can assist in mechanism selection. From the
above example and Figure 7.3, we observe that if the privacy parameter € is not too small (> 2),
and the classifier’s robustness radius  is not too small (> 0.1), then the PM mechanism is generally
the best choice. Experiments in Section 7.6 further support this conclusion for higher-dimensional

classifiers.

Application 2: Select € for a utility requirement. With a chosen mechanism, the utility
quantification can guide the selection of the privacy parameter € to meet a desired utility guarantee.
For example, if the classifier’s robustness radius # is 0.3, and we require the classifier to preserve
the correct classification result with probability p(e,0) > 0.8 under the PM mechanism, we can set
e=18.

Impact of dimensionality. For high-dimensional classifiers, the primary challenge lies in the
(sensitive) input dimension d. The utility guarantee p(e,6) decreases exponentially with d, and
capturing the robustness of high-dimensional classifiers becomes more difficult, making the utility

quantification less meaningful.

The second part of the contribution addresses this dimensionality issue. By introducing more precise
robustness analysis methods and relaxing the privacy constraint, we refine the utility guarantee

p(g,0), making the utility quantification more practical for high-dimensional classifiers.

7.4 Refinement Techniques

This section introduces two techniques to refine the utility quantification presented in Section 7.3.3.

The key observation is that the utility guarantee p(e, ) is a conservative lower bound. It is an
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at-least guarantee based on the robustness radius under pure e-LDP. To refine it, we propose the

following techniques.

e Robustness refinement. We generalize the robustness radius to a robustness hyperrectangle,

which assigns distinct radii to different dimensions, enabling a more precise computation of
p(e,0).

e Privacy relaxation. We relax the pure e-LDP constraint to (e,d)-PAC LDP, which tolerates a
small probability of failure. Under this relaxation, we introduce a §-probabilistic indicator for
applying the e-LDP mechanism and propose an extended Gaussian mechanism tailored for
PAC LDP.

7.4.1 Robustness Hyperrectangle

To refine the utility quantification, we introduce the notion of a robustness hyperrectangle, which

provides a more precise description of the robustness area.

The commonly used robustness radius for classifiers [52] is a conservative measure of robustness. It
defines the robustness area as an fs.-ball,# where all dimensions share the same radius. However,
in practice, different dimensions often have varied robustness radii, making the true robustness area
larger than that defined by an /,.-ball. In our context, accurately describing the robustness area
is crucial for refining utility quantification. To this end, we define the robustness hyperrectangle,

which accounts for the robustness of each dimension individually. The formal definition is as follows.

Definition 18 (Robustness hyperrectangle). Given a d-dimensional classifier h and a data point x,
the robustness hyperrectangle 0, := [a1,b1] X [ag, ba] X -+ X [ag, bg] is a d-dimensional hyperrectangle
that includes x and satisfies

VZ € 0., h(Z) = h(x).

The robustness radius is a special case of the robustness hyperrectangle, where each dimension has

the same size 6 around z. More generally, we say that the classifier h is 6,-locally robust at x.

Finding robustness hyperrectangle. The robustness hyperrectangle 6, is not unique, unlike the
robustness radius. Different methods for finding 6, may yield different results. Heuristically, we aim

to include the robustness radius to ensure an improved utility quantification.

HOther £p-balls, such as £1-ball and f2-ball, are also used, but they are also symmetric across all dimensions.
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Figure 7.4: Two robustness hyperrectangles (green dashed boxes) for the classifier in Figure 7.2. The original

robustness radius § = 0.2 corresponds to the gray dashed box.

After determining the robustness radius 6 using the procedure in Section 7.3.2, we initialize the
robustness area of each dimension as [a;, b;] with 6. We then try to expand [a;, b;] along the a; or b;
directions. This process outputs a maximal robustness hyperrectangle 6, that satisfies the definition
in Definition 18.

Example 13. Figure 7.4 illustrates two examples of robustness hyperrectangles for the classifier
i FErample 11. The original robustness radius is 8 = 0.2, corresponding to the hyperrectangle
[0.4,0.6] x [0.4,0.6] (gray dashed boxes). Two different hyperrectangles (green dashed bozes) are
shown, both larger than the original robustness radius. Figure 7.4a partially includes the robustness
radius, while Figure 7.4b fully encompasses it. The proposed procedure will obtain the hyperrectangle

depicted in Figure 7.4b.

Each dimension of ,, represented as [a;, b;], influences the concentration analysis of LDP mechanisms.
Larger [a;, b;] allows for greater perturbation, leading to a stronger utility guarantee. Specifically,
the concentration level € in the utility guarantee p(e, 6) is replaced with the refined 6., resulting in

the improved utility guarantee p(e, 6,).

Refined utility quantification. Given a d-dimensional classifier A, LDP mechanism M. for each
dimension, and private data x. Denote the utility quantification p(e, 8) as defined in Section 7.3.3. It
can be refined to: With probability at least p(e, 6,), the classifier h preserves the correct classification

result under the input perturbed by d independent M, (i.e. pure de-LDP), whereSS

d
p(e,05) = [ Fm(i) = Faa(as),
=1

$¥We omit the terms (1 —w) and (1 — 7) related to p(e, 6,) for simplicity in presentation. They are almost 1 in

practice (e.g. w = 0.05,7 = 0.01) and thus also negligible.
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where [a;, b;] represents the i-th dimension of the hyperrectangle 0.,.

7.4.2 PAC Privacy

Probably approximately correct (PAC) privacy [167] provides a formal framework for relaxing the
worst-case privacy guarantee. While pure LDP requires the privacy constraint to hold in all cases,
PAC privacy allows a small probability of failure, i.e. probabilistic LDP. This relaxation allows
the use of a wider range of mechanisms, notably the Gaussian mechanism, which is widely used in

privacy-preserving machine learning.

To simplify notation, we denote the privacy loss [48] between z1 and z9 at T as

5 1 (DM (@0) = 7]
EM,m,xz(x) =In (PI‘[M(‘TQ) = j]) .

Pure e-LDP can then be expressed as: Lfz, ,(Z) < € for all 21, x2,Z. In contrast, (e, )-PAC LDP
is defined by a relaxed d-probabilistic condition.I1

Definition 19 (PAC LDP, adopted from [167]). A randomized mechanism M : X — Range(M)
satisfies (¢,9)-PAC LDP if

Va1, 22, Prllag g, 20(Z) <€l >1—46,

i.e. M satisfies e-LDP with probability at least 1 — 9.

Pure LDP is a special case of (g, 6)-PAC LDP with § = 0. Although PAC LDP allows a d-probabilistic

failure, the adversary can only infer the original data with probability at most § when e-LDP fails.

Combination of PAC LDP mechanisms. When applying d independent PAC LDP mechanisms
to d dimensions, if we follow the combination theorem from Dwork [48], it gives (de, dj)-PAC LDP.
However, this result is not tight, as it follows the failure probability dé can exceed 1, which is

impossible. We provide a tighter result for combining d independent PAC LDP mechanisms.

Theorem 16 (Combination of (¢, §)-PAC LDP). Given d independent mechanisms My, Ma, ..., My
that satisfy (g,8)-PAC LDP, their combination satisfies (de,1 — (1 — §)%)-PAC LDP.

Proof. (Sketch) The result of 6 comes from computing the total failure probability of d independent
mechanisms. Appendix E.1.3 provides the details. O

T1Readers may wonder about the relationship between (g, §)-PAC LDP and (e, §)-LDP. In fact, the traditional
(g,9)-LDP from Dwork [48] is ambiguous and has many interpretations. Concentrated privacy [44] from Dwork, Renyi

privacy [114], and PAC privacy [167] can address this ambiguity. See Appendix E.2.4 for a detailed discussion.
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With the notion of PAC LDP, we present two techniques to improve the utility quantification. The
first is a privacy indicator, which extends any pure LDP mechanism to PAC LDP. The second is an
extended Gaussian mechanism, which cannot satisfy pure LDP but satisfy PAC LDP.

Privacy Indicator

The failure probability in (g, )-PAC LDP allows us to design a d-probabilistic indicator for the
application of the pure LDP mechanism. Specifically, we define

M(z) wop. 1-—4,
M) = P

x w.p. 9,
i.e. with probability 1 — ¢, the mechanism M is applied, and with probability d, the original data x
is returned. The mechanism Zs(M (x)) satisfies (e, d)-PAC LDP.

Theorem 17. Assume M is a randomized mechanism that satisfies e-LDP. Then the mechanism
Zs(M(z)) defined above satisfies (¢,0)-PAC LDP.

Proof. (Sketch) The proof follows directly from the definition of Zs(M(x)). Appendix E.1.1 provides
the details. O

Privacy indicator for multiple mechanisms. For a d-dimensional data z, instead of applying
the privacy indicator to each dimension independently, we can treat d mechanisms applied to each
dimension as a single mechanism designed for d-dimensional data, denoted as M¢%(x). The privacy
indicator Zs(M¢9(z)) then controls the application of all mechanisms together. By substituting
the pure LDP mechanism M (z) with Zs(M%(z)), we can refine the utility quantification while
relaxing the privacy guarantee to (g,6)-PAC LDP.

Refined utility quantification. Given a d-dimensional classifier h, combined LDP mechanism
M privacy indicator Zs(+), and raw data x, the utility quantification p(e,#) can be refined to:
With probability at least 6 + (1 — 6)p(e, bs), the classifier h preserves the correct result under the
input perturbed by Ts(M%(z)), which guarantees (de,§)-PAC LDP.

The refined utility guarantee § + (1 — d)p(e, 0,) is always larger than p(e, 6,), as it equals p(e, 6,) +
d(1 —p(e,0,)), and the latter term is non-negative. Therefore, the new utility guarantee is always a

refinement over the original one.
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Extended Gaussian Mechanism

It is already known that the Gaussian mechanism [48] cannot satisfy pure e-LDP, making the
privacy indicator inapplicable. Nonetheless, Dwork has shown that it can satisfy (g,0)-LDP for
¢ < 1. Under the notion of PAC LDP, we provide an extended Gaussian mechanism to work for

any £.°** The following theorem is the form for data domain z € [0, 1].

Theorem 18 (Extended Gaussian mechanism). The Gaussian mechanism M. (x) = x + N(0,0?%)
satisfies (€,0)-PAC LDP for x € [0,1] if o is defined as

V2 <\/In(2/5) e+ \/ln(2/5)>
-2 € )

Proof. (Sketch) The proof generally follows the structure of Dwork et al. [48], but uses a rewritten
privacy loss and a different tail bound for the Gaussian distribution. Appendix E.1.2 provides the

details and compares this bound with others. ]

The above theorem applies to a single dimension. For a d-dimensional data, we can apply the
Gaussian mechanism to each dimension with the same o. Then the combination result from

Theorem 16 provides a PAC privacy guarantee.

Refined utility quantification. Given a classifier h, combined Gaussian mechanism M? with
9, and d-dimensional private data z, the utility quantification p(e,0,) can be refined to: With
probability at least p(e,0,), the classifier h preserves the correct classification result under the input
perturbed by M®, which guarantees (de,1 — (1 — §)4)-PAC LDP.

The extended Gaussian mechanism and the privacy indicator provide two approaches to achieve
(e,0)-PAC LDP. While both operate under the same privacy notion, the Gaussian mechanism
actually provides a stronger privacy: when it fails to satisfy the pure e-LDP (with probability 4),
the privacy loss exceeds € but remains bounded by a larger value. In contrast, the privacy indicator

exposes the original data when it fails.

*** Analytical Gaussian mechanism [11] works for any €, but it is based on an alternative privacy definition and

lacks analytical form of the noise scale 0. Appendix E.1.2 provides the detailed comparison.
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7.5 Discussions

This section discusses detailed privacy questions in the utility quantification framework and the

complexity of finding the robustness radius.

Detailed Privacy Discussions

In the LDP model, it is assumed that the classifier is curious about private data but honest in
reporting results, i.e. it outputs h(M(x)) rather than fabricating results. This is a weak assumption,

as any utility evaluation becomes meaningless if the classifier fabricates results.

Utility quantification, as a different scenario from using the classifier, focuses on a specific input
x but does not involve interaction with users’ data. It can be conducted either by the classifier
designer or by the users, and in both cases, there is no privacy leakage for the users: (i) If conducted
by the classifier designer, e.g. for improving design, there is no interaction with users, and thus
no privacy concerns arise. (ii) If conducted by the users, e.g. to achieve a better privacy—utility
tradeoff for their data, they can obtain the robustness radii without revealing their original data.
For white-box classifiers, users know the classifier parameters and can compute the robustness radii.
For black-box classifiers, users can uniformly query the classifier over the entire input domain (i.e.
prediction for nearly all input = € [0, 1]d), without revealing their specific data. This one-time
procedure yields robustness radii for all inputs and privacy parameters. Thus, the robustness radius

at any input can be considered public knowledge, which is a reasonable assumption.

Complexity of Finding the Robustness Radius

The procedure for finding a probabilistic robustness radius is independent of the classifier’s structure
and parameters. Its complexity arises from the iterations required to determine the robustness

radius and the testing of n perturbed data points in each iteration.

Using binary search to find the radius results in a complexity of ©(log(1/k)), where k& is the precision
of the radius. For instance, if kK = 0.01 (two decimal places), the complexity is ©(log 100) ~ ©(7).
Meanwhile, classifiers are often implemented with parallel inference on GPUs, which allows for
©(1) x T' complexity for n data points, where 7' is the inference time for a single data point, provided
n is not excessively large. Consequently, the total complexity for finding a two-decimal precision
robustness radius is ©(77). In practice, T is typically in the order of milliseconds, making the

complexity of finding the robustness radius sufficiently low. Moreover, the robustness radius is a
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one-time computation for a given classifier, which can be used for all future utility quantification.

Per-instance Data Utility vs Aggregated Data Utility

The proposed utility quantification framework focuses on classifiers and per-instance data utility,
providing utility guarantees at the level of individual data points. This stands in contrast to
aggregated data utility analyses such as mean estimation, which evaluate the accuracy of aggregated
statistics computed from the perturbed data of many users. Per-instance data utility is crucial for
several reasons: (i) Classifiers and other personalized services like recommendation systems operate
on individual data points. Their performance depends directly on per-instance utility and has no
direct connection to aggregated utility. (ii) Per-instance data utility focuses on mechanism-level
utility analysis, characterizing the privacy—utility tradeoff curves without relying on sample size
or aggregation effects. These two reasons relate to the focus on per-instance data utility in this

dissertation.

Fixed Classifier with Noisy Input vs Retrained Classifier with Noisy Data

These are two different scenarios. (i) In the former scenario, users locally apply an LDP mechanism
to their data for privacy protection, agnostic to the service provider (i.e. the classifier), and want
to understand the resulting utility of the existing classifier. (ii) In the latter scenario, the service
provider applies LDP to users’ data and retrains a new classifier tailored to the perturbed data,

which relates to “robust training”.

We focus on the former user-privacy-centered scenario; in the latter scenario, users expose their raw
data to the service provider. Moreover, from users’ perspective, the classifier is fixed at the time of
use (i.e. when they query the service). If a retrained classifier is deployed, then the utility is for the

retrained classifier (from users’ perspective).

Robustness of LDP Mechanisms

Intuitively, LDP mechanisms with higher concentration around raw data are more prone to recon-
struction (with sufficient reports) and poisoning attacks (as malicious data are less averaged). In
our concentration analysis, PM, SW, and k-RR (especially with small k) are more concentrated,
thus expected to be more vulnerable. This aligns with prior findings: PM and k-RR show more
vulnerability to poisoning attacks [92,93].
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Independent LDP Mechanisms vs Correlated LDP Mechanisms

We adopt independent perturbations for cleanness of presentation. In practice, DP libraries (e.g.
Google DP [65]) typically provide independent (L)DP primitives and do not explicitly support
correlated perturbations. The essential reason is that the underlying data correlations are often

unknown.

When the correlation coefficients are known or estimable, independent LDP can be extended via (i)
post-processing of perturbed data to enforce a given correlation structure, or (ii) adopting correlated-
perturbation mechanisms (e.g. [138,147]; although they are primarily tailored to mean estimation).

The proposed utility quantification framework also applies to such correlated mechanisms.

7.6 Case Studies

This section presents case studies of the proposed utility quantification framework. We use represen-
tative LDP mechanisms and classifiers as examples, though the proposed framework is generalizable

to any LDP mechanism and classifier type.

7.6.1 Setup

We use the following datasets to train three types of classifiers.

e Stroke Prediction [53]: Predicts stroke likelihood based on features like age, hypertension, and
BMI. This dataset contains 6 numerical input dimensions and a binary output. The sensitive
features are “Age” and “BMI”.

e Bank Customer Attrition [107]: Predicts whether a bank customer will leave based on features
like age, salary, and tenure. This dataset has 9 numerical input dimensions and a binary

output. The sensitive features are “Age” and “Estimated Salary”.

e MNIST-7x7 (variant of [35]): Predicts handwritten digits (0 to 9) based on pixel values. This
dataset has 49 input dimensions and a 10-class output. All dimensions are treated as sensitive

features.

The first two datasets involve direct sensitive user inputs, while the third is a standard image

classification dataset. For the first two datasets, we use the sklearn library with cross-validation
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Table 7.1: Summary of LDP mechanisms, types of classifiers, and datasets used in the case studies.

Laplace [48], Gaussian (Theorem 18),

Mechanism
PM [150], SW [95], Exponential [121], k-RR [78§]
. Low-dim: Logistic Regression, Random Forest;
Classifier
High-dim: Neural Network
Low-dim: Stroke Prediction [53], Bank Customer Attrition [107];
Dataset

High-dim: MNIST-7x7 (variant of [35])

to train Logistic Regression and Random Forest classifiers. These traditional classifiers are widely
used in medical and financial domains due to their interpretability and lower data requirements [6].
For the third dataset, which consists of high-dimensional images, we use the torch library to train
a Convolutional Neural Network (CNN) classifier. All datasets are normalized to [0, 1] for training,

as normalization aids classifier convergence and is a common practice.

Given a trained classifier, users apply LDP mechanisms to sensitive features (e.g. age, salary, or
specific parts of an image) before sending their data to the classifier for prediction. We consider
typical LDP mechanisms in literature, which are summarized in Table 7.1, along with the classifiers

used.

We present theoretical utility quantification for the classifiers under the LDP mechanisms discussed
above. This quantification is based on the robustness hyperrectangle 6, of the classifier at a randomly
selected record, determined using the search method described in Section 7.4.1. We also compare
the theoretical results with empirical utility observations. Specifically, for a given classifier and

mechanism, we provide and compare:

e Theoretical p(e,0,): Derived using the proposed utility quantification framework.

e Empirical p(e): Estimated by sampling n = 2000 instances {Z},, from the LDP mechanism

and testing the classifier for each e.

The theoretical p(e, 6,) is a closed-form expression that can be directly computed from the mecha-
nism’s parameters for any e. It serves as a lower bound of the actual robustness probability and is

generally smaller than p(g). A smaller gap indicates more accurate theoretical utility quantification.

Without loss of generality, given the input data distribution P, determined by each dataset, we can
also provide average-case and worst-case utility quantification: pave(€), pwor(€) and their empirical

counterparts pavg(€), Pwor(€)-
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Figure 7.5: Empirical and theoretical utility for two classifiers trained on the Stroke Prediction dataset.

7.6.2 Utility Quantification Results

We present the utility quantification results for the classifiers under different LDP mechanisms.

Stroke Prediction

We begin by considering pure LDP for this medical dataset. For a randomly selected record “Age:
79, BMI: 24, Hypertension: 1, ...”, we analyze theoretical and empirical utility for the classifiers
under the Laplace, PM, and Exponential mechanisms. Additional records and mechanisms can be
found in Appendix E.2.5.

Logistic Regression. The robustness hyperrectangle at the given record is 6, = [0.63, 1] x [0, 1]
for this classifier. From this information, the utility guarantee under the PM mechanism can be

directly derived as follows:

For this trained Logistic Regression classifier on the Stroke Prediction dataset, at the record “Age:
79, Hypertension: 1, ..., BMI: 247, with probability at least p(g,0,), the classifier preserves the
correct prediction under the PM mechanism applied to “Age” and “BMI” (i.e. 2e-LDP), where

p(€7 60) :[FPME,Age(l) - FPME,Age (063)] : [FPME,BMI(l) - FPME,BMI (0)]
=1 — Fpur .. (0.63).

e,Age

The last equality holds because the CDF of the PM mechanism is 0 at 0, and 1 at 1. Term
Fpu, 5,.(0.63) is the CDF of the PM mechanism (applied to the feature “Age”) at 0.63, which can

be computed from the PM mechanism’s parameters, as detailed in Appendix E.2.5.
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Random Forest. For this classifier, the robustness hyperrectangle at the same record is 6, =
[0.50,1] x [0,0.62]. Based on this information, the utility guarantee under the PM mechanism can

be derived as follows:

For this trained Random Forest classifier on the Stroke Prediction dataset, at the record “Age: 79,
Hypertension: 1, ..., BMI: 2}, with probability at least p(e,0,), the classifier preserves the correct
prediction under the PM mechanism applied to “Age” and “BMI” (i.e. 2e-LDP), where

p(E:? 90) = (1 - FPMe,Age(O'S)) : FPMs,BMI(062)

Figure 7.5 compares the theoretical utility p(e, 6,,) with the empirical utility p(e) for £ values ranging
from 1 to 8, applied to each sensitive feature. Both utilities increase with ¢, with the PM mechanism
consistently providing the highest utility. This observation aligns with the takeaway that PM is
the best choice for moderate ¢ and 6 values. Similarly, the Exponential mechanism outperforms
the Laplace mechanism. For both classifiers, the theoretical utility p(e,6,) closely matches the
empirical utility p(e), particularly for the Logistic Regression classifier, showing the accuracy of the

theoretical utility.

The Random Forest classifier exhibits a larger gap between p(e, 0,,) and p(e) compared to the Logistic
Regression classifier. This discrepancy arises from the robustness hyperrectangle 6,, which is a
conservative estimate of the overall robustness region (difficult to determine precisely). For Logistic
Regression, the decision boundary is a hyperplane [136], making it more predictable and easier
to approximate a hyperrectangle, resulting in a more accurate p(¢, 6,). Appendix E.2.5 provides

additional details on decision boundaries.

Time cost. In addition to a sampling-independent theoretical guarantee, the proposed utility
quantification also has an extremely low time cost. It does not require any sampling from the
LDP mechanism, the utility statement can be directly computed for any € from the mechanism’s
parameters and the robustness hyperrectangle 6,. Therefore, for mechanisms having high sampling
complexity, e.g. the Exponential mechanism (O(m) with m as the domain size), the theoretical

utility quantification is much more efficient than the empirical one.

Table 7.2 shows the average time of computing one p(e,0,) and p(e) for different mechanisms in
this case study. For each empirical result p(g), we sample 2000 times from the mechanism and
feed the samples to the classifier for inference. The theoretical approach is significantly faster,
especially for the Exponential mechanism. For this mechanism, computing one empirical p(e)
requires 859.83 milliseconds for 2000 samples, whereas computing one theoretical p(e, 6,) takes
only 0.94 milliseconds, which is less than 0.1%. The efficiency stems from directly substituting the

privacy parameter € and the robustness hyperrectangle 6, into the closed-form expression of p(e, 6,).
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Table 7.2: Time cost comparison (in milliseconds).

PM Exponential Laplace

Empirical® 6.56 +1.38 859.83+1.53 11.29 +1.53
TheoreticalP 0.24 0.94 0.30

# Time of 2000 samples + inference.
® Time to compute p(g,0,) only; computing 6, takes 1.20 ms but is a

one-time cost amortized across all £ values.

Moreover, although p(e, 0,,) requires the robustness hyperrectangle, it can be computed once for all

e, which is much more efficient than the empirical p(e) for each e.

Average-case and worst-case analysis. All data points in the dataset collectively define
a data distribution P, over the sensitive features. Therefore, we evaluate the utility at each
{Age, BMI} ~ P,, then compute the mean for the average-case utility and the minimum for the
worst-case utility. This approach yields average-case and worst-case utility guarantees that account

for the input data distribution. Comprehensive results are provided in Appendix E.2.5.

Bank Customer Attrition

We now evaluate PAC LDP for this financial dataset. For a randomly selected record “Age: 22,
Estimated Salary: 101,348, Credit Score: 619, ...”, we analyze both theoretical and empirical utility
for the two classifiers under PAC LDP mechanisms. Specifically, we apply the privacy indicator Zs to
the Laplace, PM, and Exponential mechanisms, while also including the Gaussian mechanism. The
failure probability is fixed at § = 0.1 for all mechanisms. Detailed utility quantification statements

for the privacy indicator and Gaussian mechanism under PAC LDP are provided in Appendix E.2.6.

Figure 7.6 compares p(e, 6,) and p(e) for € values from 1 to 8 assigned to each sensitive feature.
The results show a similar trend to the Stroke Prediction dataset, with the Exponential mechanism

performing much better in this case, while the Gaussian mechanism lags behind the others.

Two key observations emerge in this case study: (i) The Exponential mechanism performs comparably
to the PM mechanism for Logistic Regression. This is because its robustness hyperrectangle
0, = [0,0.72] x [0,1] is large enough to cover most of the sensitive feature ranges, enabling excellent
performance for all mechanisms defined on [0, 1]. Figure 7.3 illustrates this phenomenon: larger
0 values lead to p(e, 6) approaching 1 for all such mechanisms. However, Laplace and Gaussian
mechanisms are less effective here due to their probability mass extending beyond [0, 1]. (ii) The

Gaussian mechanism is not as good as the other mechanisms. The main reason is from the noise
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Figure 7.6: Empirical and theoretical utility for two classifiers trained on the Bank Customer Attrition

dataset.

scale ¢ in Theorem 18. Although we can extend the Gaussian mechanism to ¢ > 1, this leads to a

larger o, i.e. more noise added to the data.

Average-case and worst-case analysis. We can similarly provide these utility guarantees as

done for the Stroke Prediction dataset. Detailed results are presented in Appendix E.2.6.

MNIST-7x7

We evaluate both theoretical and empirical utility under the PM, SW, Exponential, and k-RR
mechanisms for the first two images in this dataset, labeled as “digit 5” and “digit 0.” Consistent
with the setup in previous case studies, we focus on PAC LDP by applying the privacy indicator
Zs to these mechanisms, with the failure probability fixed at 6 = 0.1. The Laplace and Gaussian
mechanisms are excluded, as they are prone to perturbing pixel values outside the valid range [0, 1]

in this high-dimensional dataset, making fair comparisons with other mechanisms difficult.

Figure 7.7 compares p(e, 0,) and p(e) for € values from 1 to 8 assigned to each pixel. Larger gaps
between p(e, 6,) and p(e) are observed in this high-dimensional Neural Network classifier, especially
for smaller & values. Even for the best mechanism, PM, the theoretical utility only starts to increase
significantly when ¢ > 4, with an exponential growth rate. Similarly, the theoretical utility of the
k-RR mechanism shows noticeable improvement when € > 6. Despite the larger gap, the trends
between theoretical and empirical results remain consistent: mechanisms with higher theoretical

utility also exhibit higher empirical utility.

Reasons for the results. The larger gap between p(e, 6,) and p(¢) in the Neural Network classifier
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Figure 7.7: Empirical and theoretical utility for a Neural Network classifier trained on the MNIST-7x7

dataset.

compared to traditional classifiers arises from two factors: (i) The complex decision boundary of
the Neural Network, which is difficult to approximate using a single hyperrectangle. (ii) Error
accumulation in high-dimensional data, which is more pronounced than in low-dimensional data.
Specifically, the Neural Network classifier partitions the high-dimensional space into intricate regions
(one for each digit class), making it challenging to approximate with a single hyperrectangle around
a digit. Additionally, theoretical utility is derived from the product of utility analyses for each pixel,
making it more sensitive to error accumulation in high-dimensional data. In contrast, empirical

utility is unaffected by the robustness hyperrectangle 6., avoiding such error accumulation.

Improvements for high-dimensional classifiers. (i) In practice, not all dimensions are sensitive
and require privacy protection. While we treat all dimensions as sensitive in the MNIST-7x7
dataset, users can opt to apply LDP mechanisms to only a subset of dimensions, i.e. specific parts
(ii) At

present, we identify a connected (local) robustness rectangle that contains x; however, the classifier

of the image. In such cases, the theoretical utility quantification can be more accurate.

may admit additional disconnected and non-rectangular robust regions. One can use Monte Carlo
sampling to discover such regions and then combine this with Monte Carlo integration to obtain
a more accurate theoretical utility quantification for high-dimensional classifiers. Appendix E.2.7

provides details.

Average-case and worst-case analysis. We use the first 50 images from the MNIST-7x7
dataset as representative samples for analyzing the average-case and worst-case utility under LDP

mechanisms. Appendix E.2.7 presents the results of this analysis.
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7.6.3 Summary of Case Studies

We presented case studies of theoretical utility statements for different classifiers under typical LDP
mechanisms and compared them with empirical utility. The key findings from the case studies are

as follows:

e Theoretical utility quantification is computationally efficient, requiring negligible time due to

its closed-form expression for any e.

e For low-dimensional classifiers, theoretical utility often closely matches empirical utility. For
high-dimensional classifiers, theoretical utility has a larger gap with empirical utility, due
to complex decision boundaries and error accumulation. However, mechanisms with higher

theoretical utility also exhibit higher empirical utility.

e The PM mechanism generally outperforms other mechanisms, providing the best utility across

the case studies.

7.7 Related Work

This dissertation focuses on data utility of classifiers under perturbed data. The first subsection
discusses closely related concepts—semantic perturbations, concentration properties of random
variables, and classifier robustness—and their differences to this dissertation. This is followed by a

discussion of broader related work.

7.7.1 Closely Related Concepts

Semantic perturbations. A number of the existing literature focuses on empirical evaluations of
data utility under semantic perturbations [115], i.e. perturbations that involve semantic meanings.
For image classifiers, such perturbations include brightness adjustments [13], blur [36], and data
augmentation such as rotation and scaling [80,124]. For text classification, examples include
synonym replacement and random swap [86,161], etc. For speech recognition, there are acoustic
distortions [88]. These perturbations do not provide formal privacy guarantees, and some of them

even preserve the semantic meanings of the original data.

This dissertation focuses on a specific category of mathematically tractable perturbations, LDP
mechanisms. These perturbations, such as the Laplace or Gaussian noise, have weaker semantic

meanings but provide provable privacy guarantees against adversaries. Additionally, there are
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variants of LDP mechanisms tailored for semantic perturbations, such as sentence embedding
perturbation [39]. The LDP mechanisms examined in this dissertation are typical building blocks

for numerous LDP protocols in practical applications.

Concentration property of random variables. The term concentration property mostly
relates to the concentration inequalities in probability theory, e.g. Chernoff bound and Hoeffding
inequality (see book [41]). These inequalities provide upper bounds on the probability that the
sum of independent random variables deviates from its expected value. From these inequalities,
the notion («, B)-accuracy [26,41] is defined as: the error is bounded by a with probability at least
8. In DP, this notion has been used to analyze the error of the summation query in the shuffle
model [26]. It also appears in accuracy analysis of data exploring languages under DP guarantee,
such as Haskell and SQL [58,146].

In comparison to (o, 3)-accuracy, the theoretical utility quantification p(e,#) includes the con-
centration property of LDP mechanisms and the robustness property of classifiers. Among these
two properties, the concentration property shares similarities with (a, 8)-accuracy by providing a
probabilistic error bound for perturbed data, but it specifically focuses on the distribution of an
LDP mechanism. Meanwhile, this property is used to connect with the robustness of classifiers in

this dissertation.

Robustness of classifiers. Robustness refers to a classifier’s ability to maintain performance
(utility) under perturbations [52]. This property is crucial as classifiers often encounter data
that deviates from their training distribution. Robustness also serves as a metric for evaluating
a classifier’s generalization ability [185]. Beyond semantic perturbations, robustness has been
extensively studied under /p,-norm perturbations [52, 102, 103], where input data is perturbed
within an /,-norm ball. Within this perturbation model, various verification techniques have been
developed to analyze classifier robustness. In addition to approximating the robustness of a classifier
as described in Section 7.3.2, we can also approximate the classifier using a “smoothed” classifier

via randomized smoothing [108] and then analyze the robustness radius of the smoothed classifier.

Unlike these studies, this dissertation focuses on classifier robustness under LDP perturbations.
These perturbations can be viewed as occurring within probabilistic balls defined by the concentration

property, controlled by the privacy parameter €.
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7.7.2 Broader Related Work

Impact of (L)DP mechanisms on fairness of classifiers. Fairness dictates that two individuals
who are similar w.r.t. a particular task should be classified similarly. Under some metrics of similarity,
it relates to the concept of DP [46]. DP mechanisms can impact the fairness of classifiers by changing
biases in the input data distribution. For instance, if certain groups are over- or under-represented
in the data shared with classifiers, it can lead to biased predictions after the application of DP

mechanisms [8,104].

DP mechanisms for privacy-preserving classifier training. This dissertation addresses
data privacy when (L)DP mechanisms are applied by users before sharing data with classifiers,
i.e. ensuring privacy during classifier usage. An orthogonal line of research examines privacy
risks posed by classifiers themselves, focusing on data leakage during training. Such works aim to
counter membership inference attacks [56,139], which infer training data from model parameters.

DP-SGD [4] is a well-known defense, applying Gaussian noise to gradient updates during training.

Federated learning [108] is a stricter privacy setting, where sensitive training data is distributed
across multiple users and cannot be shared with a central server. In this context, DP-Fed-SGD [109]
perturbs local gradients before aggregation to the central server. For a comprehensive overview, see

a recent survey [57].

While these approaches focus on protecting training data privacy, this dissertation examines the
utility of trained classifiers under input perturbations caused by LDP mechanisms. In the former
case, the classifier is trusted and used for inference. In the latter, the classifier is untrusted, and

users perturb their input data before sharing it.

Utility of LDP mechanisms. Data utility is the most crucial metric for LDP mechanisms. For
simple queries such as mean, summation, and histogram [150,153,154], data utility is essentially
determined by the theoretical mean squared error (MSE) of the mechanism. While empirical
evaluations can be conducted by sampling from the mechanism, the empirical utility will converge
to the theoretical MSE when the sample size is large enough. Meanwhile, MSE is also the most

common metric in mechanism design and analysis.

However, a mechanism with lower MSE does not always guarantee better utility for all applications,
particularly classifiers. This dissertation has shown that classifier utility depends on both the
concentration property of the mechanism and the classifier’s robustness. We provide a framework to

quantify classifier utility under LDP mechanisms, offering an alternative to empirical evaluations.
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7.8 Conclusions

This chapter introduces a framework for quantifying classifier utility under LDP mechanisms. The
framework connects the concentration analysis of LDP mechanisms with the robustness analysis
of classifiers. It provides guidelines for selecting the best mechanism and privacy parameter for a
given classifier. Beyond the core framework, we introduce two novel refinement techniques that
further improve utility quantification. Case studies on typical classifiers under LDP mechanisms

demonstrate the framework’s effectiveness and applicability.
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Appendix A

Appendix of Background (Chapter 2)

A.1 Proofs

A.1.1 Proof of Proposition 1

We prove the discrete output case; the continuous output case is similar.

Proof. For any measurable output event Vsup C V),

PT[M(:El) € ysub] = Z PT[M(gjl) = y]

YEVsub
< Y € PriM(mg) =yl =¢ - > PrM(zz) =y
YEVsub yEsup

=e° - PriM(z2) € Vaup)-
Thus, the per-output definition implies Definition 5.
Conversely, let Vsu, = {y} be a singleton set containing only output y. Then, Definition 5 implies
Pr[M(z1) = y] = PriM(z1) € Vaup) < €° - Pr[M(x2) € Vsup] = €° - PriM(z2) = y].

Thus, Definition 5 implies the per-output definition. O
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A.1.2 Proof of Theorem 1

Proof. Fix any z1,22 € X and y € V'. By the law of total probability,

Prfo M(z1) =y = > _ PrM(xz1) = y] Prlf(y) = ¢'].

yeY

Now apply the pointwise LDP inequality term-by-term inside the sum:
Yy, PrM(z1) =vy] < e Pr[M(z2) = y].
Multiply both sides by the nonnegative number Pr[f(y) = ¢'] > 0, then sum over y:

> PriM(z) = y] Pr(f( J<e ZPr =y Prf(y) =]

This is exactly
Pr(f o M(a1) = y] < " Pr(f o M(x2) =y,

which proves that f o M is e-LDP. O

A.1.3 Proof of Theorem 2

Proof. Without loss of generality, we prove the case of two mechanisms, i.e. kK = 2. Consider any

x1, 2 € X and y1,y2. By the law of total probability,

Pr[M(z1) = (y1,92)] = Pr[Mi(21) = 1] - Pr[Ma(x1) = y2 | Mi(21) = 31].

Similarly, for input zo,

Pr[M(z2) = (y1,y2)] = Pr[Mi(22) = y1] - Pr[Ma(z2) = y2 | Mi(22) = 11].

Now take the ratio:

PriM(z1) = (y1,92)] _ PriMi(a1) = w1] PriMa(z1) = ya | Ma(21) = 1]
PriM(z2) = (y1,92)]  Pr[Mi(z2) =] PriMa(zs) =yo | Mi(22) =]

By the £;-LDP property of M, the first ratio is at most e°!. For the second ratio: given this fixed

Y1, the mechanism M (-, y1) is €2-LDP, so the second ratio is at most e*2. Therefore,

Pr[M(z1) = (y1,92)]
Pr[M(z2) = (y1,92)]

This proves that the composed mechanism M is (g1 + €2)-LDP. O

< eF1 . ef2 — ef1te
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A.2 Complementary Materials

A.2.1 Definition of LDP When ¢ < 0
Note that in Definition 2, the inequality condition must hold for all pairs x1, 2. For any fixed pair
1, T2, swapping x1 and xo gives
PriM(z2) = y] < e PriM(z1) = y].
Combining the original inequality and the swapped one yields
PrM(z1) = ] < ¢ PrM(as) = y] < % PrM(a1) = y].
If € <0, then €% < 1, which implies
Vi € X,y €Y, PrM(x1)=1y]=0.

Hence, when € < 0, the definition is not meaningful, as it would require the output probability to

be zero for all inputs.

A.2.2 Mutual Information Bound for LDP

This section establishes a mutual-information bound for e-LDP mechanisms.

Theorem 19 (Mutual-information bound under LDP). If a mechanism M is e-LDP and x is

distributed according to any prior P, over X, then

I(x; M(z)) < min{log |X], €}.

Proof. To simplify notation, let z ~ P, be an arbitrary prior over the (finite) input domain
X, and let y = M(X) be the corresponding output random variable. For each z € X, write
Q. (:) == Prly = - | z] for the conditional output distribution. The e-LDP guarantee implies that for
all z,2/ € X and all outputs y, we have e ¢ < Q,(y)/Q. (y) < €.

(i) The easy part is the domain-dependent bound. Mutual information is bounded by the entropy of
the input [166], hence
I(z;y) < H(z) < log |X].

(ii) The hard part is the e-dependent bound. By the definition of mutual information [166],
I(z;y) = Eq [Dxu(Q || Py)]-
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The key idea is to view P, as a mixture over the conditional output distributions {Q, }.cx, which
allows us to relate the KL divergence to the e-LDP property. In particular, since P, is the marginal

induced by the prior P,,
Py() = Z P:I:(x/) Qur (+).

r'ex
By the joint convexity of KL divergence in its second argument, we can upper bound the divergence

to this mixture by an average of divergences to its components:

DKL(Qx || Py) < Pul(a’) Dki(Qa || Qo).

This introduces an auxiliary reference distribution @, (indexed by an independent draw z’) into

the KL divergence. Averaging over x then yields
I(:z:,y) = ECE[‘DKL(QI H Py)] < E:c,x’ [DKL(QCC || Qx’)]v
where z, 2" ~ P, are i.i.d. samples. Now it suffices to upper bound Dkp,(Q: || Q).

By the definition of KL divergence and Jensen’s inequality,

Qa(y)
Qa:’ (y)

Qz(y)
Qx’ (y)

Dri(Qe 1| @) = 3 Qulw)log 2 <1gp, [ } <loge =«.
Yy

Plugging in this bound into the average over z,x’ gives

I(.T,y) < Ex,x’[DKL(Q:IJ || Qx/)] < e

(iii) Combining the two bounds (i) and (ii) gives the final result: I(x;y) < min{log|X|,e}. O

*For small £, this bound can be sharpened to (9(52) via a more refined analysis of inequalities for the KL divergence.
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Appendix B

Appendix of Chapter 4

B.1 Proofs

B.1.1 Correlation Coefficient of JRR (Section 4.3.1)

Proof. The correlation coefficient between two random variables T5; 1 and Tb; is given by

Cov[Tyi—1,T2i]  E[T2i-1To] — E[To;—1]E[Ty]

)
OT5 10Ty OTsi 10Ty

where Cov(Ty;—1,T5;) is the covariance, o1 and oy are the standard deviation of Th;—1 and Tb;,

respectively. According to the joint probability distribution in Table 4.2,

E[Ty;_1Ti] = Pr[Thi_1To; = 1] - 1 + Pr[Th;_1Th; = 0] - 0
= ppq +p*.
E[Ty;] = Pr[Ty; = 1] - 1 4 Pr[Th; = 0] - 0
— .
E[T;—1] has the same result as E[Ty;]. Meanwhile,
0%, = E[T5] — E*[Ty]
=Pr[T§ =1]- 1+ Pr[T3 = 0] - 0 — (Pr[Ty; = 1] - 1 + Pr[T; = 0] - 0)*
= Pr[T% = 1] — Pr[Ty; = 1)?
=p—p°,

and 0%21,71 has the same result. Hence or,, o1, = p — p°.
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Combining the above results, it follows that

Cov[Tyi—1,Toi] _ ppq +p? —p? _
0Ty 10Ty, p— p2

Note that p must be greater than 1 — 1/p to ensure that the probability values in Table 4.2 are

non-negative. O

B.1.2 Unbiasedness of the Estimator under JRR (Section 4.3.1)

Proof. The marginal distributions of 75,1 and T5; in Table 4.2 coincide. More specifically, for any
user u;,

T 1 with probability p,
j pr—
0 with probability q.

Let y; be the indicator variable that equals 1 if user u; reports a perturbed value of 1 (and 0

otherwise). Then

o ifx; =0,Prly; =1]|2; =0] =Pr[T; =0] = g¢;
o ifr;=1Prlyj=1|2; =1 =Pr[T; =1] =p.

Denote I, as the number of users reporting value x € {0,1}. For z = 1 we have I} = 3 7, y;.

Taking expectations gives

E[L] = ZE[%] = ZPf[yj = 1]

=n1 Pr[Tj = 1] + (n — ny) Pr[Tj = 0]

=nip+ (n—n1)q

= (p—@)n1 + ng.
Hence the estimator
. I —ng
n=—
pP—q
is unbiased for n;. By the same argument, E[Iy] = (p — q¢)no + ng and, since Iy = n — I, the
estimator for ng is unbiased as well. O
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Table B.1: Notations in the privacy and utility proofs.

Notation Meaning H Notation Meaning
7. Truthfulness of colluding users I, Number of collected value z
C Indexes of colluding users ny Number of users having original value 1
m Number of colluding users Var|[] Variance of a random variable
T} Reporting truthfulness of user j 91,1 Number of (1, 1)-groups
Ui i-th reported value Via Variance of a (1, 1)-group
n Total users

B.1.3 Proof of Theorem 3

Proof. Let C denote the set of users colluding with the data collector and 7. = {T} | j € C}. The

theorem follows from the bound

PrM(z;) = y; | Tc] _ maxPr[M(z;) =y, | T

Pr[M(z)) =y | TJ] = minPr[M(z}) = y; | T]
_ MPmax +(n—m —1)p
 MPuin + (n—m —1)¢’

for all x;, 2}, y; € {0,1}.
We analyze Pr[M(x;) = y; | Tc]. Let u; be the user paired with u; in the same group. Then
PriM(zi) = yi | Tc]
=PrM(z;) =y | Te,j € C] - Prlj ¢ C] + Pr[M(z;) =y; | T, j € C] - Pr[j € C]

Under uniform random grouping, we have

—m—1
:w’ and Pr[jEC}zL

Pilj ¢ C] L

n—1
where m is the number of users who collude with the data collector.

Now let us consider the two conditional cases.

Case 1: j ¢ C. If u; is not colluding, the probability of u; reporting y; is independent of 7, hence
PrM(z;) = yi | Te,j ¢ C] = Pr[M(z;) = yil.

Consequently,

max PrM(z;) =y | Te,J ¢ C] = Pr[M(x;) = ;] = p,
Ii7yi€{0’1}
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where the first equality means that the maximum is achieved when reporting truthfully (i.e. y; = x;).
Similarly,
min  Pr[M(z;) = y; | Te,j € C] = Pr[M(z;) =1 —zi] = ¢q.
xi»yie{ovl}
Case 2: j € C. If u; colludes, the conditional probability of u; reporting y; depends on T7, so
PrM(zi) =i | Te,j € C] = Pr[M(z;) = y; | T}].

There are four cases:

Case 2.1: If T; = 1,T; = 1, then

Priyi =, T; =1] _ p*+ppq _

PrM(z;) = yi | Tj] = PrlT, = 1] p+pq.
o Case 2.2: If T; = 0,7T; = 1, then
PelM () =y, | 1)) = e = B,
o Case 2.3: f T; = 1,T; = 0, then
Pr{M(z) =y | 7)) = S = el 20 _ Q=00

Pr[T; = 0] q

Case 2.4: If T; = 0,7 = 0, then

Prlyy=1—2;,T; =0 a + ppq
Pr[M(z;) = y; | TJ] = b Pr[T; _10]] ] = q =q -+ pp.
=

The maximum and minimum of these four values are

Pmax = max{p + pq, (1 — p)q, (1 — p)p,q + pp}
= max{p + pg, (1 — p)p},

Pmin = min{p + pq, (1 — p)q, (1 — p)p,q + pp}
= min{q + pp, (1 — p)q}.

It follows that

PM i:i%,.eczmax
gy x| r(M(x;) = yilTe, j €C] =p

and

i PM i:iﬁ,'eczmin
o r[M(zi) = yi|Te,j €Cl =p
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Final result. Substituting into the decomposition of Pr[M(z;) = v; | 7] yields

MPmax n—1-m

max PrM(z;) = vi|T] =

z4,9:€{0,1} n—1 n—1 b

Similarly, substituting these results into the expression of Pr[M(z;) = y; | Tc] gives

MPmin n—1-m

1 P - ) = - — .
i PrIMG) = T = ST
It follows that

max Pr[M(z;) = y; | Te]  MPmax + (n —m — 1)p
minPrM(z)) =y | ToJ  mPpmin + (n —m — 1)g’

for all ;, 2}, y; € {0,1}. The theorem is thus proved. O

B.1.4 Proof of Theorem 4

Proof. First, the variance of the estimator n, is

I, —nq| Var[l, —nq]  Var[l]
p—q}_ r-9?  (p-a* i

where the last equality holds because term ng is a constant. Since n = ng + n1, we have Var[ng] =

Var[fg] = Var[

Var[n — nq] = Var[ny]. Therefore, it suffices to analyze Var[n] in what follows.

Without loss of generality, assume that group G; consists of users ug;—1 and ug; for all 1 <7 < n/2.

Since the perturbation of different groups is independent of each other, we have

n n/2
Var[l] = Var[z yj] = ZVar[yQi—l + 12i).
j=1

i=1
The n/2 groups can be classified into three categories:

e (1,1)-groups: both users have original value 1; denote the number of such groups by g1 1;

e (1,0)-groups: one user has original value 1 and the other has original value 0; denote the

number of such groups by g1 o;
e (0,0)-groups: both users have original value 0; denote the number of such groups by go 0.

Random variables g1.1, 91,0, and go o satisfy g11 + g1,0 + go,0 = n/2. Meanwhile, since there are n;

users with original value 1, we have 2¢1,1 + g1,0 = n1. It follows that

n
9170 =ni — 291717 a:nd 9070 = 9171 —+ 5 —n,
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which indicates that the random grouping only produces one independent random variable g1 ;.

The variance of each group’s variance Var[yz;_1 + y2;] depends on its type, and groups of the same
type have the same variance. The reminder of the proof define V, = Var[ys;—1 + y2;] if group G; is a

type-z group for cleanness.

For any given g; 1, the conditional variance of Iy is given by

n/2

Var([l1]g1,1] = Z Var[yzi—1 + y2i]
i—1
(B.2)
=g1,1V1,1 + 91,0V1,0 + 90,0V0,0

n
=g11V1i1 + (n1 —291,1)Vio + (91,1 + 5 n1)Vo,0-
According to the law of total variance [3], the (unconditional) variance of I is given by

Var[Il] = E[Var[[llgm]] + Var[E[Iﬂgl,l]].

Next, we calculate the two terms in Var[l;] one by one.
The first term E[Var([I;|g;,1]]. First calculate Vi, V2 and V3. For any group Gj,
Var[yzi—1 + y2i] =Var[yzi—1] + Var[ya;| + 2Cov|y2i—1, y2:]
=Var[yzi—1] + Var[yz] + 2(E[y2i-192i] — Ely2i—1]E[y2i]).
There are three cases.
e Case 1: If G; is (1,1)-group, then

Ely2i—1y2i] = Pr[Toi—1 = 1, To; = 1] = ppq + p*,
Elyai 1|E[yai] = Pr[Te;i_1 = 1] - Pr[Ty; = 1] = p*.

e Case 2: If G; is (1,0)-group, then

Ely2i—1y2i] = Pr[Tai—1 = 1,15 = 0] = (1 — p)pq,
Ely2i—1]Ely2i| = Pr[Tai—1 = 1] - Pr[T5; = 0] = pgq.

e Case 3: If G; is (0,0)-group, then

Ely2i—1y2i] = ¢* + ppg,  Elyoi—1]E[y2i] = ¢*.
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Substituting the three cases into the conditional variance of G; yields

Vig=2pq(1+p) Vio=2pq(l—p) Voo=2pq(1+p).

Substituting these three variances into the conditional variance of I; given g1 ; (Equation (B.2))

yields

Var[l1|g1,1] = npq + (8g1,1 + n — 4n1)ppq.
Taking the expectation on both sides,

E[Var([I1]g1,1]] =E[npq + (8g1,1 +n — 4n1)ppq]
=npq + (8E[g1,1] + n — 4n1)ppq.

Since the expectation of gq1 is

the first term is given by

(2n; —n)? —n

E[Var[li|gi]] = npg + ———

PPq.

The second term Var[E[I1|g1,1]]. According to the definition of conditional expectation, we have

n
E[l1|g1,1] Zyjlgl 1| = Elylgr]
j=1

=n-1-Pr(y; =1|g11)-

Under JRR, whether an arbitrary user u; reports 1 or 0 only depends on the user’s original value
x;j and the identical marginal probability distribution Pr[Tj]. Since the numbers of users with the

original value 1 and 0, n; and ng, are predetermined. Thus, we have

E[li]g11] =n - Prly; = 1|g1,1]
=ny - Pr[T; = 1] + (n — nqy) - Pr[T; = 0]
=nip + (n —n)(1 - p)
=(2n1 —n)p+n —ny,

which is a constant independent with g; ;. It follows that

Var[E[I1]g1,1]] = 0.
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Final result. Combining the two terms, we have

(2n1 —n)? —n

Var[I1] = npq + pPq.

n—1
Finally, plug Var[/;] into Var[n,| gives

Var[n,] = “(n+

The theorem is thus proved. O

B.1.5 Redesign the Joint Reporting Probability

This proof corresponds to the extended JRR to non-binary data in Section 4.5. It proves the

marginal reporting probability and the unbiasedness of the estimator.

Proof. For each user, the marginal reporting probability of y; is Pr[y;] = p if y1 = 1 and Pr[y;] = ¢
if U1 7& xIq.

Prly; = x1] = Z Prly1 = z1, 2]
Y2 €[]

1
=p” + ppa + (k= 1)(pg — -— ppa)

Similarly, for each y; # x; in the data domain, we have

Prly; # x1] = Y Prlys # x1, 2]

y2€[K]

=(pq — ﬁppq} +(k—1)(¢* + (k_ll)Qppq)

To prove the unbiasedness of 71,, we need to prove E[n,] = n,, which is reduced to calculating E[I,].
E[L] =n, - Pr[z’ = 2] + (n — ny) - Pr[z’ # 7]
=nzp + (n — ng)q.
Plugging E[I,] into 7, gives

E|l.] —
E[ﬁx]: [px]_ qnq
_Nap + (= ns)q —ng
p—q
=Ng,
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i.e. Ny 1s an unbiased estimator for n,. O

B.1.6 Proof of Theorem 5

Proof. According to the design of T5; 1 and T5;, we have
(TQi_l,TQZ‘) = (1, 1) - ([R < RQ], [R < Rl] + [R < R3] — [R < RQ]) = (1, 1)

Note that R; < Rs < Rj3 are scaled cumulative probabilities; thus, [R < Ry] = 1 implies [R < R3] =

1, which further implies
Pr[(Tyi—1, Tz;) = (1,1)] = Pr[R < Ri] = p* + ppg.

Similarly, we can calculate the probabilities of the other three cases, which are given by

Pr[(TQi_l,TQZ’) = (1, 0)] PI"[Rl <R< RQ] = (1 — p)pq,
Pr[(TQi_l,TQZ') = (0, 1)] = PI’[RQ <R< Rg] = (1 — p)pq,
Pr[(Tyi—1,Toi) = (0,0)]

Pr[R > R3] = ¢* + ppq.

The correctness of the protocol follows from the above probabilities. O

B.2 Complementary Materials

B.2.1 Effect of n;/n (Section 4.3.4)

Figure B.1 shows the effect of n;/n on the variance of the estimator n, for different values of the
total user number n. As n increases, the heuristic p yields a larger reduction in variance, resulting

in an almost domain-wide advantage over RR.

B.2.2 Details of Real-world Datasets

The evaluations on real-world datasets are conducted on the following four datasets:

e Kosarak [14]: a clickstream dataset from a Hungarian news website containing about 8 million
events across 41 270 pages. We randomly select 100 target pages and 20 000 click events
(users). A user’s true value is 1 if the visited page is among the target pages, and 0 otherwise.

The frequency of clicks on the target pages is used as ground truth.
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Figure B.1: Effect of ny/n: Comparison of Var[i,] with e =1, p=0.73, and p=1— (1/p).

e Amazon Rating Dataset [5]:

contains over 2 million customer ratings for beauty-related

products. We randomly sample 10 000 users and set the true value to 1 if the user’s rating is

“1 star”, and 0 otherwise.

e E-commerce [126]: an e-commerce dataset on women’s clothing with 23 486 records and 10

features. We use the binary variable “Recommended IND” as each user’s true value.

e Census [135]: the 2010 US Census data from the Integrated Public Use Microdata Series
(IPUMS). We randomly sample 10 000 records and set the true value to 1 if the group-quarter
(GQ) code equals 1, and 0 otherwise.
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Appendix C

Appendix of Chapter 5

C.1 Proofs

C.1.1 Proof of Lemma 1

Proof. We prove the inner max, problem has a closed form. According to the definition of Py,
it is

maX/ L(y, 2)Pp(z)dy = maXZpi/ L(y, x)dy.
T h% T P L

Denote fi(z) = [ L(y,x)dy, where L(y,x) = |y — «[P. First, we prove that fi(x) is a convex
function w.r.t. x. Specifically, based on the relationship between = and [I;,7;), the value of x is split
into three cases: (i) = € [a,l;), (ii) x € [l;,r;), and (iii) = € [r;,b). We prove the second derivative of

fi(z) w.r.t. x is non-negative in each case, thus f;(z) is convex.
Case (i): z € [a,l;). The integral is:

filz) = /, - Py = /l 'y 2)Pdy

_ (i 2P — (i — )Pt

p+1
The second derivative w.r.t. x is
0? 1 1
@fz(x) =p(ri—x)P " —p(ly — )P~ >0.

The inequality holds because (r; — z)P~t > (I; — 2)P~! for z € [a, ;).
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Case (ii): = € [l;, 7). The integral is

i) = [l —apay

7

= /x(iv —y)Pdy + /z (y — 2)Pdy

(.T _ li)p-&-l (Ti _ m)p-&-l
- p+1l p+1

The second derivative w.r.t. x is

02 - B
52 1@) = plz = L) Lyp(r — )Pt >0,

The inequality holds because both (xz — ;)?~! and (r; — 2)?~! are non-negative for = € [I;,7;).

Case (iii): = € [r;,b). The integral is

i = [y—apdy = [ - yray

(z — ;)P — (z — )P

N p+1

The second derivative w.r.t. x is

0? _ _
P ) =ple =1y~ pla -t 20
The inequality holds because (x — [;)P~! > (z — r;)P~! for = € [ry, b).

Final result. The above three cases show that the second derivative of f;(z) w.r.t. x € [a,b)
is non-negative. Thus, the non-negative weighted sum Y ;" p; fi(z) is also convex w.r.t. z [15].
According to the Bauer maximum principle [165]: any function that is convex attains its maximum
at some extreme points of set. This means that the optimal x is achieved at the endpoints of z € X,

i.e. £ =a or x = b. Therefore, we have

max / £(y, 2)Pryiaydy = max / L0y, 2)Pariody.
r Jy {a,b} Jy

which completes the proof. O

Remark: This lemma can be empirically validated by the whole-domain error plots in Figure 5.8

and Figure 5.10, where the maximum of the whole-domain error is achieved at the endpoints.
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C.1.2 Proof of Lemma 2

Proof. The optimal (m + 1)-piecewise mechanism and the optimal m-piecewise mechanism may
superficially differ due to the extra piece. Thus, we define a piece-merging operation to merge the
redundant pieces. We will show that if the optimal (m + 1)-piecewise mechanism is the same as
the optimal m-piecewise mechanism after merging redundant pieces, then increasing m does not

decrease the optimal error, i.e. the optimal piece number is m.

Assume the optimal m-piecewise mechanism is determined by the tuple set
Sm = {(pi, li,m5) + 1 € [m]}.

To merge redundant pieces, we define a piece-merging operation:

(pi,li,rj) if pPi = pj and ¢ + 1= j,
(i lis i) W (pj, Ly 75) = .
{(pi, li,rs), (pj,1j,75)} otherwise.
Because the optimal (m + 1)-piecewise mechanism is the same as the m-piecewise mechanism, it
follows that

m—+1 _m
H'JZ‘7]':15m+1 - Lﬂ@j:lsma

where wy@jzlsm merges all consecutive pieces with the same p. Denote the merged optimal m-
piecewise mechanism as w;f;:lsm =S¥ and the piece number as |SZ| = m*. Because both sides of
the above equation are optimal, this means that if (py, [, %) is an arbitrary piece in the optimal

(m + 1)-piecewise mechanism, then merging it with S remains S2, i.e.
(pku lka Tk) H—le*l S?% = STL?L
This premise indicates that there does not exist a piece (pg, g, 7x) besides Sg lowers the error.

Without loss of generality, we can consider the optimal (m + 2)-piecewise mechanism, which allows
an extra piece besides the optimal (m + 1)-piecewise mechanism. We can claim that the extra
piece is still captured by S. The key insight is: adding an extra optimal piece to the optimal
(m+1)-piecewise mechanism is the same as adding it to the optimal m-piecewise mechanism, because

the optimal (m + 1)-piecewise mechanism is the same as the optimal m-piecewise mechanism.

Since adding an extra optimal piece to the optimal m-piecewise mechanism remains S, then for
any k € [m + 2|, merging piece (p, l, ) in the optimal (m + 2)-piecewise mechanism remains an

m-piecewise mechanism S .

For m + 3 or more, it follows the same logic. Adding an arbitrary piece is equivalent to adding it to

the optimal (m + 2)-piecewise mechanism, which is the same as adding it to the optimal m-piecewise
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mechanism. Thus, the optimal m-piecewise mechanism is the same as the optimal (m + 3)-piecewise

mechanism after merging redundant pieces, and so on. O

Remark: Intuitively, the extra pieces (of the optimal (m + 1)-piecewise mechanism and beyond) is
similar to the redundant variables in optimization theory: adding more non-negative variables to a
minimization objective does not decrease the optimal value. Here the error from each piece is a
variable, and it is non-negative, which leads to the same conclusion: adding more pieces (one or

more) to the optimal m-piecewise mechanism does not decrease the optimal error.

This lemma means that we can determine the optimal m-piecewise mechanism for m = 1,2,...,
until the optimal (m + 1)-piecewise mechanism is identical to the optimal m-piecewise mechanism
for all x and €. This statement can be empirically validated by attempting to find counterexamples
using larger m than the optimal m. The source code of the framework provides scripts and results

to empirically validate this lemma.

C.1.3 Proof of Theorem 6

Proof. Privacy invariant: For any input v,v’ € X’ and any output y € )':

pdf [M'(v) = y]
pdf [M'(v') = y]

Utility invariant: For any 2z’ = cx 4+ d € X', we can calculate the error difference between M’ (z’)
and M _,(z) as follows:

Err(z', M") — Err(2', M} ,4) =Err(cx + d, M') — Err(cx + d, Mj,4)
y E(ya cr + d) (PM’(cz-i—d) - P/\/l{)ad(cx+d)) dy.
Let y, = (y — d)/c, then dy = edy; and y = cy; + d, where y, € Y. The above equation is equivalent

to
Err(z', M") — Err(z', M ,4) :/ L(cy + d,cx 4+ d) ( M (catd) — PM{)ad(cac+d)) cdyy
1
/ L(cy: +d,cx + d)g (PM(;E) P Myaa(z )) cdys.

The last equality holds due to the definition of 7 : M — M’. For {,-similar error metric £ (i.e.
L(y,z) = |y — z|P), it follows that

L(cys +d,cx +d) = L(cy, cx) = P L(y, x).
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Thus, the above difference of Err is equivalent to
Err(z', M") — Err(z', M} ,4) :cp/ Ly, x) (M(x) — Mpaq(x)) dy,
Yy
=cP (Err(x, M) - ETT(.%, Mbad)) < Oa

due to the known fact ¢ > 0 and Err(x, M) — Err(z, Mpaq) < 0. O

Remark: Intuitively, this theorem is to prove: if M is a better mechanism than My,q on X, then it

is still a better mechanism than My,q after linearly mapping their outputs to X”.

C.1.4 Proof of Theorem 7

Proof. Appendix C.2.4 provides the formalized procedure. Following this procedure, we show the
optimal GPM under X — Y =[0,1) — [0,1) and L(y,x) = |y — z|.

The variables in TPM are p, [, and r. Since it is a family of probability distributions, the

normalization constraint is
(r=1)p+ (1= (r—1))-p/e" =1,
which means the length of the central piece is

e —p
ples —1)

Without loss of generality, assume z = 0 is the optimal point (z = 1 is symmetric). The optimization

s=r—I1=

problem for solving the optimal p is

s 1 2
. P . S P 1p
-pdy + -—d = —( ——) + —=
arg;mn </0 y-pdy /S Y pr y) arg;nm ( 5 pr: 265>

1 £ _ 2
=arg min — u + L .
22 \ple - De e

\)

To solve the optimal p, we take the first-order derivative w.r.t. p and set it to 0, i.e.
o ef — 2
O (e=p” P _,
Op \p(ef —1)es e

ef/2 1
e —1°

Having solved p and s, the optimal r is » = [ + s. Then the optimal [ is determined by

This leads to p = e¥/2. Then

S =

al“glmin/o(w—y)'egdy-i-/l(fU—y)'pdy—i-/ (y—x)-pdy—i—/l (y—x)-;dy
T +s
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.

(a) z = 37 /4. (b) z = .

Figure C.1: Examples of Ly04(y, z) w.r.t. z. Given a specific y, the shorter between the blue and green arcs

is Limod (Y, ). max, Lmod(y,x) is achieved at x = 7.

This is a univariate optimization problem w.r.t. [. Moreover, it is a two-order polynomial w.r.t. [
and can be solved by analyzing the first-order and second-order derivatives. The solution is

jo 2zlp—pe) —slp—pe™) s

2(p — pe~e) 2

Note that when x — s/2 < 0, the above [ is outside the domain [0, 1). In this case, the optimal [ is
l=0.

Relating the above deduction to Theorem 7, the term s/2 corresponds to C'. Then the optimal p is
e/, 1=2—C,and r = x + C when = € [C,1 — C), which completes the proof for L(y, z) = |y — z|.
The proof for L(y,x) = |y — x|? is similar. O

Remark: This proof is the same as finding the optimal 3-piecewise distribution in domain [0, 1).

The source code of our framework provides the validation.

C.1.5 Proof of Lemma 3

Proof. Note that Ly04(y, ) = min (L(y,x), L(y,27 — x)). The key observation is that for any y

and /p,-similar distance metric £, we have

max Limod (Y, ) = Limod(y,m) = L(y, ).

Figure C.1 illustrates the intuition. For any fixed y, it compares the length of |y — x| and |y — (27— )|
w.r.t x € [0,27). Lyod(y,x) is determined by the minimum of the two, and max, L,0q(y, x) will

achieved at = = .

The remained proof is more intuitive than the proof of Lemma 1, as the inner integrand Ly04(y, x)

has a unique maximum at x = « for any y € [l;, r;), making the swap of max, and integration valid.
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Specifically, we have

m - m .
mg?xzpi/ ﬁmod(yax)dy = Zpi / mi}XL‘mod(yax)dy
- L - I

i

:Zpi/l L(y,m)dy

i

holds trivially, because all other x values always result in smaller Ly,04(y, ). Therefore, for any

values of p; > 0, I; < r;, the integration of L,04(y, x) is bounded by the integration of L(y, 7). [

C.1.6 Proof of Theorem 10

Proof. We prove the unbiasedness of M. The expectation of the given M is

C+1
E[M(z)] _/c Y Pum)dy

l p r C+1 p
=/ yady+/ ypdy+/ y—dy
_¢c € l r e
r2 — 2 P 1\ p
= - = C+=)=.

2 (p 65> + < * 2> e

Denote s := (2C + 1)(C —1)/(2C), which rewrites [ and r as

_C+1 _C—l_f _C+1 Cc-1

l S
2 YTy Ty 'TTa vt T Ty

Then the above E[M ()] is equivalent to

(C+1)sx—(C—1)s/2 4C n e~e/?
2 (C?—-1)(2C +1) 2
C-1 e~e/?
R CET
leading to E[M] = z, i.e. M is unbiased. O

C.2 Complementary Materials

C.2.1 Detailed Comparison with PTT (Section 5.1.2)

Piecewise transformation technique (PTT) [101] is a framework for 3-piecewise mechanisms. It

shows that (i) many PTT mechanisms are asymptotically optimal when used to obtain an unbiased
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estimator for mean of numerical data, and (ii) there is a PTT that reaches the theoretical lower

bound on variance.

Under the viewpoint of GPM, type-I PTT focuses on TPM that constrains the probabilities of the
central interval (p) and the two side intervals (¢q) as

1 e ef

P ke — 1 q:k(ee—l)’

where a and k are parameters to be determined. Type-II PTT focuses on TPM that constrains p

and ¢ as .

1 e - e
akes -1’ q_k‘(eg—l)'

Therefore, PTT is still a specific case of the TPM framework. Additionally, when discussing

p

optimality of PTT, it gives a value of a for type-I PTT but do not provide the optimal k.

C.2.2 Related Optimality (Section 5.2.1)

In this dissertation, the optimality of GPM is defined with respect to: (i) the worst-case £,-
similar error metric, (ii) bounded numerical domains X — ) and mechanisms based on piecewise
distributions, (iii) minimization of error value (not asymptotic or order-of-magnitude optimality),
and (iv) without post-processing. ¢,-similar error metrics are natural choices for evaluating data
utility [60,69,150]. Bounded numerical domains are common in real-world applications. Focusing on
error values allows for more precise comparisons between different mechanisms. By excluding post-
processing, we can analyze the optimality of the mechanism itself, which provides a more fundamental

understanding than considering the mechanism combined with a specific post-processing.

Other types of optimality have been explored in the literature, particularly for variants of Laplace
mechanisms. The staircase mechanism [60] adopts the same utility model without prior knowledge
or post-processing as this dissertation. It claims optimality under specific assumptions, one of
which is that a staircase (piecewise) distribution can achieve the optimal error. The mechanism
demonstrates better ¢1-error performance than the Laplace mechanism on ) = (—o0, c0), and its
asymptotic optimality has been formally proven. Universal optimality is another type of optimality,
defined from the perspective of a user’s prior knowledge and post-processing ability [64]. In this
utility model, the user observes the output of the mechanism and selects another value based on
the output and their prior knowledge, i.e. under a Bayesian utility framework. Formally, if the
user’s prior is denoted as p; on the data domain i € N (i.e. a discrete domain) and the user’s

post-processing is represented as a remap z; ; that reinterprets the output of the mechanism (on the
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sensitive value i) to j, then the utility model is defined as

Err(i) = Zpi Z zij - L(3,7).
iEN  jeN
This utility model incorporates the user’s prior knowledge and post-processing ability. A mechanism
is called universally optimal if, for any prior p;, there exists an optimal remap z; ;. Under this utility
model, it was proven that the truncated geometric mechanism (a discretized version of the Laplace
mechanism) can achieve universal optimality for count queries® and a legal error metric £(i, 7).
Such universal optimality was shown to be unachievable for more complex queries [16]. Under the
same utility model, the universal optimality was extended to the truncated Laplace mechanism
for a bounded numerical domain X = [0, 1] by approximating the geometric mechanism with the

Laplace mechanism and post-processing [54].

These results do not hold in our utility model, i.e. utility model without prior and post-processing.
Figure 5.13 has shown that OGPM generally has a smaller error than the truncated Laplace
mechanism, especially when the privacy parameter ¢ is not small, indicating the sub-optimality of

the truncated Laplace mechanism in the absence of using prior and post-processing.

C.2.3 Directions for Analytically Proving Optimal m = 3 (Section 5.2.2)

This appendix outlines two potential directions for analytically proving that the optimal m is 3,

along with the challenges associated with each approach.

Mathematically, finding the optimal m-piecewise mechanism is equivalent to identifying the optimal
m-piecewise distribution under an /,-similar error metric. It is seemingly true that the optimal m is
3: if the optimal m-piecewise distribution is not 3 but 4 or more, we can always shift the probability
mass from the two side intervals (i.e. other pieces) to the central interval, thereby reducing the

error. At the very least, the following fact holds:

Fact 1. The optimal m-piecewise distribution has a strict staircase shape, i.e. the probability density

of the central interval is greater than that of the two side intervals.

Figure C.2 illustrates this fact. Moving pieces while keeping their probabilities unchanged clearly
maintains both the e-LDP constraint and the probability normalization constraint. This observation
reduces the problem to proving that a 3-staircase distribution can achieve the same optimal error as

a 4-staircase distribution under the e-LDP and probability normalization constraints.

*This is in the centralized DP setting, where the data curator holds the dataset and uses one mechanism.
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(a) Non-staircase distribution. (b) Staircase distribution.

Figure C.2: A non-staircase distribution (left) can always be shifted into a staircase distribution (right) by

moving some pieces closer to x, which reduces the error.

Direction 1: If we can further move the green piece in Figure C.2b “into” the red central piece while
keeping the probabilities of the red and blue pieces unchanged, i.e. transform it into a 3-staircase
distribution while ensuring a decrease in the error, then we can prove that the optimal m is 3.
However, this is challenging, as it breaks the probability normalization constraint (i.e. the sum of
probabilities is no longer 1), requiring adjustments to the probabilities of each piece to satisfy the
e-LDP constraint. The difficulty lies in ensuring that these adjustments will indeed decrease the

error.

Direction 2: Another approach is to formulate the problems for 3-staircase and 4-staircase
distributions as two constrained optimization problems. The goal would be to prove that the optimal
error of the 3-staircase distribution is equivalent to that of the 4-staircase distribution. Ideally, these
two multi-variable optimization problems could be solved analytically, resulting in two closed-form
error expressions w.r.t. x and ¢, thereby completing the proof for any x and € by showing that the
two expressions are equal. This direction aligns with our framework. However, the challenge lies in
the complexity of solving such multi-variable optimization problems analytically. This is why we
rely on an off-the-shelf optimization solver, which, while effective, only provides numerical solutions

for specific x and e values.

C.2.4 Analytical Deduction for the Optimal GPM (Section 5.2.2)

If the optimal GPM under L is proved to be TPM, then the closed-form optimal can be derived by

deduction.

Denote X = [a,b) and ) = [a,b). Notice that the normalization constraint of probability is

(r=0)-p+lb—a)—(r—0]- 2 =1.

68
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This means the central interval length is
1 b—a
p(l—e=c) e -1

s=r—I1=
If the minimal worst-case error is achieved at = a in Lemma 1, then solving for the optimal p is

s b
arg min (/ ﬁ(y,a)pder/ E(y,a):;dy>,
p a S

which is a univariate optimization problem w.r.t. p and can be solved analytically. With the solved

reduced to

p, Formulation (5.3) is also reduced to a univariate optimization problem w.r.t. I:

l l+s b
arg min / P1dy+/ P2dy+/ Pidy |,
l a l l+s

where P, = L(y,z)p and P» = L(y,x)p/e. This univariate optimization problem solves the optimal
[, and the optimal r is = [ + s. Note that [ and r should be restricted in |[a, 5) when analyzing the

first-order derivative.

C.2.5 MSE of the Optimal GPM (Section 5.2.3)

Denote p. and C as the same as the instantiations of M in Theorem 7. The MSE of M is

1. If z €]0,0):

7 (02" +a%) + 32 (1 -2’ - 0 -2)").

2. fzxe[C,1-C):
Pe

e (_or3 2 _ Pe (613
3e6(20 + 3z 3x+1)+3(20).

3. Ifze[l—-C,1):

%((1—2C—x)3+x3)+%((1—$)3—(1—20—$)3)~

For example, when x = 0, the MSE of M is
MSE[M(0)] = 2 (8¢%) + L= (1 - 8¢?).
3 e

Setting € = 1 results in MSE[M(0)] = 0.22 of OGPM. As a comparison, SW [95], which also
designed for X = [0, 1), has an MSE of 0.29 at = 0.
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(a) Privacy parameter ¢ = 0.4. (b) Privacy parameter £ = 0.8.

Figure C.3: Whole-domain error comparison in the classical domain with error metric £ = |y — x|.

C.2.6 Optimal Assignment of Privacy Parameter and an Example (Section 5.5)

The objective function to minimize the given total error in 2D polar coordinates is

?11152 Errl,wor(fl) + Eer,wor(52)7

where Erry wor(€1) and Errgywor(ag) are the worst-case errors of the classical domain and the circular

domain, respectively.

Without loss of generality, we can assume the polar coordinate data is in [0,1) x [0,27) and
L = |y1 — 1%, then Erriwor(€1) and Errg wor(e2) are already given by our MSE analysis. However,

the above optimization problem as a function of £; and &9

is generally non-linear, thus hard to be analytically solved.

Errl ,wor (El) + Err&wor (52)

w

Therefore, a simple and practical way to find the optimal &1

and €2 is numerical testing. 2

Under distance metric £(y, ) = |y — |, the worst-case error 1

of the classical domain [0,1) is achieved at = 0. Therefore,
Erri wor equals to MSE[M(0)] calculated before. For the cir- 0

cular domain [0, 2), the worst-case error ETra ywor is stated in

Theorem 9. If ¢ = 1 4+ 27 and we assign €1 to the classical
domain and €9 = € — €1 to the circular domain, then the total error is plotted in the right figure. In

this figure, the optimal assignment is £ = 1.32 and €2 = 5.609.

From the curve of the total error, we can see that €9 affects the total error more than 1. Even if 1
is set to 0, the total error is not significantly affected, and it is still is significantly smaller than the
case of eg = 0. This is because the circular domain has a larger range than the classical domain,

thus the error of the circular domain is more sensitive to the privacy parameter.
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Note that the optimality for the polar coordinate data is under the specific error metric Lop =

L(y1,21) + Lmod(y2, x2). If the error metric differs, the optimal error might not be preserved.

C.2.7 Comparison under Small ¢ (Section 5.6.1)

Figure C.3 presents the whole-domain error comparison of OGPM, PM-C, and SW-C under smaller
€ values, specifically ¢ = 0.4 and € = 0.8. In these scenarios, all three mechanisms approach the
uniform distribution more closely compared to cases with larger €. Consequently, their errors are
also more similar to each other. Statistically, when ¢ = 0.4, the error of OGPM is at most 0.008
smaller than that of PM-C and SW-C. For € = 0.8, the error of OGPM is at most 0.015 smaller
than that of PM-C and SW-C.

C.2.8 Expected Error of the B-Laplace Mechanism (Section 5.6.1)

The B-Laplace mechanism redefines a Laplace-shaped distribution on a bounded domain as the
perturbation mechanism. For the data domain X — Y =[0,1) — [0, 1), the B-Laplace mechanism

is defined as follows:

Definition 20 (Bounded Laplace Mechanism, adapted from [73]). The B-Laplace mechanism
M(x) :[0,1) — [0,1) is given by the probability density function (PDF) as follows:

1 1 _lyoa
pdfM(z) =y] = 7 g™ 7 Wy E0,1),
Y

. 1 _ly==| . . .
where b is the scale parameter, and Cy = fo %e v dx is the normalization constant.

According to Theorem 3.5 and Corollary 4.5 in [73], the B-Laplace mechanism satisfies e-LDP
whenever b > 1/e. Using the best scale parameter b = 1/e, the normalization constant becomes
Cy = (1 —e7%)/2. We can compute the expected ¢; error of the B-Laplace mechanism as follows

(this computation is not included in [73]):
1
Brre. M) = [y~ al - pafiM(x) = 5)dy
0

1
1 1 ly—z|
= — i — e —ee b d
/U|y ST Y

€ 1
B R
0

1—e¢

This integral can be numerically computed by the Python library function scipy.stats.laplace.expect ()
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or analytically solved. The final result for the expected error is

2— (14ex)e™®® — (1+¢(1 —x))e=-2)
e(1—e9) '

which is a closed-form expression w.r.t.  and €.
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Appendix D

Appendix of Chapter 6

D.1 Proofs

D.1.1 LDP Proof of Definition 9

The proof applies to all piecewise-based mechanisms, including the direction perturbation mechanism

in Definition 9 and the distance perturbation mechanism in Definition 10.

Proof. For any two sensitive directions ¢1, ¢ and any ¢’ € [0,27), we have:

pdfMo(p1) = ¢'] _ pe
pdf[Mo(p2) = ¢'] = pe/exp(e)

The inequality holds because any ¢’ is sampled with a probability of at most p. and at least

= exp(e).

pe/ exp(e), regardless of whether the input is @1, @2 or any other value. O

D.1.2 Proof of Theorem 12

Proof. Denote TraCS-D in Algorithm 1 as M. We need to prove that M satisfies e-LDP for each

location 7 € S, i.e.

g . PdfM(n) =7']
" pdf[M(12) = 7]

In TraCS-D, each location T is represented in a direction-distance space with unique coordinates

V711,72, T € < exp(e).

(¢, r(p)). The key insight of the proof is that the perturbation of ¢ and r(y) satisfies 4-LDP and
(¢ — €4)-LDP, respectively. Then TraCS-D ensures e-LDP for the location space S = Dy, ® Di(y)-
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We provide proofs by the Composition Theorem 11 and by computing the 2D pdf ratios in the LDP

definition.

By Composition Theorem 11. The definitions of piecewise-based mechanisms M, and M_

imply that they satisfy LDP. Specifically, for M, (p;eq),

. pdf[Mo(p1) = ¢]
pdf[Mo(p2) = ¢']

is guaranteed by Definition 9 of M. Similarly, M_(7(¢); e—e4) in Definition 10 ensures (¢ —&4)-LDP

Vo1, 2, ¢ € [0,2m) < exp(eq),

for 7(¢). For clarity, let 7 := 7(), which yields
 pdfIM_(r) =7]
- pdf[M_(T2) = 7]

The subsequent linear mapping from 7 € [0,1) to r € D,y is a post-processing step that does not

V?l,fg,?/ € [0, 1) < exp(g —&4).

affect the LDP property. Specifically, denote the linear mapping as g : [0,1) — D,(,), and denote

@)
r1 = g(M_(71)) and ro = g(M_(72)) as two random variables. It is clear that
pdf[ry =1']
(') - pdf[?"z — 74/]
because the linear mapping g is a deterministic function without randomness. Thus, M _ ensures
(e —eq)-LDP for D

Vry,re,7 €D < exp(e —&q),

r(¢’)

Combining these results with Sequential Composition Theorem 11, we can conclude that M =
(Mo, M_) ensures e-LDP for each location 7 = (¢, r(p)) € S. Consequently, the entire trajectory

with n locations satisfies ne-LDP.

By computing the 2D pdf ratio. Assuming two sensitive locations 7 = (¢1,71) and 75 = (p2,T2),
where 71 and 7 are normalized distances from the reference location along ¢; and g, respectively.
For any output 7/ = (¢/,7), the 2D pdf of getting it from 71 and 75 are

pdf[M(r1) = 7'] = pdf [Mo(p1) = ¢] - pdf IM_(71) =7,

pdf [M(12) = 7'] = pdf [Mo(p2) = ¢'] - pdf [IM_(72) = 7],
where M_ is applied to the same normalized distance space (from the reference location to the

boundary of S along ¢'). The ratio is bounded by exp(g4) -exp(e —e4) = exp(e) due to the definition
of M, and M_. Consequently, the entire trajectory with n locations satisfies ne-LDP. O

D.1.3 Proof of Theorem 13

Proof. We prove the ©(e~¢/ 2) convergence rate by calculating the MSE of the perturbation mecha-
nism. Specifically, the MSE of M _ is calculated as follows:

1
MSE[M _(7)] = /0 (7 — 7)*pdf[M_(F) = 7*]dF*.
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The worst-case MSE is achieved when 7 =0 or 7 = 1, i.e. at the endpoints (similar to the variance

calculation in [150]). In this case,

MSE[M_(0)] = /020 (7" = 0)? p-dr + /21 (™ — 0)2 L& g

c e
o 803])5 (1— 803)]95
~ T3 T 3e
with pe and C defined in Definition 10. We omit the calculation for 7 = 1 as it is symmetric to

7 = 0. Plugging in the values of p. and C, we can simplify the MSE using big O notation:

1 _ (e5/2 —1)3
MSE[M_(0)] = se /2 + —————
SEIM_(0)] = ge™/* + ST 1

1
= 56_8/2 +O(e™ ).

Therefore, as € — 0o, the worst-case MSE of M _ converges to zero at a rate of ©(e~%/2). The MSE

of M, can be calculated in the same way, resulting in a convergence rate of ©(e~/2) as well. [

D.1.4 Proof of Theorem 14

Proof. Denote TraCS-C in Algorithm 2 as M. We show that M satisfies e-LDP for each location
7 € §. In TraCS-C, each location 7 is represented in the Cartesian space D, X Dy with unique

coordinates (a,b). Thus, it suffices to prove that the perturbations of a and b each satisfy /2-LDP.

From Theorem 12, M_(a;e/2) satisfies ¢/2-LDP for the normalized coordinate @ € [0,1). The
subsequent linear mapping from a € [0,1) to a € D, is post-processing and therefore preserves the
LDP guarantee. Hence, M_ ensures €/2-LDP over D,. By the same argument, M_ also ensures
€/2-LDP over D,

Therefore, M = (M_, M_) satisfies e-LDP for each location 7 = (a,b) € S by the Sequential
Composition Theorem 11. Equivalently, one can verify the guarantee by directly bounding the 2D
pdf ratio induced by M. Consequently, the entire trajectory with n locations satisfies ne-LDP. [

D.2 Complementary Materials

D.2.1 Space-Dependence of Indistinguishability (Section 3.3)

Indistinguishability of a data point is always relative to a specified data space, which determines the
set of alternatives that an adversary may try to distinguish it from. Accordingly, indistinguishability

cannot be meaningfully discussed without first specifying the underlying space, for two main reasons.
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(i) LDP perspective. The LDP guarantee is defined with respect to a particular input domain.
If two algorithms operate on the same domain and use the same privacy parameter €, then their
privacy guarantees are comparable (in the sense of the LDP definition); if their domains differ, then

their guarantees may not be directly comparable, even when they share the same €.

(ii) Information-theoretic perspective. For an e-LDP mechanism M, the mutual information
I(x; M(x)) is upper bounded by a function of both € and the size of the input space, i.e. I(z; M(x)) <
O(g,|X|), where |X| denotes the cardinality of the input space X'. A similar bound can be found
in [43].*

This observation is particularly relevant to trajectory collection or synthesis under LDP when
discretization-based methods are used. Even for a fixed continuous area, different discretization
strategies (e.g. uniform grids, adaptive grids, or different sets of points of interest (POIs)) induce
different discrete location spaces with different sizes and spatial layouts. Consequently, the ef-
fective indistinguishability provided by the same LDP mechanism can vary substantially across

discretizations, even when the same ¢ is used.

D.2.2 Limitations of the Exponential Mechanism (Section 3.3 and Section 6.1.3)
High Computational Complexity

The biggest limitation of the Exponential mechanism is the complexity in calculating the score
function and sampling from the probability distribution. Before perturbing location x, the Expo-
nential mechanism requires computing the score function d(x,y) for every possible location y in the
location space. If the location space has m locations, the time complexity of computing the score
function for a single location is O(m), which is computationally expensive for large-scale spaces.
Moreover, ATP’s dynamic strategy to constrain the location space for perturbation makes it need
to recompute the score function for each location, resulting in O(m) time complexity, where m is

the size of the location space.

The complexity of sampling from the Exponential mechanism is also O(m), as its cumulative
distribution function (CDF) is an m-piece function. Sampling requires comparing a random number

with the CDF values of all m locations.

In contrast, we have seen that piecewise-based perturbation mechanisms in TraCS do not require

*Intuitively, LDP enforces pairwise indistinguishability but does not directly account for how indistinguishability

accumulates over many alternatives, which can be captured by mutual information.
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Figure D.1: The Exponential mechanism M, (0,0) with ¢ = 4 on two discrete location spaces within

[0,1] x [0,1]. The number and arrangement of points affect the mechanism.
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Figure D.2: TraCS-C mechanism Mryacs-c(0,0) with e =4 on S = [0, 1] x [0, 1], which encompasses both
discrete location spaces in Figure D.1. The sampling probability is defined over areas rather than individual

points.

score functions, and they sample from a 3-piece CDF at each perturbation, resulting in a negligible

constant time complexity, i.e. ©(1), for each perturbation.

Affected by the Number and Arrangement of Locations

Because the sampling probability depends on the score function, the spatial distribution and relative

distances between locations further affect the probability assigned to each location.

Figure D.1 illustrates the Exponential mechanism M.y, applied to the sensitive location 7 = (0,0)
with e = 4 on two discrete location spaces within [0, 1] x [0, 1]. Specifically, Figure D.la presents a

4 x 4 grid of locations, while Figure D.1b depicts an 11 x 11 grid. We can observe that the sampling
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probabilities of Mgy, differ for the same sensitive location 7 = (0,0), even though both location
spaces are contained within the same [0, 1] x [0, 1] area. When the number of locations increases
and the arrangement becomes denser (i.e. m = 11 x 11), the sampling probabilities for each location

become smaller and more uniform.

In contrast, Figure D.2 illustrates the TraCS-C mechanism Mm.,cs.c applied to the same sensitive
location 7 = (0,0) with ¢ = 4 over the [0,1] x [0, 1] area. Unlike the Exponential mechanism,
TraCS-C is designed for continuous spaces, where the sampling probability is defined over areas

rather than individual points.

To apply TraCS-C to the discrete spaces shown in Figure D.1, one can simply round each perturbed
location to its nearest discrete point. Since this rounding is a post-processing step, it does not affect
the LDP guarantee.

D.2.3 Limitations of Applying Discrete LDP Mechanisms to Continuous Spaces
(Section 3.3)

Although a continuous space can be discretized before applying discrete LDP mechanisms, this
approach inherits the privacy—utility—efficiency issues of discrete methods and introduces additional

challenges in choosing an appropriate discretization strategy.

Gridding the continuous space. A common discretization approach is to partition the continuous
space into uniform grid cells and treat each cell as a discrete input and output of the discrete
mechanism. The reported cell can then be post-processed by randomly sampling a location within
that cell.

Dilemma. However, the gridding approach faces a fundamental dilemma in choosing the grid
cell size, which directly affects the privacy—utility—efficiency tradeoff. (i) If the grid cells are too
large (i.e. coarse-grained gridding), the mechanism is more likely to output the true cell, but the
intra-cell error (i.e. the distance between the true location and the post-processed location sampled
within the same cell) can be large. (ii) If the grid cells are too small (i.e. fine-grained gridding), the
intra-cell error can be reduced, but the probability of outputting the true cell decreases. Meanwhile,

the computational cost increases with the number of cells.

We empirically evaluate the gridding approach under different cell sizes in a continuous space and
compare it with TraCS-C. Specifically, we consider the [0, 1] x [0, 1] location space and two grid
resolutions: 10 x 10 and 100 x 100. For a fixed location, we generate 500 perturbed locations using

(i) the gridding approach with the Exponential mechanism (EM), where the score is defined by the
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Figure D.3: Performance of the gridding approach with different cell sizes in a continuous space. Coarse-
grained grids (e.g. 10 x 10) perform better when ¢ is small, whereas fine-grained grids (e.g. 100 x 100)
perform better when ¢ is large, at the cost of higher computational time. In contrast, TraCS achieves better

utility than both gridding baselines across all € values, with negligible time overhead.

distance between cell centers, and (ii) TraCS-C. We then report the average error and the average
time required to perturb a single location. Figure D.3 summarizes the results. In the small-¢
regime, coarse-grained grids (e.g. 10 x 10) outperform fine-grained grids (e.g. 100 x 100), whereas
in the large-¢ regime, fine-grained grids perform better. This trend is consistent with the above
dilemma: it is difficult to select a single grid resolution that performs well across different e values.
In contrast, TraCS-C consistently achieves better utility than both gridding baselines for all tested

€ values, while incurring negligible time overhead.

D.2.4 Dominant Sector Comparison Between the Strawman Approach and
TraCS-D (Example 10)

For direction perturbation, a small-size and high-probability dominant sector is desirable for more
accurate perturbation. However, these two properties are generally conflicting with each other
due to the LDP constraint: a smaller dominant sector typically has a lower probability. We will
show that TraCS-D achieves a better trade-off between the size and probability of the dominant
sector compared to the strawman approach with any k value. Figure D.4 shows two exemplary

quantitative comparisons between them.

Small ¢ region. In this case, the dominant sector of TraCS-D (red solid line) is larger than the

strawman approach, but the probability of the dominant sector (black solid line) is significantly
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Figure D.4: Comparison of the size and probability of the dominant sector between TraCS-D and the
strawman approach. TraCS-D (solid line) achieves a better tradeoff between the size and probability of
the dominant sector compared to the strawman approach (dashed line), having better adaptiveness across

different e regions.

higher, especially when k is large. This indicates that, although the dominant sector of TraCS-D is
larger in this region, it is sampled with a higher probability.

Large ¢ region. In such cases, the dominant sector of TraCS-D is significantly smaller than the

strawman approach, while maintaining almost the same probability as the strawman approach.

We can observe the effect of k on the strawman approach. Larger k values in the strawman approach
reduce the inner-sector error compared to TraCS-D, but also significantly decrease the probability
of the dominant sector when ¢ is small. Conversely, smaller k values increase the probability of
the dominant sector when ¢ is small, but result in a large inner-sector error when ¢ is large. In
contrast, TraCS-D adaptively balances these trade-offs by adjusting the dominant sector’s size and

probability according to €.

D.2.5 Detailed Form of |D, | (Section 6.2.2)

For each location 7;, denote its directions to the four endpoints of the rectangular location space as

©»1, 92, 3, 4. We have:

p1 = atan2 (bepg — bi, Gend — (17;) >

o = atan2 (benq — bi, asta — @) ,

(b

(

3 = atan2 (bsta — b, Gsta — @) + 27,
¢4 = atan2 (bsga — bi, Gend — i) + 27.
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Then, |D,(,| can be derived using trigonometric functions, which leads to the following four cases:

Qa — a;
—end % if Y e [0,@1) U [@4,27T>,
CoS
bena — b; .
u lf@ S [@17902)7
Dy | = sin
| (%) Qi — Qsta, .
————  if p € [p2,03),
—cos
b; — b
2 if o € [ps, ),
—singp

depending on the direction ¢ from reference location 7; = (a4, b;) to the boundary of the rectangular

location space [asta, Gend] X [Dstas bend]-

D.2.6 Redesigned SW (Section 6.2.5)

We redesign the SW mechanism to achieve e-LDP for the circular space [0,27) and the linear
space [0,1). The key idea is to transform the original sampling distribution to these spaces while
preserving the LDP constraint. Similar to Definition 9, the redesigned SW mechanism for direction

perturbation is defined as follows.

Definition 21 (Redesigned SW for direction perturbation). Given a sensitive direction ¢ and a
privacy parameter €, redesigned SW for direction perturbation is a mechanism M, : [0,2m) — [0, 27)
defined by:

Pe if ‘Pl € [1@757T9975)7

pdf[Mo(p) = ¢] = ‘
pe/exp(e) otherwise,

where pe = Q—}E(exp(s) — 1) is the sampling probability, and [l,.,7,) is the sampling interval that
exp(e)(e —1)+1
= — 2
o= (o= n R Gt ) med
exp(e)(e —1)+1
= d 2r.
rve= (o rn Gt ) e

Similar to Definition 10, the redesigned SW mechanism for distance perturbation is defined as

follows.

Definition 22 (Redesigned SW for distance perturbation). Given a sensitive distance 7(p) and a
privacy parameter e, redesigned SW for distance perturbation is a mechanism M_ :[0,1) — [0,1)
that

Pe if7(¢p) € [u,v),

dfIM-(7(p) =7 (¢)] =
pdf| (T(¢)) ()] p:-/exp () otherwise,
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where p. = (exp(e) — 1) /e is the sampling probability, and [u,v) is the sampling interval that

?(90) + [_C7 C) ifF,(SO) € [C7 1 - 0)7
[u;v) = {[0,20) if 7' (p) €[0,0),
[1-—2C,1) otherwise,

with C = (exp(e)(e — 1) + 1)/(2(exp(e) — 1)?).

Compared with Definition 9 and Definition 10, the redesigned SW mechanisms have a larger p.
and a narrower [l,7) or [u,v] interval for sampling. We can treat the redesigned SW mechanisms
as a more aggressive perturbation mechanism: it tries to sample from a narrow dominant sector
with a higher probability (pc), which also leads to a higher probability (p./exp(e)) of non-dominant

sectors due to the LDP constraint.

D.2.7 Experimental Results for Extensions (Section 6.2.5)
Effect of Different Piecewise-based Mechanisms

Figure D.5 compares the performance of different piecewise-based mechanisms for TraCS-D. In
addition to the mechanisms defined in Definition 9 and Definition 10, we name the redesigned SW
for TraCS-D as TraCS-D (R-SW), as detailed in Appendix D.2.6. We can observe that TraCS-D
consistently exhibits smaller errors than TraCS-D (R-SW) across all the ¢ values. Statistically, the
mean AE of TraCS-D is 52.6% of TraCS-D (R-SW) across all the ¢ values. This difference comes
from the MSE of their sampling distributions, where Definition 9 and Definition 10 have smaller
MSE than R-SW.

TraCS-D for Circular Area

Figure D.6 illustrates an example of TraCS-D applied to a circular area S = [0,27) ® [0,1). We set
the sensitive location 7 as (m,0.5) and the privacy parameter ¢ = 5, then collect 50 random samples
of perturbed locations using TraCS-D. In this case, the dominant area is [0.877,1.137) ® [0.32,0.67),
as determined by the perturbation mechanisms in Definition 9 and Definition 10. We can observe

that the perturbed locations are concentrated in the dominant area.
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Figure D.5: Different piecewise- Figure D.6: Samples of TraCS-D
based mechanisms. at 7 = (,0.5) for circular area.

D.2.8 2D Laplace Mechanism with Truncation (Section 6.3.1)

For 2D location spaces equipped with the Euclidean distance, a standard Laplace-based approach is
the Planar Laplace mechanism [7].T It was originally proposed for geo-indistinguishability, and it

also provides an LDP guarantee with a calibrated sensitivity.

Definition 23 (Planar Laplace mechanism). Let X C R? be the input domain. The Planar Laplace
mechanism Mpr, : X — R? is defined by

Mpr(z) =z +n,

where ) € R? is a noise vector with density
2

pdfln) = - exp(—=llnll2).

Sensitivity calibration for an LDP guarantee. By the triangle inequality, for any x;, 22 € X

and any y € R?, we have

pdfy — 1] ( )

— e = exp(e(||ly — x2ll2 — [y — x1]]2) | < exple||r1 — T2||2)-

i (ly = w2l = lly = 21ll2)) < exp(eles - wall)

Therefore, over the domain X, the mechanism satisfies (¢ - diam(X’))-LDP, where diam(X’) is the
diameter of X. Equivalently, to ensure e-LDP for all pairs of inputs in X, one can run the Planar

Laplace mechanism with parameter ¢/diam(X).

"We omit the standard (truncated) Laplace mechanism for R, as it is designed for L; distance and has been shown

to have worse data utility compared to piecewise-based mechanisms [184].
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Truncation for bounded location spaces. The Planar Laplace mechanism outputs perturbed
locations in R?, which may fall outside the bounded location space S. A common practice is to
truncate the output to S, e.g. by projecting it to the nearest point in . This truncation is a

post-processing step and does not affect the LDP guarantee.

D.2.9 Privacy Parameter Assignment in TraCS-D (Section 6.3.1)

In TraCS-D, the overall perturbation error is jointly determined by the direction perturbation and
the distance perturbation. These two components are controlled by g4 for M, and € — ¢4 for M_|
respectively. As a result, the (theoretical) error bound of TraCS-D depends on both ¢ and the

privacy split 4. In principle, the best choice of €4 is the one that minimizes this bound.

However, the optimal split depends on € and on the shape of S, which

makes a universal closed-form choice impractical. Using the same AF A% e £=5
SN
experimental setup as in the Figure 6.4a, we empirically evaluate how (4] *\x‘ ".‘\ Txen e=8
g4 affects the error of TraCS-D; the results are shown in the figure on "ix LY
\ e

the right. We observe a consistent pattern: for each fixed e, the error 3] Y \-._"“

e e . . X Soves®
decreases initially and then increases as €4 varies from 0 to the full X * »

% e
budget e. 0.2 % o
&)‘x-x-x-xxx

Across all tested ¢ values, the minimizer ¢4/¢ is close to our heuristic ~ 01 03 05 07 e/

split e4 = /(14 7) (dashed pink line), which supports the use of this

heuristic in practice.

D.2.10 Privacy Parameter Assignment for a Whole Trajectory (Section 6.3.2)

We compare TraCS with NGram, L-SRR, and ATP under a trajectory-level privacy parameter
assignment on the TKY and CHI datasets. The average trajectory lengths are 113 (TKY) and 13
(CHI). Accordingly, we assign a trajectory-level budget of € x 113 for TKY and & x 13 for CHI. This
scaling makes the trajectory-level setting more comparable to the location-level € assignment in

Figure 6.9. The results are shown in Figure D.7.

We observe that TraCS has larger AEs than the discrete-space mechanisms when ¢ is small, but its
errors decrease rapidly as € increases. As a result, TraCS outperforms the discrete-space mechanisms
in the large-¢ regime. Compared with assigning ¢ at the location level in Figure 6.9, the overall
trends remain similar across all mechanisms: TraCS starts to outperform all other discrete-space

mechanisms when € = 4 per location on both datasets. Among the discrete-space mechanisms, ATP
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Figure D.7: Comparison with trajectory-level € assignment. The average trajectory length is 113 for TKY
and 13 for CHI. TraCS’s AE decreases fast as ¢ increases, outperforming other discrete-space mechanisms

when ¢ is large.
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Figure D.8: Location spaces for TKY and CHI datasets. TraCS operates over the whole rectangular area
that encloses the discrete location space of each city, while other discrete-space mechanisms operate only on

the discrete locations (blue points).

achieves the lowest AEs on TKY, whereas NGram (i.e. the Exponential mechanism with a reachable

set) attains the lowest AEs on CHI, due to CHI’s smaller location space than TKY.

As discussed in Section 6.3.2, the larger average errors (AEs) of TraCS in the small-¢ regime can
be attributed to its enlarged effective location space. TraCS is designed for continuous spaces and
perturbs locations over the rectangular area that encloses the discrete location space of each city,
as illustrated in Figure D.8. The discrete location set in TKY is comparatively dense and evenly
distributed, whereas the location set in CHI is much sparser. Consequently, the gap between the
discrete set and its enclosing rectangle is larger for CHI, which amplifies the utility loss of TraCS

and explains its weaker performance on CHI (relative to discrete-space mechanisms) compared with
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Appendix E

Appendix of Chapter 7

E.1 Proofs

E.1.1 Proof of Theorem 17

Proof. From the definition of Zs(M(x)), we have
Pr[Zs(M(z)) = M(x)] =1 — 0.

Since M(x) satisfies e-LDP, it means the privacy loss Lafz, 4, (%) < € always holds. Thus, with
probability at least 1 — 0, the L4 4, 2, (%) is bounded by ¢, i.e.

Prila e, 2, (%) <e] >1-4,

which proves that Zs(M(x)) satisfies (¢,6)-PAC LDP. O

E.1.2 Proof of Theorem 18 and Discussion
Extended Gaussian Mechanism

The proof generally follows the structure of Dwork’s proof of the Gaussian mechanism on page
261 [48]. Their proof assumes € < 1 for the soundness of the In(e, Af) function. We eliminate this

limitation by refining the proof technique and providing a new noise bound.

Proof. For the Gaussian distribution and an original data x; € [0, 1], the probability of seeing x1 + &

with & ~ N(0,0?) is given by the probability density function at &, i.e. pdf[#]. The probabilities of
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seeing this same value when the original data is x5 € [0, 1] belongs to a set {pdf[z+A] : A € [-1,1]}.

Thus, the privacy loss is

. pdf[z] exp(— 5oz
:1 _— :1 a
EM,Z‘l,ZQ(x) n <pdf[§:+A] n

1

Since  ~ N(0,02), the privacy loss is distributed as a Gaussian random variable with mean
A?/(20?) and variance A?/0?. We can see that the Gaussian mechanism can not satisfy pure e-LDP

for any e because Z € (—o0, 00), meaning the privacy loss is unbounded.

Nonetheless, the privacy loss random variable can be bounded by € with a certain probability 1 — 6.

Specifically, letting Z ~ N(0, 1), the privacy loss can be rewritten as a random variable:

A A?

LMy 20 (T) ~ o Z 257"

In the remainder of the proof, we will find a value of o that ensures Ly z, 2, (Z) < € with probability
at least 1 — 4.

Step 1: Gaussian tail bound. When Lz, 2, (%) > €, we have
A 2 .y

A €0 — 5=
;‘Z—FEZE,WhichmeanS |Z] > Az"

Since A € [—1,1], we can set A = 1 to minimize the right-hand side of the above inequality, yielding
the worst-case |Z|, which gives |Z| > o — 1/(20). We need to bound the probability of this event
by 9:

1 1 0
Pr ||Z] > eoc — —| < ,implying Pr |Z >e0 — —| < —.
20 20 2
By the Gaussian tail bound (Chernoff bound):

—42
PI'[Z 2 t] S exp <2) s

we have

Step 2: Solving o. Define C = \/—21n(§/2). We can rewrite the above inequality as

1 2 2
<EO' 9 ) C

Taking the square root of both sides and rearranging gives us two cases:

1 1
-——>C - — < -C.
eo 95 = or o 5y =
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Therefore, the best choice of ¢ is the one that satisfies:

1
- — =4C.
=0 20

Solving this quadratic equation gives us two solutions for o:

+C +£VCO2 4+ 2¢
g = .
2e

Since o must be positive, we take the positive root, which gives us the final solution:

_ V/—2In(6/2) + v/—21n(6/2) + 2¢

o
2¢ ’

which is equivalent to the result in Theorem 18. O

Comparison with Dwork’s Proof.
There are two main concerns with Dwork’s proof of the Gaussian mechanism:

e The proof is hard to interpret within the (e, §)-DP notion;

e The proof is based on a problematic Gaussian tail bound.

Specifically, (i) the proof is based on the assumption that the privacy loss can be probabilistically
bounded by 1 — §, which is consistent with the PAC privacy notion but hard to interpret in
the original (g,0) privacy notion. The (g,0) privacy notion says that the distance between two
distributions is always bounded by the given (e, d) pair, i.e. strictly cannot be unbounded. From

this notion, it is hard to interpret the probabilistic bound of 1 — ¢ in Dwork’s proof. (ii) The proof

Pr[Z >t < 2 —t*
r ——exp | —=
= U= p 992 |’
where Z ~ N(0,0?). This bound is problematic. As a counterexample, if t = 0 and o = 1, the
bound gives Pr[Z > 0] < 1/v/27 &~ 0.399, which is incorrect since Pr[Z > 0] = 0.5 for Gaussian

distributions with mean 0.

is based on a tail bound

Comparison with the Analytic Gaussian.

Another Gaussian mechanism is the analytic Gaussian mechanism [11]. The name originates from
the analytic form of the Gaussian distribution in its result. We don’t adopt this mechanism for two

reasons: (i) It lacks analytical form of noise scale o due to the complexity of the given formula to
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satisfy their privacy definition. i.e. Theorem 8 in [11]. As stated in their paper: ”we propose to find
o using a numerical algorithm... (p4, line 7)”, which complicates analytical utility quantification.

(ii) Tt is based on an alternative privacy definition:

Pr [['./\/l,xl,xz = 5] —e - Pr ['CM,SCLSL‘z < _5] <.

While they proved this definition satisfies (e, d)-DP, it is hard to interpret, because it bounds the
difference between the probability of the privacy loss being too large (£ > ¢€) and too small (£ <€),
different as Dwork’s bounding Pr[£ > €] < §, which is more direct and interpretable.

E.1.3 Proof of Theorem 16

Proof. The combination of d independent (e,9)-PAC LDP mechanisms satisfies pure e-LDP only if
all d mechanisms satisfy pure e-LDP. Otherwise, the failure probability is at least §. Therefore, the
probability of no failure is at least (1 — §)?. Thus, the total failure probability of d independent
(¢,0)-PAC LDP mechanisms is 1 — (1 — §)<.

The combination result for € is straightforward, and it is the same as the combination of pure e-LDP

mechanisms. O

Remark. Compare with the original combination theorem for d mechanisms, i.e. (de, dd)-LDP [48],

the new result is guaranteed to be more precise, as 1 — (1 — §)? < d6 for any 6 € (0,1) and d > 1.

E.2 Complementary Materials

E.2.1 Deterministic Robustness of White-box Classifiers (Section 7.3.2)

When the classifier is a (public) white-box model, we can directly analyze its exact robustness radius
from the model parameters. According to their representativeness, classifiers can be categorized

into two types: closed-form classifiers and non-closed-form classifiers.

Closed-form Classifiers

A closed-form classifier has a mathematical expression that can be directly analyzed. Examples
include the naive Bayes classifier [162], QDA [9,63], certain variants of SVM [71], and clustering

models like k-means [164] and Gaussian mixture models [70]. Closed-form expression means excellent
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interpretability, including robustness analysis. For these classifiers, decision boundaries can be
analytically derived from the model parameters, allowing for analytical expression of robustness

radius 0 for any input variable x.

Formally, if the decision boundary of h is a closed-form curve (or surface) C'(x) = 0, then 6 at an
input variable xg is the distance from zy to C'(z). Its analytical expression w.r.t variable xy can be

calculated by minimizing the distance between zp and C(z).

Example 14. Consider a 2D QDA classifier hy2(x) : (zy,zy) — {1,2}, where the discriminant
function for the first class is hi(x) = —0.5(x2 + 22) 4+ 1n(0.5), and for the second class is ha(x) =
—0.5(0.5(zy — 1)2 4+ 0.5(z, — 1)?) — 0.5In(4) + In(0.5). The decision boundary hy(x) — ha(x) =0 is
a circle with radius 2v/In2 + 1 centered at (—1,—1). Thus, the o robustness radius at To = (Ty, )
is 0 = |24/In2 + 1 — \/(my + 1)2 + (2, + 1)2].¥

Non-closed-form Classifiers

Non-closed-form classifiers often lack explicit mathematical expressions for their decision boundaries.
Examples include neural network [163] and decision tree [22]. Their decision boundaries are
analytically intractable, making it challenging to derive the robustness radius 6 directly. Finding
0 for these classifiers is known as the robustness verification problem [82,112], i.e. verify whether
h(Bg(z)) = h(x) for a given # at x. The main insight is to encode classifiers as a set of constraints,
transforming the problem of verifying h(By(z)) = h(z) into a satisfiability problem that can be

solved by constraints solvers.

Formally, given a concrete sample xy and 6, we have By(zg) = {z : || — x0||cc < 6} as a linear
constraint on z. Denote h;(x) as the score function of the i-th class of h(x), and let ¢ be the correct

class of xy. By encoding By(xg) and the classifier h(z) into a satisfiability problem
x € Bp(zo) N he(x) < hi(z) for i # c,

we can verify the problem using a constraint solver. If it is unsatisfiable, then h(x) outputs the
correct class within By(zp). The maximum 6 that makes the problem unsatisfiable is the robustness

radius 6.

Example 15. (To replicate the QDA classifier from the previous example, which is also the same
classifier depicted in Figure 7.2.) Consider a 2D neural network classifier hyo(z) : [0,1]* — {1,2}
with structure az(ReLU(a1(z))), where ReLU = max(0,z) and a1,a2 are affine functions of the

*A trivial lower bound of the o, robustness radius can be obtained by using 6/+/2, based on the norm inequality.
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hidden layer and output layer that

ar(z) = [ ~1.86 —2.09 ] o [ 3.71 ] |

0.12 —0.46 —0.08
—-3.05 0.40 0.94

as(z) = T+ .
4.02 —0.22 —0.58

Denote hi(x) and ho(z) as the 1st and 2nd dimension of hy2(x). Given xo = (0.5,0.5) and § = 0.1,
we have By 1(xo) = ||z — 2o||oo < 0.1 as a linear constraint on x. If the correct class is hy 2(xo) = 1,

the robustness verification problem is
T € Bo.l(wo) A hl(x) < hz(.%')

If this problem is verified as unsatisfiable, it means hy 2(x) always outputs class 1 within By 1(xo).

Finally, finding argmaxy h(Bg(x)) = h(z) is a sequence of decision problems on 0.

E.2.2 Explanation of Definition 17

There are two randomness sources in Definition 17: (i) Denote the deterministic robustness h(Z) =
h(z) an indicator ¢(z) € {0,1}. We can say a system is robust under random Z with Pr[¢(z) =
1] > 1 — w. In this setting, the robustness boundary is assumed to be known, and the randomness
comes from Z. (ii) When the robustness boundary is unknown, ¢(Z) must be estimated and thus
takes values in [0, 1] instead of {0, 1}. In this case, the condition ¢(Z) > 1 — 7 becomes a random
event, where the randomness comes from the estimation of ¢. This leads to two-level probabilistic
guarantee Pr[1 — Pr[¢(Z) < 7]] > 1 — w. Existing definitions [144, 180] use this two-level probability

but lack interpretations.

E.2.3 LDP Mechanisms in Figure 7.3

We provide concrete instantiations of the LDP mechanisms in Figure 7.3 and discuss their p(e, 0)

curves.

Piecewise-based Mechanism

The original PM mechanism [150] is defined on [—1, 1] — [—C., C¢], where C. is a variable dependent
on . Such design ensures unbiasedness, as it was originally designed for mean estimation. The
original SW mechanism [95] is defined on [0,1] — [—b, 1 + b.]. Unlike PM, SW is biased and

designed for distribution estimation.
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Although defined on different domains, both PM and SW mechanisms can be “normalized” to the
same domain [0, 1] — [0, 1] with the same privacy parameter ¢. We give their formulation as the

following two definitions.

Definition 24 (The PM mechanism). The PM mechanism takes an input x € [0, 1] and outputs a

random variable T € [0, 1] as follows:

pdf[M(z) = i] = De if T € [lpe,Tuel,
pe/et x €]0,1]\ [lx,e’ Tx,e],
where Pe = 66/27
[0,2C) ifzel0,0),

[ZI,EaTI,E] =qz+[-C,C|] ifze|C1-C0C],
(1-2C,1]  otherwise,
with C = (e5/? —1)/(2¢° — 2).

The SW mechanism is similar but uses different instantiations for p. and [l ¢, 72.¢)-

Definition 25 (The SW mechanism). The SW mechanism takes an input x € [0, 1] and outputs a

random variable T € [0, 1] as the same formulation as the PM mechanism, but with

e —1 efle—1)+1
e 027
be =7 2(eF —1)2

Both mechanisms guarantee e-LDP through their piecewise design, as the probability of seeing the

same value & when the original data is x; and x5 is bounded by e®.

p(g,0) curves. The concentration analysis F(x 4+ 0) — F(z — 0) of the PM and SW mechanisms
results in a linear curve with two segments. When 6 is small, the concentration is dominated by the
[lze,Tze) segment, which gives a slope proportional to p.. When 0 is large, the concentration is
dominated by the [0,1)\ [lz,72,¢) segment, which gives a slope proportional to p./e®. Thus, the

p(g,0) curves for the PM and SW mechanisms exhibit a linear pattern with two distinct slopes.

Discrete Mechanism

By discretizing the [0,1] domain into bins, LDP mechanisms defined on discrete domains can
also be applied. In Figure 7.3, we fixed the number of bins to 100, i.e. the domain is X =
{0,0.01,0.02,...,1}. The according Exponential mechanism and k-RR mechanism is defined as

follows.
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Definition 26 (The Exponential mechanism). Given score function d(x,), the Exponential

mechanism defined on X takes an input x € X and outputs a random variable T € X as follows:

o (457

Z ex <6d(2¢,i”))7
yey €XP | 2Aq

where Ad = maxy ; zex |d(z,Z) — d(z,T’)| is the sensitivity of the score function d.

PriMegp(z) = 7] =

Here we choose the score function as the negative absolute distance, i.e. d(x,Z) := —|z — Z|, so that

outputs closer to x are assigned higher probabilities. Accordingly, the sensitivity is Ad = 1.

Definition 27 (The k-RR mechanism). k-RR is a sampling mechanism M : X — X that, given
input x € X, oulputs T € X according to

1

e f~
- yr==x
X|—1 € ’
PriM(a) = 7] = { 1Y e
W otherwise.
— e

p(e,0) curves. The concentration analysis F'(z + 0) — F'(z — 0) of the Exponential mechanism
results in a smooth curve, as the probability of seeing value & further away from x decreases smoothly
w.r.t 6. In contrast, the concentration analysis of the k-RR mechanism exhibits a pattern similar to
the PM and SW mechanisms. When 6 is small, the probability is dominated by the bin containing
x, results in a slope o< € /(|X — 1 + €°|). When 6 becomes larger, the probability is dominated by
the other bins, which gives a slope « 1/(|X — 1 + €°|).

E.2.4 PAC LDP vs (¢,0)-LDP (Section 7.4.2)

This section discusses the difference between PAC LDP, (g,6)-LDP, and other related privacy

notions.

Definition 28 ((g,0)-LDP [48]). A randomized mechanism M satisfies (e,8)-LDP if for all
r1,T9 € X and all S C Y,

Pr[M(xq1) € S] < e - Pr[M(z3) € S| + 6.

This definition says that the distance between the distributions of M(z1) and M (x2) is bounded by

a (g,9) pair. More specifically, it can be rewritten as:

Pr[/\/l(xl) S S] <
PriM(x2) € S]+ /e —

205



p(e), p(e) p(e), ple)

1.0 1.0
0.8 0.81
0.6 0.61 .
0.4 0.41
Empi. Theo.
0.2 B e SV 0.2
--x=- —— kRR --x-- —— ERR
0.0 .
1 2 3 4 5 6 7 8 00 1 2 3 4 5 6 7 8
Privacy parameter & Privacy parameter ¢
(a) Logistic Regression. (b) Random Forest.

Figure E.1: Empirical and theoretical utility for two classifiers trained on the Stroke Prediction dataset.

Given concrete values of pair (¢,6)," the term §/e® is a constant. Thus, it means that the distance
between the distributions of M(z1) and M(x2) must be strictly bounded, i.e. similar to pure
e-LDP. However, this definition is often interpreted as: it is e-LDP with a failure probability of §.

Meanwhile, the Gaussian mechanism relies on this interpretation.

Other relaxed privacy notions, including the Concentrated privacy from Dwork [44], Renyi pri-
vacy [114], and PAC privacy [167], provide patches to (g,d)-LDP. The Gaussian mechanism has
natural results under the Concentrated privacy and Renyi privacy notions, while we provide a PAC
privacy result in Appendix E.1.2. Among these privacy notions, (e, d)-PAC LDP provides the same

meaning as the common interpretation of (e,d)-LDP, i.e. it is e-LDP with a failure probability of §.

E.2.5 More Case Studies for the Stroke Prediction Dataset (Section 7.6.2)

This section provides a detailed utility analysis of the two classifiers trained on the Stroke Prediction

dataset.

Other Records and Mechanisms

We also focus on the first record in the dataset, i.e. the record “Age: 67, BMI: 36.6, Hypertension:
0, ...”7, to evaluate the performance of other two LDP mechanisms: the SW mechanism and the

k-RR mechanism.

fIn fact, 6 can be defined in a more intricate manner, such as incorporating the noise scale o as in [20]. However,
this approach introduces a recursive dependency thus uncontrollable in practical applications, as o itself should be

defined in terms of 4.
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Figure E.1 shows the theoretical and empirical utility of the two classifiers under the SW and k-RR
mechanisms. The theoretical utility of both mechanisms is almost the same as the empirical utility
for the Logistic Regression classifier. For the Random Forest classifier, the theoretical utility is
a lower bound for the empirical utility, especially when € is small. Meanwhile, we can see that
the SW mechanism does not always outperform the k-RR mechanism. When e exceeds 6, k-RR

outperforms SW in both classifiers.

Closed Form CDF of the PM Mechanism

This section provides the closed form expression for p(e, ) when using the PM mechanism.

The input “Age: 79” corresponds to the normalized value z = 0.79 in domain [0, 1]. Then according

to Definition 24 of the PM mechanism, we have

0.63
Fpm, o, (0.63) = / pdf [M(0.79) = 7]dz.
0

For piecewise-based mechanisms, we need to consider the range of [l.79.¢, ro.79.c] relative to 0.63.

For € that makes 0.63 & [lo.79.¢, 70.79,¢|, the above integral is
Fpu, y,,(0.63) = 0.63 - ¢==/2,
For e that makes 0.63 € [lo.79.c,70.79.¢|, the above integral is
Fpu, ,,(0.63) = (0.79 = C) - e /2 + (C — 0.16) - /2,

where C' = (e¢/2 — 1) /(2¢® — 2), as define in Definition 24.

Projected Decision Boundary

The gap between the theoretical and empirical utility for the Random Forest classifier comes from

the complexity of its decision boundary.

Figure E.2 illustrates the projected decision boundaries of the two classifiers on the “Age” and “BMI”
features. We can see that the decision boundary of the Random Forest classifier is significantly more
complex than that of the Logistic Regression classifier, i.e. a combination of many hyperrectangles,
making it hard to be approximated by one hyperrectangle. Consequently, the theoretical utility for
the Random Forest classifier is conservative compared to its actual utility. In contrast, the simpler
decision boundary of the Logistic Regression classifier can be well approximated by hyperrectangles,

leading to a precise theoretical utility.
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Figure E.2: Projected decision boundary of the two classifiers on the stroke dataset.

Average-case and Worst-case Utility

Figure E.3 shows the average-case and worst-case utility of the Logistic Regression classifier under
three LDP mechanisms. For the average-case utility, the trends closely mirror those observed in the
point-wise utility quantification presented in the main text. For the worst-case utility, the curves
are less regular but still exhibit the same overall ordering among mechanisms: the PM mechanism
consistently achieves the highest utility, followed by the Exponential mechanism, and then the
Laplace mechanism. In the worst-case scenario, we observe that the theoretical utility is not always
lower than the empirical utility (though they are close), especially for the PM mechanism when ¢ is
large. This occurs because the worst-case robustness hyperrectangle is typically two-dimensional
and small, which amplifies the impact of sampling errors in empirical evaluation. In such cases, the

actual utility is often higher than the empirical utility.

Figure E.4 shows the average-case and worst-case utility of the Random Forest classifier. The
worst-case utility for the Random Forest classifier is significantly smaller than that of the Logistic
Regression classifier. This is due to the complex decision boundary of the Random Forest classifier, as
shown in Figure E.2b. Around Age, BMI ~ {0.65,0.3}, the robustness hyperrectangle is significantly
smaller than that of the Logistic Regression classifier, leading to both small theoretical and empirical

utilities.

Conclusion on Robustness. From the results of average-case and worst-case utility analysis of
the Logistic Regression and Random Forest classifiers, we can conclude that the Logistic Regression

classifier is more robust under LDP perturbations than the Random Forest classifier.
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Figure E.3: Average-case and worst-case utility for the Logistic Regression classifier trained on the Stroke

Prediction dataset.
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Figure E.4: Average-case and worst-case utility for the Random Forest classifier trained on the Stroke

Prediction dataset.

E.2.6 More Case Studies for the Bank Customer Attrition Dataset (Section 7.6.2)
Detailed Quantification

We take the Logistic Regression classifier as an example to show the detailed utility quantification
under the PAC LDP.

The robustness hyperrectangle at this record is 8, = [0,0.72] x [0, 1]. Using this information, we can

provide the quantification of the utility at the record under the PM mechanism.
For this trained Logistic Regression classifier on the Bank Customer Attrition dataset, at the record

“Age: 22, Estimated Salary: 101 848, Credit Score: 619, ...”, with probability at least p(e,0,), the

classifier preserves the correct prediction under the privacy indicator Zo1 and the PM mechanism
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Figure E.5: Average-case and worst-case utility for the Logistic Regression classifier trained on the Bank

Customer Attrition dataset.

applied to “Age” and “Estimated Salary” (i.e. (2¢,0.1)- PAC LDP), where

p(€7 9) :[FPME,Age (072) - FPME,Age (O)] [FPME,Sal(]‘) - FPME,Sal (O)]
—Foui. . (0.72).

For the Gaussian mechanism, the utility quantification is similar but uses the Gaussian CDF.

For this trained Logistic Regression classifier on the Bank Customer Attrition dataset, at the record
“Age: 22, Estimated Salary: 101348, Credit Score: 619, ...”, with probability at least p(e, 6,), the
classifier preserves the correct prediction under the Gaussian mechanism (Theorem 18) applied to
“Age” and “Estimated Salary” (i.e. (2¢,0.1)- PAC LDP), where

p(57 9) :[FGaus,Age (072) - FGaue,Age (O)] [FGaus,Sal(l) - FGaus,Sal(O)]
:FGau&Age (072) - FGaus,Age (0)

Average-case and Worst-case Utility

Figure E.5 and Figure E.6 summarize the average-case and worst-case utility for classifiers trained on
the Bank Customer Attrition dataset. The observed trends are consistent with those from the Stroke
Prediction dataset: (i) The theoretical utility closely matches the empirical utility, especially in the
average-case scenario. (ii) The PM mechanism consistently achieves the highest utility, followed by

the Exponential mechanism, then the Laplace mechanism, and finally the Gaussian mechanism.
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Figure E.6: Average-case and worst-case utility for the Random Forest classifier trained on the Bank Customer
Attrition dataset.

E.2.7 More Details for the MNIST Classifier (Section 7.6.2)
Monte Carlo Estimation of the Utility

We emphasize the conceptual connection between LDP and robustness while adopting robustness
notions that largely align with the standard local robustness used in prior work. Although these no-
tions are clean and well established, they can yield conservative utility estimates in high-dimensional

settings.

To obtain tighter utility quantification in high dimensions, one can consider more flexible robustness
notions, e.g. robustness regions given by irregular sets rather than axis-aligned hyperrectangles (as
induced by complex decision boundaries). Such regions can be estimated via Monte Carlo sampling
in high-dimensional spaces. This estimation is performed once; afterward, for any given &, the utility
can be theoretically quantified by approximately integrating the d-dimensional LDP mechanism’s

probability distribution over the estimated robustness region.

Formally, let h : [0,1]¢ — {1,..., K} be a d-dimensional classifier and let = € [0,1]¢ be an input
with predicted (and correct) label h(z). Draw Z1,...,Zy i.i.d. uniformly from [0,1]¢, and for each
sample check whether h(Z;) = h(x) holds. Assume that m of these samples satisfy the check, and

let S C [0, 1]¢ denote an estimated robustness region that contains the accepted samples. Under a

211



Pave (€5 Pave (€) Puor (€), Puor (€)

L S
Empi. Theo. L, Empi. Theo.
08f T Sl 08f T
i —— ———— ——
e —— / el e ——
0.6 - —— ’ /- - 0.61 === —u—
0.4 ys 0.41
s -
o“’— ’ -
021 ¥a—-a" 0.21
e
0.0 0.0
1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9
Privacy parameter & Privacy parameter &
(a) NN: Average-case utility. (b) NN: Worst-case utility.

Figure E.7: Average-case and worst-case utility for the Neural Network classifier trained on the MNIST-7x7
dataset.

d-dimensional (continuous) LDP mechanism,* the utility can then be quantified as

ple.8) = [ pafM(@) = ilas
1 & -
~Vol(S) - — > pdf[M.(x) = ],
i=1
where Vol(S) is the volume of the region S, which can be estimated by Vol([0, 1]¢) - m/N. It is still
a theoretical measure, since samples are fixed and pdf|[ M. (x) = ;] is determined analytically by

the LDP mechanism and can be evaluated for any .

This approach follows the connection between concentration analysis and robustness analysis
established in this paper, with the concentration analysis now performed over the estimated
robustness region S rather than the hyperrectangle 6,. The error is now governed by the Monte
Carlo estimation error (i.e. O(1/v/N)) and volume estimation error, instead of Hoeffding bound in
Theorem 15.

We experimented with this approach on the MNIST-7x7 dataset. While it is theoretically sound, in
such a high-dimensional space the samples that pass the uniform-sampling check are sparse. As a
result, for most accepted samples Z;, the density pdf[M.(z) = &;] is close to zero, which drives the
estimated utility to an unrealistically small value. Moreover, we cannot directly apply importance
sampling using pdf[M.(x)] as the proposal distribution, since this proposal distribution depends on

¢ and would essentially reduce the procedure to empirical utility estimation.

tFor discrete LDP mechanisms, the utility can be computed directly by summing the probabilities that the

mechanism outputs samples in S, eliminating the need for volume estimation. We omit this discussion for simplicity.
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Average-case and Worst-case Utility

We use the first 50 images from the MNIST-7x7 dataset as representative samples for analyzing the
average-case and worst-case utility under LDP-perturbed inputs. Figure E.7 presents the results of
this analysis. Both the average-case and worst-case utility show a similar trend to the point-wise

utility quantification, with the PM mechanism consistently achieving the highest utility.
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