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AI agents 3rd-party tools/APIsUser

…… ……

Send Bob my
latest work report

User data

LLM reasoning

Tool arguments

External service

Invisible to users

Job done!
Visible to users
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What is it actually doing with my sensitive data when I am not looking?

Automatic tasks: (without users’ interaction)

Does my AI agent only send/disclose the report but not other sensitive data?
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What is it actually doing with my sensitive data when I am not looking?

Automatic tasks: (without users’ interaction)

Users’ privacy preference:

What if I want to prohibit disclosure of my contact information?

Does my AI agent only send/disclose the report but not other sensitive data?
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Privacy policy Alignment System prompt for user privacy
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However …
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AI agents 3rd-party tools/APIsUser

…… ……

User’s local auditor: 
auditing data collection

User’s local auditor: 
auditing data disclosure
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Privacy policies
(High-level, natural-language)

Declared by
AI agents

User-defined

……

Formalized (auditable) 
privacy policy model

𝑃𝑃 ≔ 𝑑𝑑𝑖𝑖col, 𝑐𝑐𝑖𝑖col, 𝑐𝑐𝑖𝑖
pro, 𝑐𝑐𝑖𝑖dis, 𝑐𝑐𝑖𝑖ret 𝑖𝑖=1

Indirect collection, (𝑐𝑐𝑖𝑖col)
For contact you, (𝑐𝑐𝑖𝑖

pro)
Mail service providers, (𝑐𝑐𝑖𝑖dis)
30 days. (𝑐𝑐𝑖𝑖ret)

Running AI agents
(Low-level, unordered)
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Privacy policies
(High-level, natural-language)

User-defined

……

Model-guided 
data annotation

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

User: “Search for my friend Bob 
(bob@gmail.com) and save his
complete profile as a contact.”
 
Agent: “I’ll first search Bob using 
the web_search_tool 
with the email you provided...

𝑑𝑑col

𝑐𝑐di𝑠𝑠

𝒜𝒜 ≔ 𝑑𝑑𝐴𝐴col, 𝑐𝑐𝐴𝐴col, 𝑐𝑐𝐴𝐴
pro, 𝑐𝑐𝐴𝐴dis, 𝑐𝑐𝐴𝐴ret

Declared by
AI agents
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Privacy policies
(High-level, natural-language)

User-defined

……

Model-guided 
data annotation 𝒜𝒜

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Declared by
AI agents

cross-LLM voting Presidio + context

For confidence For efficiency
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Privacy policies
(High-level, natural-language)

User-defined

……

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Privacy auditing Model-guided 
data annotation 𝒜𝒜

Declared by
AI agents

𝑃𝑃 ⊨ 𝒜𝒜?
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Privacy policies
(High-level, natural-language)

User-defined

……

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Privacy auditing

𝑃𝑃 ⊨ 𝒜𝒜?

Contact info
Email address

Name

Google
Gmail

Google Ads

Model-guided 
data annotation 𝒜𝒜

Granularity mismatch

Declared by
AI agents
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Privacy policies
(High-level, natural-language)

User-defined

……

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Privacy auditing Model-guided 
data annotation 𝒜𝒜

Ontology graph to encode this type-subtype

Contact info
Email address

Name

Google
Gmail

Google Ads

Granularity mismatch

Declared by
AI agents

𝑃𝑃 ⊨ 𝒜𝒜?
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Privacy policies
(High-level, natural-language)

User-defined

……

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Privacy auditing Model-guided 
data annotation 𝒜𝒜

Ontology graph

Status tracking via automata 

accept
×

Reject if violate

Declared by
AI agents

𝑃𝑃 ⊨ 𝒜𝒜?
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Privacy policies
(High-level, natural-language)

User-defined

……

Running AI agents
(Low-level, unordered)

Auditable 
privacy policy model 𝑃𝑃

Privacy auditing Model-guided 
data annotation 𝒜𝒜

Ontology graph

Status tracking via automata 

Visualization via HTTP analysis and WebSocket

Declared by
AI agents

𝑃𝑃 ⊨ 𝒜𝒜?
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  AI agents’ alignment alone is insufficient to reliably protect highly sensitive data

-  agents powered by Claude, Gemini, and DeepSeek do not refuse to process such data via 
   (disguised) third-party tools. 
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  AI agents’ alignment alone is insufficient to reliably protect highly sensitive data

  Refusal levels of AI agents backed by different LLMs when asked to process SSNs

-  agents powered by Claude, Gemini, and DeepSeek do not refuse to process such data via 
   (disguised) third-party tools. 
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 Built-in rules in AudAgent:
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 Built-in rules in AudAgent:

 Benefits:

-  (As the Demo) Provides users with action-level visibility into an AI agent’s data practices

-  Guard highly sensitive data in real time, compensating for gaps in privacy policies
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Thank you!
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