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Trajectory Collection

= Sensitive trajectories: daily routine, wearable-sensor trajectories
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Trajectory Collection

= Sensitive trajectories: daily routine, wearable-sensor trajectories
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LDP-fy a Trajectory

= | DP-fy: perturb a trajectory with LDP guarantee

- cannot distinguish location 7, from 7, with confidence quantified by e®

V1,,7,,T, €ES: Prim(r,) =] < e’
1r ¢2) bx . PF[M(Tz) — T*] —

l(- S
location space distinguishability of t; from 7, when
observing 7,
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LDP-fy a Trajectory

= | DP-fy: perturb a trajectory with LDP guarantee

- cannot distinguish location 7; from 7, with confidence quantified by e®

PriM () =7.] |
VT,,7T5,T« €ES: PrM(s,) = 7.] <e
lz- S
location space distinguishability of t; from 7, when
observing 7,

= Target: LDP mechanism M

- provable privacy for users’ trajectories, in continuous spaces or discrete spaces

- as high trajectory utility as possible
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LDP-fy a Trajectory in A Discrete Space

= Discrete location spaces: Point of interests or discretized cells

. .Ti. o [
e °
Ti-1 ®
S = {plr ""pn} S = {Cl' "'rcn}
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LDP-fy a Trajectory in A Discrete Space

= Discrete location spaces: Point of interests or discretized cells

Ti-1 ®
S ={pq, ..., Pn} S ={cq, ..., Cn}

= Exponential mechanism:

exp(ed(zr,7%)) <€ Pairwise distance
Pr[Mexp(T) =17 = / .
Y resexp(ed(t, 7)) €— Sum of distance
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LDP-fy a Trajectory in A Discrete Space

= Discrete location spaces: Point of interests or discretized cells

T:‘ [ o [
./71_?‘
i—1®
S ={p1, ..., 00} S ={cqy,...,Cn}

= Exponential mechanism:

. exp(ed(zr,7%)) <€ Pairwise distance
PI‘[]V[exp (r)=1"]= / .
Yoresexp(ed(r, 7)) «— Sum of distance
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LDP-fy a Trajectory in A Discrete Space

/ Limitations \

= Discrete location spaces: Point of interests or discretized c
1. Efficiency
A - each sample costs 0(n)
° . ° . . ° .. 2. Trajectory Utility
T ° ) .
o iff . - decreases as n increases
./'T.fk
i-1@ 3. Applicability
S = ) e .
{P1, -, Pn} - cannot apply to continuous 5/

= Exponential mechanism:

exp(ed(zr,7%)) <€ Pairwise distance
Pr[Mexp(T) =T1']= / .
Yoesexp(ed(r, 7)) €— Sum of distance
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Continuous Spaces: Better & Universal

= (QOperate on a continuous space

e
=,

S = [asta' aend] X [bstar bend]
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Continuous Spaces: Better & Universal

= (QOperate on a continuous space

Simple sampling:

T; ,/ PriM(x;) =% €l] = p.

ey PrIM (x) = ¥ €M] = p/e®

S = [asta' aend] X [bstar bend]
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Continuous Spaces: Better & Universal

= (QOperate on a continuous space

Simple sampling:

T; ,/ PriM(x;) =% €l] = p.

o Pr{M (x;) = ¥ W] = p,/e®

S = [asta) Aenal X [Dstas bend]
= Benefits:
1. Efficiency: 0(1) sampling complexity
2. Trajectory utility: “n-independent”

3. Applicability: Both continuous spaces & discrete spaces
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Continuous Spaces: Better & Universal

= (QOperate on a continuous space

. * o 4 Simple sampling:
.rf/ . PriM(x;) = x €] = pe
¢ ° PriM(x;) = X €ll]] = p/e°

S = [asta) Aenal X [Dstas bend]
= Benefits:
1. Efficiency: 0(1) sampling complexity
2. Trajectory utility: “n-independent”

3. Applicability: Both continuous spaces & discrete spaces
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Continuous Spaces: Better & Universal

= (QOperate on a continuous space

o Simple sampling:

°ri°/ 0. * PriM(x;) = x €] = pe
./"771; : PriM(x;) = X €] = p./e®

S = [asta' aend] X [bstar bend]

= Benefits:

1. Efficiency: 0(1) sampling complexity

2. Trajectory utility: “n-independent” Rounding-to-the-nearest

3. Applicability: Both continuous spaces & discrete space{7
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TraCsS: Trajectory Collection in Continuous Spaces

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Key idea: decomposes § into two subspaces

S C R2 S C R? S C RZ
Distance
TraCS space D,
decomp.
— >
at 7; 0 . .
Direction T, Distance
space D, space D,
TraCS-D: D, ® D, () TraCS-C: D, X D,
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TraCsS: Trajectory Collection in Continuous Spaces

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Keyidea: decomposes § into two subspaces — design M for each subspace

Direction perturbation
S - R2 S - R2 S - RQ
Distance l
TraCS space D, TraCS
D, : M,
decomp. perturb. @
—> >
T. o .

aT; ’ Direction 7—; Distance DT(@)vDa : M

space D, space D,

Distance perturbation
TraCS-D: D, ® D, () TraCS-C: D, XD,
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Decomposition of Continuous Spaces

* § =Dy Q Dypy € 1D subspace: linear SCR’

Distance

T \ space D,

(2
2D space 1D subspace: circular i
Direction
space D,

» Perturb ¢ and r(¢) using 1D mechanisms TraCS-D: D, ® D, )

= Each location 7;,; € § has a unique representation (¢, r(¢))
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Decomposition of Continuous Spaces

SCR?

= $=D, XD,

Distance
T “ space D,

2D space 1D subspace: linear

T; Distance
» Each location 7;,; € § has a unique representation (a, b) space D,
» Perturb a and b using 1D mechanisms TraCS-C: D, X D,
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LDP Mechanisms M, and M _

= |everage piecewise-based mechanisms M, and M_

R

[0,2m) — [0,2m) [0,1) = [0,1)
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LDP Mechanisms M, and M _

= |everage piecewise-based mechanisms M, and M_

R

[0,2m) — [0,2m) [0,1) — [0,1)

= Examples of M, and M_*

o= pdf[y]=0.26

/2 — pdf[y]=0.09 /2 pdf1y] pdfly]
1.64 o 1.64 —_—
T 0 T 0
0.60} 0.60 . -
R 0.38 Y 0 031 ~ 060 1 °
(a)x=0 (b)yx=xr/4 (a)x=0 (b)x=0.5
M, (x; M_ (x;

* Optimal Piecewise-based Mechanism for Collecting Bounded Numerical Data under Local Differential Privacy, PETS'25
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Evaluations

= Claims

- continuous spaces: better utility than naive baselines, e.g. planar Laplace + truncation

- discrete spaces: better efficiency and utility than existing methods, ATP*, NGram™**, L-SRR***

* Trajectory Data Collection with Local Differential Privacy, VLDB’23
** Real-World Trajectory Sharing with Local Differential Privacy, VLDB’21
*** L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized Response, CCS'22
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Evaluations

= Claims
- continuous spaces: better utility than naive baselines, e.g. planar Laplace + truncation

- discrete spaces: better efficiency and utility than existing methods, ATP*, NGram™**, L-SRR***

= ATP: direction perturbation

1. divide direction sectors, e.g. k = 4 .

Sensitive direction

Sensitive sector

* Trajectory Data Collection with Local Differential Privacy, VLDB’23
** Real-World Trajectory Sharing with Local Differential Privacy, VLDB’21
*** L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized Response, CCS’22
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Evaluations

= Claims
- continuous spaces: better utility than naive baselines, e.g. planar Laplace + truncation

- discrete spaces: better efficiency and utility than existing methods, ATP*, NGram™**, L-SRR***

= ATP: direction perturbation

1. divide direction sectors, e.g. k = 4

2. perturb sector

3. Mexp(7) Onreduced §

Reduced location space §
(then use EM)

* Trajectory Data Collection with Local Differential Privacy, VLDB’23
** Real-World Trajectory Sharing with Local Differential Privacy, VLDB’21

*** L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized Response, CCS’22
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Evaluations

= NGram: reachability constraint

1. distance reachability,

° °
2. Mexp(7) Onreduced §
°
°
°
* Trajectory Data Collection with Local Differential Privacy, VLDB’23 d (Ti+1' Tl-) < 0

** Real-World Trajectory Sharing with Local Differential Privacy, VLDB’21
*** L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized Response, CCS'22
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Evaluations

= L-SRR: Staircase Randomized Response

1. group the locations to k groups

°
2. Msgrr(t) on k groups
°
[ J
Group 1
Group 2
* Trajectory Data Collection with Local Differential Privacy, VLDB’23 Grou D 3

** Real-World Trajectory Sharing with Local Differential Privacy, VLDB’21
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Evaluations - Continuous Spaces

» Trajectory utility metric: Average error (AE)

- T-Laplace: Truncated Laplace; Strawman: k-RR + uniform sampling for direction perturbation

0.5 Average error (AE) Average error (AE)
RN 30{%.
0.4 n \.\ \“\.‘ \'\. S
R . mN
:A'..*___‘: .\\.\ xl“‘ 2.51 *""-r_‘-._‘_- \-‘*.\é "\u
T R Rt
0.3 --.-._h_“q-':‘% _____ : “*n%__ 2.0 . -\"'\_\ _"*’-.‘,:: ----- »*
_\_ ‘-%-":"“‘-ui '.‘l\ S -
0.2{ --*- T-Laplace ~ _ L51 —-a-- T-Laplace ~._
L e e
—-x-= St e, e | === St =
TAWIAR a e 1.0 VIR ... <=1 Lower error when ¢
0.11 —e - TraCS-D ey —e— TraCS-D |
cme TraCS-C 0.5] e TraCS-C - becomes larger
0.0+ - - ; - ; - ' ; -
2 4 6 8 10 2 4 6 8 10
Privacy parameter ¢ Privacy parameter &
(a) S =[0,1) x [0,1) (b) S =[0,2) x [0,10)
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Evaluations - Continuous Spaces

E T *é o i
35813 . ' o~ 4 41.9-3 ::!'
= TKY and CHI datasets Y 15t S e .
35.71 ;.; g:.":. .....‘ 4181 .
- perturb the trajectories in continuous spaces formed by long-lati:,,, %% RN .
’ "‘2 - S
35.51 ' Longitude 41.61 - Longitude
1396 1398 ~§80 | -878  —876
(a) TKY location space (b) CHI location space
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Evaluations - Continuous Spaces

35813 A iio 3}*
= TKY and CHI datasets
3577 ¥y TaaT el 418 )
- perturb the trajectories in continuous spaces formed by long-lati:.,, %% an
- "‘3 X .
35.51 Longitude 41.61 - Longitude
139.6 139.8 —88.0 —87.8 —87.6
Avemge error (AEJ A\-’El’ﬂge error {AEJ (a) TKY1 cation space (b) CHI location space
)
N, . 0.25- “\\ --4--  T-Laplace
0.12] ™, . %
N . {_\{\ --%-=  Strawman
""u“}}‘ * 0.20- %y, —e- TraCS-D
0.081 s BTy ome TraCS-C
L '-:_3:?.!__““ (0.15- ‘\'\_"""'e-;-..__‘
R " Yo ilemmeee- x
—-4-- T-Laplace ~.7~q 0.10 el N T
0.04] -~ Strawman = e “®... <=t Lower error when ¢
—eo= TraCS-D Tm _ T
0-05 mes larger
e TraCS-C - becomes large
0.00= - ; ; - 0.00"= - ; ; '
2 4 6 8 10 2 -4 6 8 10
Privacy parameter & Privacy parameter &
(a) TKY dataset (b) CHI dataset
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Evaluations - Discrete Spaces

35813 ~ 41.9_3 :1}*
= TKY and CHI datasets
3571 i aar el 418{ ) .
- TraCS + rounding-to-the-nearest W )
- ,::.'Q;_:'- ) * .
35.51 Longitude 41.61 - Longitude
139.6 1398 —88.0 -87.8 —87.6
_AVE:]_' age CITOor ( AE} Average crror ( AE) (a) TKY location space (b) CHI location space
. L-SRR * L-SRR
s, --x-= ATP 0201 % --x-- ATP
0.10; #u__}_}k --4-- NGram . . --4-- NGram
TR 0151 genzmmais ___
M i el SR - TIEEC oo —emm—mmm -
A i S Sl s TSN
H}.\,H "'*-—-—-..:‘;-_.‘.:* l ';‘"'--..____
RN 0.10- e TR
005' k.."'-._‘lﬂ‘*\, 'I .R"‘x *
R .. ~<—ZT—— Lower error when ¢
—e— TraCS-D e 0.05| —e- TraCS-D LR b |
i TraCS-C i TraCS-C - ecomes arger
0.00 - ; ; . 0.00— . ; ; .
2 4 6 8 10 2 4 6 8 10
Privacy parameter & Privacy parameter ¢
(a) TKY dataset (b) CHI dataset
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Evaluations - Discrete Spaces

(5] (5]
k=l = ¢
E S . t
= . o'y = 'y
358123 e 3o o — \‘?:‘;
AN A o 41.91 *;
» e Ve o * -

= TKY and CHI datasets f
- TraCS + roundlng-to-the-nearest Table 3: Time cost comparison (in milliseconds).
averaged
Average error (AE) * ATP NGram L-SRR TraCS-D TraCS-C
" L-SRR Total 145.7 100.9 6.2 0.06 0.05
\,
>, AlP Perturb 12538 92.8  0.003 0.018 0.003
0.10{ ko™, --4-- NGra
B N Wy
‘-‘:)‘ ‘. ) ::::":‘-'::: L - ——
Ll 0.10 T N TR
0.05 e S R Y *
...‘"'-,_ H"*. {‘ "--J--.,\.
—e~ TraCS-D g 0.05{ —e—- TraCS-D Y
- TraCS-C -m TraCS-C -
R T B o S T SR 0
Privacy parameter & Privacy parameter ¢
(a) TKY dataset (b) CHI dataset
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Evaluations - Discrete Spaces

= Other metrics: Range query preservation, Hotspot preservation

Ye Zheng

% of preservation (RQP)

Count difference (CD)

L
', —-8
801 ' '/,/r
./'/ ok
60- R Sl
M-
kT
gzzaate L-SRR
401 - - --x== ATP
w7
_/'/ --4--  NGram
201 ¢ —e~ TraCS-D
~-me TraCS-C
0L : . . :
2 4 6 8 10

Privacy parameter ¢

(a) Range query preservation

lﬁ:;;_'_' ------ el emmmm e x
N -.;=:‘ e
o
e e ____hhe
L-SRR o
--%=- ATP
--4--  NGram
—-e&= TraCS-D
- TraCS-C
2 4 6 8 10

Privacy parameter &

(b) Hotspot preservation
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— Better trajectory utility

when & becomes larger



Summary & Takeaway

= RQ: Trajectory collection under LDP

= Our results: . /
Lo

- operating in continuous spaces can do better —7
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TraCsS: Traject

Trajectory Collection

= Sensitive trajectories: daily routine, wearable-sensor trajectories

Untrusted

=2 1
Mac Donald
N Location-based
=== [ services (LBS)
Hospital
Y Starbucks
L
Park
Discrete locations Continuous locations
w/ labels w/o labels
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TraCS: Trajectory Collection in Continuous Spaces

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Keyidea: decomposes § into two subspaces — design M for each subspace

SCR? SCR? SCR?
Distance Distance
TraCS space D, space D,
Tit1 decomp. /
atT;
T Direction T Distance
space D, space D,
Ti-1
TraCS-D: D, ® D, ) TraCs-C: D, X D,

TraCS: Trajectory Collection in Continuous Space under LDP

TraCs
perturb.

Direction perturbation

L

Dy: M,

D, ), Da: M

Distance perturbation

ory Collection in Cont

under LDP

Limitations \

- each sample costs 0 (n)

1. Efficiency

2. Trajectory Utility
- decreases as n increases

3. Applicability
§ = {p1, -, Pn}

- cannot apply to continuous § /

= Exponential mechanism:

exp(ed(r,1*)) <€ Pairwise distance

Pr[Megy(1) = 7] = o———F———=
P Soesexp(ed(t,7')) «— Sum of distance
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Evaluations

= ATP: direction perturbation

1.divide direction sectors, e.g. k = 4
2. perturb sector

3. Mexp(t) onreduced §

. Reduced location space §

* Trajectory Data Collection with Local Differential Privacy, VLDB'23
** Real-World Trajectory Sharing with Local Differential Privacy, VLDB'21

*** L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized Response, CCS'22
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lInuous Space

Continuous Spaces: Better & Universal

= Operate on a continuous space

Simple sampling:

Pr{M(x) = ¥ €M] = pe
- | Pr[M(x;) = % €M] = py/e®

|

S = [asta) Gendl X [bsta bendl
= Benefits:
1. Efficiency: O (1) sampling complexity
2. Trajectory utility: “n-independent”

3. Applicability: Both continuous spaces & discrete spaces

Ye Zheng TraCS: Trajectory Collection in Continuous Space under LDP 12
Evaluations - Discrete Spaces
= TKY and CHI datasets .S
- TraCS + rounding-to-the-nearest Table 3: Time cost comparison (in milliseconds).
averaged
Average error (AE) ATP NGram L-SRR TraCS-D TraCS-C
Total 1457  100.9 6.2 0.06 0.05
Perturb 1258 928 0.003 0.018 0.003

Ye Zheng

—e= TraCS-D 005 —e- TraCSD
= TraCS-C ®- TraCS-C -
0.
34 6 8 10 34 6 8 10

Privacy parameter &

(a) TKY dataset

Privacy parameter &

(b) CHI dataset
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