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LDP-fy a Trajectory

= | DP-fy: perturb atrajectory with LDP guarantee

- cannot distinguish location 7, from 7, with confidence level e
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LDP-fy a Trajectory

= LDP-fy: perturb a trajectory with LDP guarantee (provable privacy)

- cannot distinguish location 7, from 7, with confidence level e

PriM(t,) = 1.] TR
: < o€ €— distinguish level
V1,75, Ty €ES: PrM(s,) = 7.] = e

e -

location space probability difference of outputting 7,

= Wewant: M for continuous location space
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Existing Methods

= | ocationspaceS is asetof cells or points
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Existing Methods

= | ocationspaceS is asetof cells or points

Ti-1 ®

S - {Cl, 'CTL} 5 — {pl; ;pn}

= Perturb each location 7 using the Exponential Mechanism

. exp(kd(r, )
PriMesp(t) =17] = Y ecexp(kd(r, 7))
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Existing Methods

= | ocationspaceS is asetof cells or points

S = {Cll ""CTL}

Perturbed trajectory
. (ensuring LDP)

Tl—l [ J

S = {p1, -, Pn}

= Perturb each location 7 using the Exponential Mechanism

PriMexp(7) = 77]

Ye Zheng

_ exp(kd(z,7%)) <€ distance
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Existing Methods

= NGram[2021]: reachability constraint

- e.g. distance reachability
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Existing Methods

= NGram[2021]: reachability constraint

- e.g. distance reachability

= ATP[2023]: direction perturbation

Ye Zheng

TraCS: Trajectory Collection in Continuous Space under LDP

private directions

12



Existing Methods

» NGram[2021]: reachability constraint from public knowledge

- e.g. distance reachability

- the next location cannot be too far

- Mexp(7) Onreduced §

= ATP[2023]: direction perturbation

- i. divide direction sectors,e.g. k = 4
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Existing Methods

» NGram[2021]: reachability constraint from public knowledge

- e.g. distance reachability
- the next location cannot be too far

- Mexp(7) Onreduced §

= ATP[2023]: direction perturbation

- i. divide direction sectors,e.g. k = 4
- ii. perturb sector

- iii. Mexp(T) Onreduced §

reduced §
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Existing Methods: Weaknesses

_— N\

= NGram [2(

- e.g. distal

= ATP[2023
- i. divide ¢

- ii. pertur

- i, Mgy

Privacy: only for discrete space

- indistinguishability for finite # locations/cells/sectors

Utility: relies on the Exponential Mechanism
- efficacy depends on # locations/cells/sectors
- high time complexity

- discrete locations not always available

Ye Zheng
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This Paper: Continuous Space

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Keyidea: decomposes § into two subspaces

SCR?
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This Paper: Continuous Space

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Keyidea: decomposes S into two subspaces — design M for each subspace

SCR?
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Decomposition of Continuous Space

" =Dy & Dy

T

2D space 1D subspaces

= Eachlocationt;,; € § has aunique representation (¢, r(p))

= Perturb ¢ and r(¢) using 1D mechanisms
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Decomposition of Continuous Space

— 2
Distance
space D,

0° . .
Direction

. . . space D,
= Eachlocationt;;; € § has aunique representation (¢, r(p))
= Perturb ¢ and r(¢) using 1D mechanisms SCR?
Distance
space D,
m § = @a X Db
= Eachlocationt;,; € § hasaunique representation (a, b) T gjﬁ“{

= Perturb a and b using 1D mechanisms
TraCS-C: D, X D,
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M for Continuous Space

= Q: How todesign LDP mechanisms for:

- circular space [0,2m) — [0,2m)? linear space [Agty, Aend) — [Astar Aend)?
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M for Continuous Space

= Q: How todesign LDP mechanisms for:

- circular space [0,2m) — [0,2m)? linear space [Agty, Aend) — [Astar Aend)?

= S: Piecewise-based mechanism

paf[M(x)]
Pe 1fy S [lx,é‘s rx,.c:)s . —
pdfIMx) =y] = {pg /exp (¢) otherwise,
0 B 7
Private x = 0.5

* Collecting and Analyzing Multidimensional Data with Local Differential Privacy, ICDE 2019
** Estimating Numerical Distributions under Local Differential Privacy, SIGMOD 2020
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M, and M _

= Design piecewise-based mechanisms M, and M_

= Examples of M, and M_
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Rounding to Discrete Spaces

* S =|Asta, Aendl] X [Dstar Pend]

longitude latitude bend
o L .. *
bsta
Asta Aend
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Rounding to Discrete Spaces

" S =|Asta Aendl] X [Dsta» Pena] — apply TraCsS to §
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Rounding to Discrete Spaces

» S = |asta Qendl X [Pstar bengl — apply TraCS to§ — round todiscrete locations
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Rounding to Discrete Spaces

» S = |asta Qendl X [Pstar bengl — apply TraCS to§ — round todiscrete locations

longitude latitude
® ¢ ® o °
° o ® ° ° d
° o .&_'. . °
o L[;°® T;k
{ ¢
[ J
[ J

= Advantages:

- not affected by # locations/cells
- efficient sampling

- stronger privacy
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LDP-fy a Trajectory

= LDP-fy: perturb atrajectory with LDP guarantee

- cannot distinguish location 7, from 7, with confidence level e®

Pr[M(r;) = 7.]

< & € distinguish level
Pr[M(t;)

V7,75, T €S:

T«

location space probability difference of outputting z,

= Wewant: M for continuous location space

- existing methods are all for discrete location space — not always available

- continuous space > discrete space — can apply to discrete space
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Existing Methods: Weaknesses

= NGram|[2 = Privacy: only for discrete space

-eg dista - indistinguishability for finite # locations/cells/sectors

= Utility: relies on the Exponential Mechanism
- efficacy depends on # locations/cells/sectors

= ATP[2023 - high time complexity

- discrete locations not always available

-i. divide
- ii. pertur|
- i, Mexp
Pa—
] . reduced §
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This Paper: Continuous Space

= TraCS-D: direction-distance perturbation

= TraCS-C: coordinates perturbation

= Keyidea: decomposes S into two subspaces — design M for each subspace

M, and M_

= Design piecewise-based mechanisms M, and M_

0,2m) — [0,27 [0,1) = [0,1

= Examples of M, and M_
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Rounding to Discrete Spaces

* 8 = [aAsta, Aendl X [Dstas benda]l = apply TraCS to S — round to discrete locations

longitude latitude

= Advantages:
- not affected by # locations/cells
- efficient sampling

- stronger privacy
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Thank you!
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